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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4034
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6
50. 206. 89. 77 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Bl ock Udp All Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
109. 65. 170. 57 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 9
149. 78. 239. 251 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
109. 65. 93. 132 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the UR B ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
144.76. 29. 162 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
93. 189. 26. 18 147.237.8.27 |Austria e.madimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 77. 233 |Net her | ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 113. 57. 238 [147.237.76.31 |Col onbi a nakchal . i df . i1 ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
184. 80. 10. 136  |147.237.76.38 [Lnhited Sates |e.eneitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
165. 215. 209. 15 [147.237.77. 216 |Wited Sates |[dover.idf.il Tehila - Perl LW with fake user agent 1
104. 219. 238. 10 |147.237. 76. 196 esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 |[147.237.76.42 |lkraine refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 76. 147 |Sweden chinuch. aka.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
184.80.10. 136  [147.237.76.38 |Whited Sates |eeneitav.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
184. 80. 10. 136  |147.237.76.38 [Wited Sates |e.eneitav.idf.il [ET SCAN NVAP -f -sS 1
159. 122. 220. 109|147. 237. 0. 35  |Net her| ands akaws. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
46. 19. 85. 156 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
2.54.144. 48 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
172. 78. 82. 250 147.237. 77. 176 |nat pash. i o . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Anonynous . . . .
8.37.227. 69 Pr oxy 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Response out of state monitor |5
Anonynous R . )
8.37.227.68 Proxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
109. 201. 154. 151 |Net her | ands 147.237. 77. 170 |naar achot . i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject 3
Sreaming Engine: TCP Invalid i i ssi
149.78. 241. 152 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182. 138. 143 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
137.226.113.7 |Germany 147. 237.76. 200 |ei tan. aka. i df . il drop SMrule drop
137.226.113.7  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
Sreaning Engine: TQP Invalid i i Ssi
80.246.136.58 | srael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Russi an D Streaming Engi ne: TCP Invalid|invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
137.226.113.7 |Germany 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
137.226.113.7  |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | drop SAMrul e drop 3
137.226.113.7 |Germany 147. 237. 76. 198 |e. yohal an. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
Sreaming Engine: TCP Invalid i i ssi
204.137.241.19 |Uited Sates [147.237.72. 166 [aka i of .i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.230. 93. 26 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
51.39.2.27 LKJ?'r:gegom 147.237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 2
51.39.2. 27 LKTI;;gom 147. 237. 77. 176 |nat pash. i df . | Bad TCP sequence Invalid ACK nunber dert 2
51.39. 2. 27 thited 147. 237. 77. 176 |nat pash. i f . i Bad TCP sequence SINWACK retransmt with monitor |2
Ki ngdom di fferent w ndow scal e
Anonynous . . . .
8.37.227.81 Pr oxy 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
51.39.2.27 E?';;gom 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
51.39.2.27 zlnt:gom 147.237.77. 176 |mat pash. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
51.39.2.27 z‘;;gom 147.237.77. 176 |mat pash. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 139|wnited Sates  [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.94 |Whited Sates |[147.237.8.24 |elifestyle.idf.il Geo-1 ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
176.13. 1. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 215|wnited Sates  [147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 129|Wnited Sates [147. 237. 76. 200 |ei tan. aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.88 |[lLhited States |147.237.0.35 |akaws.idf.il drop drop
210.186.248. 71 [Miaysia 147.237.77. 233 |atal .i of i Header Rejection rgxg;tre‘ ection pattern found inf oo yior 1
159. 226. 95. 66  |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 143|hited Sates [147.237.76.39 |nohile.reitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.94 |Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13. 1. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
94.230.93.108 |lsrael 147.237.76.39 |nobile neitav.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 216|Uhited Sates [147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 134|Wnited Sates  [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.88 |lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 211|Wnited Sates [147.237.8.46 e chinuch.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.108. 201. 8 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122.95 |Lhited Sates [147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.131.86 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122.85 |[Uhited Sates |147.237.76.176|test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 120. 173. 102|Chi na 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122.217|United Sates [147.237.77.179|e.nazi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
79.179.182.24 |lsrael 147.237.0.19 |nadimatal . i df. i I[Suspi ci ous Response Code Bl ock 3
46.254.21.136 |Russian Federation |147.237.72.166|aka.idf .il Ml tiple Uhauthorized URL Access from 46. 254, 21. 136 B ock 3
] . . Paraneter Type M ol ati on SearchText in
208.115.113.89 [Uited Sates 147.237.77. 216 [dover. i df . i | v i df i 17 1129- he/ dover . aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77.176 \nat pash. i df . i1 [ = cogat . i df . i 1/ 2110- he/ cogat . aspx B ock 1
52.30.171.229 |lhited Sates 147.237.72. 167 |i shuri maka. i df . i|tnaut hori zed URL Access to / B ock 1
192. 235. 247. 138|Canada 147.237.72.166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 65. 188 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
37.8.47.22 g‘ilcis;i':éa” Territoryli 47 237.77. 216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
Unaut hori zed URL Access to
208.115.113.89 |lhited Sates 147.237.77.216|dover. i df . i | waw i df . i1/1133-17968- he/ dover . aspx<span B ock 1
styl e= font-fanily: tahona
54.244.22.103 |thited Sates 147.237.77. 216 |dover.i df . i | Unt raceabl e SSL Sessi ons: Qpen Mvde None 1
. . . . Paraneter Type Mol ati on PageNumin
195. 218. 167. 234|Russi an Federation |147.237.77.216 [dover.idf.il v i df i 1/ 1393- en/ dover . aspx B ock 1
66. 249. 65. 223 | srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
37.26.148.245 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
116. 86. 160. 61 |9 ngapore 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
- . Unaut hori zed URL Access to
66.249.64. 119 I srael 147.237.76.86 [navy.idf.i| navy.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
195. 218. 167. 234|Russi an Federation [147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwidf.il/1393-en/ dover.aspx |B ock 1
. . |Uhaut hori zed URL Access to
66.249. 74. 104 |Israel 147.237.77. 170 |maar achot . i df . i | 147.237.77. 1701 pdf 1 | es/ 4/ 112334, pdf B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df .i | win i df . i 1/ hebrew or gani zat i on/ pazan_i n_pi ct ur es/ kkkkkkk=7f 4d6 |B ock 1
8adkkkkkkk 7f 4d68a4
. . Unaut hori zed URL Access to
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
195. 218. 167. 234|Russi an Federation [147.237.77.216|dover.idf.il Paraneter Type Mol ation lang in waidf.il/1393-en/ dover. aspx Bl ock 1
. . |Whaut hori zed URL Access to
66.249. 74.106 |l srael 147.237.77. 170 |naar achot . i df . i | 147.237.77. 1701 pdf /1 | es/ 6/ 111516, pdf B ock 1
46.254.21.136 |Russian Federation |147.237.72.166|aka.idf.il Unhaut hori zed LRL Access to aka.idf.il/wp-adnmn/ Bl ock 1
185, 25. 148. 240 |Pol and 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to testp2. czar. bi el ava. pl /testproxy. php  |B ock 1
- . Unaut hori zed URL Access to
66.249.65. 181  Israel 147.237.77.233(atal .idf.il 147, 237. 77, 233/ 994- 9067- he/ at al . aspx B ock 1
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