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03-10-2016-23:04:08 to 03-11-2016-00:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 4005
196. 200. 156. 104 Mor occo 147.237.77.216 dover.idf.il |HTTP-M SC Acuneti x- pr oduct 3 dest - r eset 20
41.248. 100. 203 Mor occo 147.237.77. 216 dover.idf.il |HTTP-M SC- Acuneti x- pr oduct 3 dest - r eset 15
105. 156. 146. 186 Mor occo 147.237.77. 216 dover.idf.il |HTTP-M SC Acuneti x- pr oduct 3 dest - r eset 12
41.142. 144. 45 Mbr occo 147.237.77. 216 dover.idf.il |HTTP-M SC Acuneti x- pr oduct 3 dest - r eset 10
41. 140. 126. 30 Mor occo 147.237.77. 216 dover.idf.il |HTTP-M SC Acuneti x- pr oduct 3 dest - r eset 7

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

82. 145, 222. 245 Eur ope 147.237.77.216 dover.idf.il ock | p_ VWb In drop 2
196. 200. 156. 104 Mor occo 147.237.77.216 dover.idf.il |HTTP-M SG Acuneti x- Ur | dest - r eset 1
41.142. 144. 45 Mor occo 147.237.77.216 dover.idf.il |HTTP-M SG Acuneti x- Ur | dest - r eset 1




03-10-2016-23:04:08 to 03-11-2016-00:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
31.31.73.93 Czech Republic 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
46. 19. 85. 152 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 79. 234 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 79. 241 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1




03-10-2016-23:04:08 to 03-11-2016-00:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.102.9. 71 147.237.77.226|Whited Sates |wwu chanatz. aka. idf.il |ET SCAN NVAP -sA (2) 2
93. 189. 26. 18 147.237.76.42 |Austria refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213. 8. 204. 48 147.237.77. 216 (I srael dover.idf.il portscan: TGP O stributed Portscan 1
190. 124. 35. 115 |147.237.76.39 |N caragua mobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
159. 122. 220. 109|147. 237. 8. 46 |Net her| ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
115.28.218. 77 |147.237.77. 74 |[China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64. 253  |147.237.72.166 |Uhited Sates [aka idf.il SERVER APAO£ Apac_he mod_ss| non- SSL. connection to SS 1
port denial of service attenpt
208. 67. 1. 147 147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147.237.76.39 [N caragua nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
159. 122. 220. 109|147. 237. 76. 86 |Net her| ands navy.idf.il ET SCAN Potential SSH Scan 1
159. 122. 220. 109(147. 237. 0. 17  |Net her| ands mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1




03-10-2016-23:04:08 to 03-11-2016-00:04:08

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address [Ste Signature |Massage Devi ce Action |Oount |
2.54.131. 130 I srael 147.237.72.156 |aman.idf.il |SYN Attack rej ect 57
2.54.131. 130 | srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 49
2.54.131. 130 I srael 147.237.72.156 [amen.idf.il [Bad TCP sequence |invalid ACK nunber alert 31
2.54.131. 130 | srael 147.237.72.156 |aman.idf.il [Bad TCP sequence |invalid ACK nunber noni t or 31
2.54.131. 130 | srael 147.237.72.156 |aman.idf.il |[Bad TCP sequence [Invalid sequence nunber noni t or 31
2.54.131. 130 | srael 147.237.72.166 |aka.idf.il |SYN Attack rej ect 29
2.54.131. 130 | srael 147.237.72.166 |akaidf.il [Bad TCP sequence |invalid A nunber noni t or 29
2.54.131.130 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence [Invalid sequence nunber noni t or 29
2.54.131.130 | srael 147.237.72.156 |aman.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 25
2.54.131. 130 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence |[lInvalid AGXK nunber alert 24
2.54.131. 130 | srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 19
192. 243.55. 136 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 17
192. 243.55. 133  |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence |invalid ACK nunber noni t or 16
81. 192. 111. 86 Mor occo 147.237.77.216 |dover.idf.il |dr op drop 16
192. 243.55. 133 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 14
192.243.55.136 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence |SYNbAK retransmit with different w ndow scale |monitor 14
192. 243.55. 135 |Dom ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence |[lInvalid ACK nunber noni t or 14
192. 243. 55. 133  |Doni ni ca 147.237.77.216 |dover.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
192.243.55. 131 |Donmi ni ca 147.237.77.74 |[lawidf.il [Bad TCP sequence |invalid ACK nunber noni t or 13
196. 200. 156. 104 |Morocco 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 13
192. 243.55. 133 |Doni ni ca 147.237.77.216 |dover.idf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 12
192. 243.55.136 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence |invalid ACK nunber noni t or 12
192. 243.55. 138  |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [SYNbAXKK retransmit with different wndow scale |nonitor 11
192. 243.55. 135 |Doni ni ca 147.237.77.216 |dover.idf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 11
46. 19. 85. 210 | srael 147.237.76.42 |refuah.idf.i|Bad TCP sequence |invalid ACK nunber noni t or 11
2.54.133.199 | srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
192. 243.55. 137 |Donini ca 147.237.77.216 |dover.idf.il [Bad TCP sequence |SYNWACK retransmit with different w ndow scale |nonitor 10
192.243.55.131 |Doninica 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |monitor 10
192. 243.55. 133  [Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [Invalid A nunber aert 10
192.243.55. 131 |Donini ca 147.237.77.216 |dover.idf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 10
192.243.55.138 |Donini ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |monitor 10
109. 253. 201. 104 |l srael 147.237.76.42 |refuah.idf.i|lBad TCP sequence [SWNretransnit wth different w ndow scal e noni t or 9
192. 243.55. 133  |Donini ca 147.237.77.74 [lawidf.il [Bad TCP sequence |invalid ACK nunber noni t or 9
192. 243.55. 131 |Domi ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence |invalid ACK nunber alert 8
192. 243.55. 138 |Dom ni ca 147.237.77.74 [lawidf.il |dr op Frst packet isn't SN drop 8
192. 243.55. 133  |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence noni t or 8
192.243.55. 136 |Donini ca 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 8
192. 243.55. 129  |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [SYNbAXKK retransmit with different wndow scale |nonitor 8
192.243.55. 131 |Donini ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243.55. 133 |Donini ca 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 8
192. 243.55. 135 [Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [Invalid A nunber aert 8
192. 243.55. 134 |Donini ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNWAK retransmit with different w ndow scale |nonitor 8
192. 243.55. 133 |Dom ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
192. 243.55.131 |Dom ni ca 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 8
192. 243.55. 136 |Doni ni ca 147.237.77.216 |dover.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243.55. 135 |Dom ni ca 147.237.77.216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
192. 243.55. 135 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNtAK retransmit with different wndowscale |nonitor 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192.243.55. 137 |Donini ca 147.237.77.74 [lawidf.il [Bad TCP sequence |SYNbAXK retransmit with different w ndow scale |monitor 7
2.54.133.199 | srael 147.237.72.156 |aman.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7




03-10-2016-23:04:08 to 03-11-2016-00:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 218. 169l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 92
185.32.179.57 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 3
79.182.176. 244 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
196. 200. 156. 104|Mor occo 147.237.77.216|dover. i df .i | D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 3
41. 248. 100. 203 |Morocco 147.237.77.216|dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 2
. . . Unaut hori zed URL Access to
46.117.217.71 | srael 147.237.77. 243|mobi | e. i f . i | mobi | e. i df. i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bock |2
46. 19. 85. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
37.26.146.169 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80.246.139.61 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock
] . . Unhaut hori zed URL Access to
109. 66. 21. 92 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 2
68. 180. 228. 112 g];::: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to ww i df.il/newsitel engli sh/ docunents. asp |B ock 1
. . Unhaut hori zed URL Access to
46. 19. 86. 241 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
37.26.148.165 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QI ENT_HELLQ |None 1
. . S Untraceabl e Gonnection - Protocol violation
149. 78. 155. 163 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_ APPLI CATI ON_DATA_EXCHANGE) None 1
93.172.51. 64 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
66. 102. 8. 243 g‘;tt:: 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error.htm Bl ock 1
196. 200. 156. 104 |Mbr occo 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df.il/cgi-bin/le check v3.exe Bl ock 1
Lhited . . Unaut hori zed URL Access to
23.106.244.56  [o o 147.237.77.216|dover.i df . i | vow i df i |/ shar ed/ user cont r ol s/ header upper/ B ock 1
109. 253. 201. 104|I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
68. 180. 229. 239 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 68. 180. 229. 239 Bl ock 1
Lhi ted . . Unaut hori zed URL Access to
40.77.167.55 P 147.237.77. 216 |dover . i df . i | 147. 237. 77. 2161 si p,_st or agel f | es/ 9/ 12489, pg B ock 1
95.91. 213. 17 Ger many 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . S Untraceabl e Gonnection - Protocol violation
66.249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
207.232.29.186 |[lIsrael 147.237.76. 147 |chi nuch. aka. i df .i| |PHP Attenpt Bl ock 1
41. 248. 100. 203 |Morocco 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww idf.il/ar/dftk4n2b B ock 1
31.154.146. 7 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
109. 253. 208. 94 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response CQode Bl ock 1
79.178.71.171  |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww i df.il/kesher B ock 1
62.210.252. 207 |France 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 1
Unaut hori zed URL Access to
192. 243. 55. 136 |Doni ni ca 147.237.77.74 [lawidf.il ww | aw i df.il/tenpl ates/ getfil e/ getfil e aspx?fil enane=xgf 5b3nol wvy3n [B ock 1
cdghpa2f cdhphdni t xdeznequzg9j & nf ocent eri t en¥t r ue
41.109.174.185 |Ageria 147.237.77. 176 |mat pash. i df . i | O stributed PHP A tenpt Bl ock 1
105. 156. 146. 186|Mbr occo 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66. 249. 69. 38 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
207.232.29.186 |[Israel 147.237.76. 147 |chi nuch. aka. i df .i|  [Whauthorized URL Access to waw chi nuch. aka.idf.il/xnrpc. php Bl ock 1
62.210. 252. 207 |France 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
41.109.174.185 |Ageria 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . idf.il/xmrpc. php Bl ock 1
105. 156. 146. 186|Mbr occo 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to wwwuidf.il/ar/lszgpvfi Bl ock 1
. . . Parameter Type M ol ati on PageNumin
66.249.79.248 |Israel 147.237.0.34 (tikshuv.idf.il vaw ti kshuv, i df i 1/901- he/t 1 kshuv. aspx Bl ock 1
46. 19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock
37.26.148.153 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . Miltiple Uhtraceabl e SS. Sessions from 149. 78. 155. 163 (Pr ot ocol
149. 78. 155. 163 |l srael 147.237.72. 166 |aka. i df . i | viol ation (SSL_OONN APPLI CATI ON DATA EXCHANGE) ) None 1
www. charrat z. aka. i )
62. 210. 252. 207 |France 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77.226/ B ock 1
196. 200. 156. 104|Mor occo 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 196. 200. 156. 104 B ock 1
41.142.144.45 |Morocco 147.237.77.216|dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error.htm Bl ock 1
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