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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3877

113. 66. 66. 225 Chi na 147.237.72. 217 e idf.il Bl ock_Udp All _Nets dr op 1

64. 47. 224. 46 Lhited Sates 147.237.0. 35 akavs. i df.il Bl ock Wp Al Nets drop 1

115. 239. 228. 10 Chi na 147.237.0. 34 ti kshuv. i df .i | JLIMPurple Con Linit Htp drop 1

64. 47. 224, 46 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bl ock_Up Al _Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.77. 178 e natpash.idf.il [Bock Np Al Net drop 1

64. 47. 224. 46 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
109. 67. 222. 64 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 10
123.126.113. 154  |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
62.210. 97. 48 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
62.210. 97. 48 France 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
62.210. 97. 48 France 147.237.0. 34 tikshuv.idf.il [Cl000074: HTTP. najestic bot B ock 2
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.117.208. 243 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
27.221.10. 194 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
27.221.10. 194 147. 237. 76. 148 Chi na gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
180. 97. 106. 162 147.237.8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
178. 63. 11. 208 147. 237.76. 148 Ger many gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.0.19 Wkrai ne nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.168. 185. 253 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
27.221.10. 194 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
27.221.10. 194 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 162 147.237.8. 46 Chi na e. chinuch. i df .i ET SCAN Potential SSH Scan 1
180. 97. 106. 36 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
93. 173. 255. 136 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
Sreaning Engine: TCP Invalid i i SSi
77.125.77.132  |israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssi on. drop 63
Ret r ansni ssi on Packet dropped.
80. 246. 136. 228 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TQP Invalid i i SSi
79.180.188.11 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
109. 67. 48.238  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 10
Sreanming Engine: TCP Invalid i i ssi
79.178.130. 179 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
- . . SYNVACK retransmt wth different .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 9
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt wth different oo g
W ndow scal e
- . . SYNVACK retransmt wth different .
192. 243.55. 138 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 8
79. 180. 26. 18 I srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55.129 |Comini ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different foonior s
w ndow scal e
- R SYNWACK retransmt wth different .
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
5.102. 195. 227  |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
109. 64. 227. 214 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
- R SYNWACK retransmt wth different .
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
Sreaning Engine: TCP Invalid i i SSi
46.19.86.231  |israel 147. 237.77. 243 |nbi l e. i f i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
- S SYNWACK retransmt wth different .
192. 243.55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 6
192.243.55.136 |Comini ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different foonior |6
W ndow scal e
192. 243.55. 131 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
- S SYNWACK retransmt wth different .
192. 243.55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e roni t or 6
192. 243.55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.149.211 |[Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.131 |Cominica 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different foonior |5
w ndow scal e
192. 243.55. 136 |Domi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.17.101 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
212.83.178.132 |France 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
- . . SYNVACK retransmt wth different .
192. 243.55. 136 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invali d ACK nunber noni t or 4
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
5.29.237.237  |israel 147.237.72.166|akaidf.il  |Bad TCP sequence igge”ansm't with different wndowl ooivor |4
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 137 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
79.181.241. 214 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
140. 115. 111. 116|Tai wan 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 4
192. 243. 55. 137 |Donmi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 172 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 257
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 160
109. 253. 141. 105]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 105
80.246.136.79 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 94
80. 246. 136. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 39
80. 246. 137. 143 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 36
213.57.91.199 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
46.120.169.96 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
84.109.189.15 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 186.24.78 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
77.126. 255. 173 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 158. 226|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
93.186.31. 114 |United Ki ngdom [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
79.177.215.162 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
31.175.82.169 |Pol and 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
79.183.186.16 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed URL Access to —_ Bl ock 2
vwwv aka. i df . i |/ mai n/ gi yus/ v navy. i df . i |
87.211.81.246  |Netherl ands 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 2
37.26.147.191 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
87.211.81.246 |Netherlands 147.237.77.216|dover.i df . il D stributed Uhaut hori zed LRL Access on waw i df.il/xmrpc.php |B ock 2
2.52.10. 117 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
173.247.228.10 |lnited Sates 147.237.77.216|dover . i df . il O stributed PHP A tenpt B ock 1
] ; . . Unaut hori zed URL Access to
107.170.57.98 |[wnited Sates 147.237.0.34 |tikshuv.idf.il v ti kshuv. | df . |/ shar ed/ user cont r ol s/ header upper / B ock 1
L . . Unaut hori zed URL Access to
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il vawwc | aw i df i 1/ consol ef cor e/ doc._myr/ doc._ngr . asp B ock 1
68.180. 229. 239 |wited Sates  |147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to ww aka.idf.il/valtam B ock 1
Russi an . . ! . . . .
141.8.132. 78 erati on 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .l Unaut hori zed URL Access to www i df . il/1503-en/ dover. aspx. B ock 1
46.120. 239. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1244-he/ at al . aspx |Bl ock 1
173.247.228.10 |Uited Sates 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df . i|/wp-1ogin. php B ock 1
37.26.146.182 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
' : : Unaut hori zed Met hod HEAD for
76.31.170.233 [lLited Sates 147.237.72. 166 |aka. i df . i | v aka i of i 1/ri ght's/ aspli nf 0. asp B ock 1
_ m ny- kosher - kr avi . i _ C
149. 56. 44. 205 Lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to waww m ny-kosher-kravi.idf.il/ B ock 1
93.186.31.112 |Wnited Ki ngdom |147.237.77.216|dover.idf.i | Dstributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i |l W i df . i |/ hebrew or gani zat i on/ horef r ont / kkkkkkk=90f 933e5k |B ock 1
kkkkkk _90f 933e5
54.172.250.25 |United Sates  [147.237.72.166|aka. i df .i | thknoun Pararet e anp; catld 1n None |1
wwy aka. i df . i |/ sites/ hone/ def aul t. asp
46.19. 86. 231 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
149.78.21.213 |israel 147. 237.77. 216 |dover. i df . i | Distributed thaut hori zed URL Access on B ock 1
vy i df i |/ https: /wwidf.il/
93.186.31.113 |Wnited Kingdom |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error. htm Bl ock 1
185. 33. 168. 254 |Uhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df . il/894-ar B ock 1
] . . . O stributed Unhaut hori zed URL Access on
66.220. 158. 107 |thited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34 si p,_stor agel fi | es/ 4/ si 2e220x0/ 1744, | pg B ock 1
37.26.148.156 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
92. 97. 73. 149 g:;desNab 147.237.77. 216 |dover . i df .i | Distributed PHP At enpt B ock 1
79.176.114.58 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 86. 238 I srael 147.237.72. 166 [aka. i df . i | Wnt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 93 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . URL is Above Root Drectory
185. 100. 85. 191 147.237.77. 216 |dover . i df . i | Wi of i1/ ./ shared/ cl i entscri pts/j query/j auery-1.4.2.nin. | s Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1362- he/ dover . aspx B ock 1
109. 253. 216. 104]l srael 147.237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
41.238.59.189 |Egypt 147.237.77.216|dover.idf .il Dstributed Wnaut horized URL Access on waw idf.il/error. htm B ock 1
92.97.73. 149 ;:ill::tdesﬁ’ab 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
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