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03-10-2016-19:04:08 to 03-10-2016-20:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4000

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3

190. 151. 180. 28 H Sal vador 147.237.76. 148 gocenter.aka.idf.il |L4 Source or Dest Port Zero dr op 3

185. 56. 28. 67 Net her | ands 147.237.77.235 sviva.idf.il B ock Np Al Net drop 1

89. 248. 172. 207 Net her | ands 147.237. 77. 205 prisha.idf.il B ock Np Al Net drop 1

199. 26. 90. 15 Lhited Sates 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

185. 56. 28. 67 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1




03-10-2016-19:04:08 to 03-10-2016-20:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
37.142.203. 55 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
46. 165. 197. 142 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
176.13. 12. 107 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 79. 241 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
212. 235. 40. 29 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1




03-10-2016-19:04:08 to 03-10-2016-20:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.93.128 |147.237.77.243|Wited Sates nobi | e. i df .il ET SCAN NVAP -sA (2) 2
199. 101. 186. 238|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
85.105. 74.172  |147.237.72. 167 |Turkey i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 238|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
71. 6. 158. 166 147.237.76.34 |lLnited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 2048 1
180. 97. 106. 162 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58.253.96.122 [147.237. 76. 200 |Chi na eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 4096 1
180. 97.106. 36  |147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
162.213.36.63 [147.237.8.24 |Uhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 3072 1
162.213.36.63 |147.237.8.24 [lhited Sates elifestyleidf.il ET SCAN NVAP -f -sS 1
109. 253. 141. 39 |147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
95.173.184.12 |147.237.0.200 |Turkey . i dff i | ET SCAN Potential SSH Scan 1
199. 101. 186. 238|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
79.177. 24. 84 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.76.31 |Lnited Sates nakchal . i df il ET DRCOP DBshield B ock Listed Source 1
71. 6. 158. 166 147.237.76.34 |Lnited Sates yohal an. i df .i| ET SCAN NVAP -f -sS 1
190. 196. 178. 78 |147.237.0.16 |[Giile ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
66.195.91. 180 |147.237.77.216|Wnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
180. 97.106. 36  |147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
41.59. 21. 59 147.237.0. 34 E”pj;”iif'ofuqiwd tikshuv.idf. il ET SCAN NVAP -sS wi ndow 3072 1
177.238.43.226 [147.237.77. 179 |Mexi co e.nazi.idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
162.213.36.63 [147.237.8.24 |lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 2048 1
159. 122. 220. 109|147. 237. 0. 34 |Net her| ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 121 |Canada e navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address Atacker

Country

Target Address ‘ Ste

‘Signature

SWNretransmt wth different

Ret ransm ssi on

Packet dr opped.

79. 176. 34. 80 I srael 147.237.76.42 |refush.idf.il|Bad TCP sequence . noni t or 91
w ndow scal e
Sreaming Engine: TGP Invalid i i sSi
176.13.7.117  |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
109. 64. 225. 155 | srael 147, 237. 77, 243 | bl e. i o 1| | €AM NG Engi ne: TGP I nval i d nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
. . SYNretransmt wth different .
109. 64. 69. 104 |l srael 147.237.77.233|atal .idf.il [Bad TCP sequence wi ndow scal noni t or 20
176.13.23.163 |Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence SWretransmt with different moni tor |17
w ndow scal e
84.109. 72. 26 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 13
212.29.224.93 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d sequence nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi
81.4.163.106  |oyprus 147.237.72. 166 |aka.i df . i 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 208. 91 | srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7
o SYNretransmt wth different
85. 65. 12. 215 I srael 147.237.76.42 |refush.idf.il|Bad TCP sequence wi ndow scal aert 6
reamn ine: TCP Invali i i SSi
109. 253. 196. 157|i srael 147, 237. 77, 243 | bl e. i o 1| | €AM NG Engi ne: TGP I nval i d Invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
o SYNretransmt wth different .
85. 65. 12. 215 | srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence vi ndow scal e noni t or 6
2.54.97.241 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
212.199. 121. 158l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence noni t or 6
Sreaming Engine: TGP Invalid i i sSi
82.80.164.59 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 143. 216 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
149.78.31.225 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 231 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46.19. 85. 75 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
95. 86. 97. 46 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
5.22.129. 102 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber aert 5
5.102.196.122 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 4
46. 19. 85. 140 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102.196. 122 |lsrael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
o SYNretransmt wth different .
176.13. 8. 193 I srael 147.237.76.42 |refush.idf.il|Bad TCP sequence wi ndow scal e noni t or 4
reamn ine: TCP Invali i i Ssi
109.65.81.25  |israel 147,237, 72. 166 |aka i 11 | SAM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Russi an s Sreanming Engine: TCP Invalid Invalid segnent retransnission.
141. 8. 132. 112 e ot on 147. 237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
212.199. 121. 158l srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Invalid AGK nunber aert 3
Sreamng BEngine: TCP Invalid i i ssi
79.179.179. 102 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228. 214. 175 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
137.226.113.7  |Ger many 147.237.76.30 [hinush.idf.il|drop SAMrul e drop 3
Sreaming Engine: TGP Invalid i i SSi
66.249.93.191 |[Wited Sates  |147.237.77. 243 |nobile idf il 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 143. 187 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
188. 120. 148. 242|! srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
Sreamng BEngine: TCP Invalid i i ssi
109. 65. 242. 141 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.143  |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
212.199. 121. 158l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i SSi
79.180.66. 139 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84. 228. 226.233 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
5.22.135. 116 I srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
137.226.113.7 |Ger many 147.237.76. 34 |yoha an.idf.i|dr op SAMrul e drop 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 3
188. 120. 154. 40 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence I nval i d ACK nunber noni t or 3
Sreanming Engine: TP Invalid i i ssi
2.52.153.252  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i SSi
37.26.149.192 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 64. 225. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
109. 64. 225. 155 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 4
109. 253. 208. 91 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
94.230. 93.95 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 2
77.125.114. 187 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 2
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 2
79.179.27.232 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79. 179. 27. 232 Bl ock 2
. . D stributed Unaut hori zed URL Access on
85.65.12.215  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1815- he/ dover . aspx Bl ock 1
40.77.167.21 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to v aka.idf.il/gius Bl ock 1
94. 230. 93. 69 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
. . D stributed Unaut hori zed URL Access on
5.29.54. 102 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages! shar ed/ bul | et 1. gi f Bl ock 1
79.179.27.232 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ sachar/ Bl ock 1
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62. 90. 49. 247 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/aman B ock 1
37.26.146.201 |[Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
85.65.100. 239 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
68.180.230.29 |Lhited Sates |147.237.77.176|mat pash.idf.il [Paraneter Type Mol ati on PageNumin www cogat.idf.il/901-he/ cogat. aspx |B ock 1
. . D stributed Unhaut hori zed LRL Access on
46. 19. 86. 69 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ t ext . css B ock 1
. . D stributed Unaut hori zed URL Access on
176. 13. 8. 193 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shared/ r eset . css B ock 1
. . Mil tiple Lhtraceabl e S3. Sessions fromb5. 29.57.35 (Protocol violation
5.29.57.35 I srael 147.237.77.216|dover.i df .i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 1
80. 255, 192, 237 |Wted 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
Ki ngdom
66. 249. 64. 37 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
37. 46. 38. 189 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
109. 64. 244.192 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/shared/bul let1.gif [B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wan i df.il/newsite/english Bl ock 1
46. 214. 165. 206 |Romani a 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
176.13.23.163 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css Bl ock 1
94.230.93.111 |Israel 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 1
. . SS. Whtraceabl e Gonnection - Protocol violation
5.29.57.35 | srael 147.237.77. 216 |dover.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Lhi ted . . Unhaut hori zed URL Access to
80. 255.192. 237 Ki ngdom 147.237.72. 166 [aka. i df . i | aka.idf.il/wp-content/thenes/antioch/li b/ scri pts/downl oad. php Bl ock !
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
. ] D stributed Unaut hori zed URL Access on
37.142.64.121 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 1
. . Unaut hori zed URL Access to
109. 65. 11. 224 |Israel 147.237.77.234|hal ag. i df . il vw | ogi st cs. atal i df .1 1/ si ze100x0/ si p st or age Bl ock 1
94.230.93.15 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
. . D stributed Unaut hori zed LRL Access on
79. 176. 34. 80 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed) reset . css Bl ock 1
} . . Lhaut hori zed URL Access to
207.46.13.165 |[Wnited Sates |147.237.76.31 |nakchal .idf.il nakhal i df .11/t enpl at es/ shar ed/ user cont rol s/ navrrenu/ B ock 1
46.214. 165. 206 |Ronani a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.i|/xmrpc. php Bl ock 1
109. 64. 69. 104 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
8.37.232.218 Lhited Sates |147.237.77.216|dover.idf.il Untraceabl e SSL Sessions: Qpen Mbde None 1
82. 80. 164. 59 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
38. 81. 65. 42 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109. 253. 196. 157|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
94. 230. 93. 66 I srael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
5.22.135.116  [Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
. . D stributed Unaut hori zed URL Access on
212.29.249.176 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1
62.0.110. 85 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.197 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Qpen Mbde None 1
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