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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2166
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

159. 122. 254. 192 Net her | ands 147.237.0. 200 ndu. i df il JLM Under Attack Con_Tcp drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 1

89. 248. 172. 207 Net her | ands 147.237.8.14 e.orchot.idf.il B ock Np Al Net drop 1

198. 20. 69. 98 Lhited Sates 147.237.77. 233 atal.idf.il Block Np Al Net drop 1
66.112. 192. 66 Lhited Sates 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

89. 248. 172. 207 Net her | ands 147.237.77. 19 lawforumidf.il B ock Np Al Net drop 1

71.6. 33. 147 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
79.181.171. 86 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 12
5.29.120. 176 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
123.126.113.154  |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 6
176.13. 12. 107 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
176. 13. 20. 138 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
108.59. 8. 70 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP: maj estic bot B ock 2
66. 249. 93. 121 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
2.52.7.151 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
46. 19. 85. 140 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
51. 255. 65. 30 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
37.187.94.50 France 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
66. 249. 93. 117 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
37.187.94.118 France 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
37.187.95.18 France 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
66. 249. 93. 125 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry \Signature

89. 139. 40. 244 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
199. 203. 215. 1 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 147.237.77. 243 Sweden nobi l e.i df.il ET SCAN NVAP -sS w ndow 1024 1
149. 88. 248. 41 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 64. 164. 41 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
87.71.22.133 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.57. 42 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
218.57.11.7 147.237. 76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
62. 90. 100. 18 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
213.57.231. 132 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
2.52.152. 68 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
190. 124. 35. 115 147.237.8. 24 N car agua elifestyle.idf.il |ET SCAN NVAP -sS w ndow 4096 1
109. 253. 145. 47 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
93. 189. 26. 18 147.237.0. 35 Austria akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
89. 138. 87. 12 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
80. 246. 136. 209 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
218.57.11.7 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 50 147. 237. 72. 166 Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
218.57.11.7 147.237. 0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.29.71.109 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 59
Sreamng Engine: TCP Invalid i i ssi
132.64.177.72  |israel 147. 237. 76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssi on. drop 36
Ret r ansn ssi on Packet dropped.
2.54.178. 147 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 20
Sreamng Engine: TCP Invalid i i ssi
176.13.9.217  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
2.52.152. 68 I srael 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 14
192.243.55.129 |comnica  [147.237.77.74 [lawidf.il Bad TCP sequence SINGAGK retransmt with different | onitor |13
wi ndow scal e
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence SINHAK retransmt with different oo o 13
wi ndow scal e
66.249.93.117 |Lhited States [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 13
66.249.93.121 |lhited States [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SYN drop 13
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SIAK retransmt with different oo |13
wi ndow scal e
- . . SYNPAXK retransmit with different .
192. 243.55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 13
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
95. 86. 105. 233 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 12
. . . SYNVACK retransmt with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 11
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 11
2.52.152. 68 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
- o SYNVACK retransmt wth different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 11
192.243.55.133 |Comnica  [147.237.77.74 [lawidf.il Bad TCP sequence SINAGK retransmt with different | oonitor |12
wi ndow scal e
Sreaming Engine: TCP Invalid i i ssi
66.249. 64.163 |lhited Sates [147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dropped.
192.243.55.135 |Domnica  |147.237.77.216 |dover.idcf.il  [Bad TCP sequence SINAQK retransmt with different | onitor |10
wi ndow scal e
212.179. 213. 153|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
109. 253. 135. 230]l srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
- . . SYNPAXK retransmt with different .
192. 243.55. 137 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 10
192. 243.55. 134 |Donini ca 147.237.77.216 |dover.idf.il  |Bad TOP sequence SIAK retransmt with different oo |10
wi ndow scal e
- . . SYNPAXK retransmt with different .
192. 243.55. 131 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 10
109. 253. 136. 136]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 10
109. 253. 136. 136/l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 135 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
212. 143. 169. 190l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransnm ssi on Packet dropped.
- . . SYNPAXK retransmt with different .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 9
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreanming Engine: TCP Invalid i i SSi
109. 253. 156. 191 |1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
23.242.247.235 |lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover.i df .i | Bad TCP sequence SINWAK retransmt with different o, o 8
w ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 8
. . . SYNVACK retransmt with different .
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 8
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 85. 16 | srael 147.237.72. 156 |aman. i df .il dr op Frst packet isn't SN drop 8
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 8
192. 243. 55. 132 |Doni ni ca 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
- . . SYNPAXK retransmt with different .
192. 243.55. 135 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7
109. 253. 135. 230]l srael 147.237.0.19 |nadimata.idf.i|Bad TCP sequence Invalid AGK nunber alert 7
212.179. 213. 153|l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 7
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 7
192. 243. 55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 7
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber noni t or 7
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
213.57.164. 219 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
109. 253. 135. 230|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 92
176. 13. 8. 158 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 39
109. 64. 218. 156 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
2.54.171. 202 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
80.246.136.18 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
46. 19. 85. 135 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
2. 54. 30. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.17.161 |Israel 147.237.77. 234 |hal ag. i df . il Ml tipl e Unaut hori zed UR. Access from 79.176.17. 161 B ock 3
146.159.132.2 |Siitzerland  |147.237.77.176|nat pash. i df . i | \;P;rwa'f;gegt Tpe Moo n/Sceng?.Tifp; f Bock |2
46. 19. 85. 250 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 86. 163 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 2
40.77. 167. 82 Lhited Sates |[147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 2
213.151.32.163 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
94. 230. 93. 60 I srael 147.237.77. 216 |dover.i df . il D stributed Lhauthori zed URL Access on wwwidf.il/error.htm B ock 1
68.180. 229. 239 [United Sates |[147.237.72. 166 |aka. i df . il m“;;;.rii dzf?lﬁ fcal;ejss p/t;erson ol ertr e asp B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df .il/894-he B ock
37.26.148.166 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
132.64.177.72  |Israel 147.237.76. 200 |ei t an. aka. i df . i | m”g:“?anpagsgﬁt g t”enpl at o5/ opcont act us/ goveapt chai mage. axd None 1
79.181.194.90 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Dstributed Parameter Type Mol ation on
109. 64. 218. 156 |l srael 147.237.0.19 |madi matal .idf.i|madimatal.idf.il/nobile/1088- he/ neret z. aspx par anet er B ock 1
ct 1 00$Cont ent Pl acetbl der 13t xt Mobi | e
77.125.12.177 i srael 147.237.77. 234 |hal ag. i df .i | o ;g?“t;dZﬁf?ggggfiiaﬁlﬁfﬁ; fréi . Bock |1
207. 46. 13. 87 Lhited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/giyus/ ganda/ defaul t.asp None 1
37.26.148.213 |Israel 147.237.77. 216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
80. 246. 133. 106 |l srael 147.237.77.216|dover. i df . i | Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
192. 115. 130. 253l srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 109754. pdf Bl ock 1
2.54.44.8 I sr el 147.237.77. 234 |hal ag. i df . i | o ;'3?“;‘;‘1zglﬂ’tn';‘;re';if\aﬁlﬁﬁsei f;i . Bock |1
213.57.37.8 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.46.38. 14 | srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
147. 236. 38. 135 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/himush/site/ hef hi nush. asp B ock 1
46.19. 86. 27 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in LR froma46. 19. 86. 27 B ock 1
192. 243.55. 134 |Dom ni ca 147.237.77. 216 |dover. i df . i | t{‘ N :t /hscir;rztz?w% mpggjasjsl itni'm 1df. 11/1283-19122-en/ dover . aspx B ock 1
79.176.17.161 [Israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?:“zig_aﬁ_ﬁf’fﬁ/;i%}mrag o/ 111 /715 2633601 157, g Bl ock 1
40.77.167.2 Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/hone/ def aul t. aspx B ock 1
2.49.15.175 ;Ertae[des”ab 147.237.77.216|dover.idf .i | PHP Att enpt Bl ock 1
173.247.228.10 |lnited Sates [147.237.76.42 [refuah.idf.il PHP At t enpt Bl ock 1
94. 230. 93. 57 | srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
192. 243. 55, 135 |Doni ni ca 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vww i df .il/894-ar B ock 1
37.26.147.199 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
109. 253. 135, 230I srael 147.237.0.19 |nadimatal .idf. | ;?d?:f;e;l T‘i'f;_\iﬂl7'$gi?1/°iém”;§:';tp';‘;§gg' der I xthooi [ € in Bl ock 1
79.181.96. 11 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wwwv lawidf.il/sip_storage/files/6/486.jpg |B ock 1
2.49.15.175 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waidf.il/xmrpc. php B ock 1
173.247.228.10 |Uhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
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