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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
8.37.231.91 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets dr op 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
8.37.231.91 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
89. 248. 172. 207 Net her | ands 147.237.0. 33 idf.il B ock Np Al Net drop 1
14.120. 237. 148 Chi na 147.237.72. 217 e idf.il B ock Wp Al _Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
74.82.47. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_Wp Al _Nets dr op 1
89. 248. 172. 207 Net her | ands 147.237. 0. 200 ndu.idf.il Bock Np Al Net drop 1
42.127.172. 162 Japan 147.237.77. 234 hal ag.idf.il Bl ock Udp All Nets drop 1
81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
89. 248. 172. 207 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 1
12.162. 142. 14 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | L4 Source or Dest Port Zero dr op 1
89. 248. 172. 207 Net her | ands 147.237.77.176 nat pash. i df . i | Bock Np Al Net drop 1
71.6.135. 131 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Oount
109. 65. 202. 39 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 20
79.177.118.182 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 11
5.29.127.137 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |[Cl000074: HITP. majestic bot B ock 2
176.13.0. 75 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |CLOO0071: HTTP. User Agent Sogou+web+spi der B ock 1
66.249. 79. 234 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 1
188. 166. 239. 76 Russian Federation  |147.237.77.216 |dover.idf.il |22280: HITP. Jooma Qject Injection Vulnerability B ock 1
66. 249. 79. 241 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 1
112. 74. 67. 70 Chi na 147.237.77.205 |prisha.idf.il [0543: HITP: php.cgi Access B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66.249. 79. 43 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 2
46. 19. 85. 198 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
149. 78. 44. 120 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
84.108. 24. 215 147.237.77.216 I 'srael dover.idf.il portscan: TGP O stributed Portscan 1
80. 246. 137. 12 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
74.102. 103. 58 147. 237.72. 166 Lhited Sates aka.idf.il portscan: TQP D stributed Portscan 1
62.17.136. 66 147.237. 72. 166 Eur ope aka idf.il portscan: TGP O stributed Portscan 1
185. 3. 147. 225 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
121. 141. 225. 10 147. 237.77. 216 Korea, Republic of dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82. 166. 93. 182 147.237.77.216 I 'srael dover.idf.il portscan: TGP O stributed Portscan 1
79.181.7.188 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address
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SWNretransmt wth different

Action

‘Count

Ret ransm ssi on

Packet dropped.

212.179.48.36 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 66
w ndow scal e
R SYNretransmt wth different .
80.179.194.40 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal & noni t or 29
Sreaning BEngine: TQP Invalid i i SSi
185. 120. 126. 12 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.20. 104 |israel 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
8.37.231. 91 g”&;ymus 147. 237.77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 23
8.37.231. 91 é{”;(’;ym’us 147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 22
reamn ine: TCP Invali i i Ssi
79.182. 186. 130 |l srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid invalid segnent retransnission drop 21
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 14
80. 246, 133. 119 I srael 147.237.77. 233 |atal i il Bad TCP sequence S retransnt wih different monitor |13
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.147.214 |israel 147. 237. 77. 243 |nobi l e.i df i | g =g Invalid segnent retransmssion. |, ) 12
Ret r ansmi ssi on Packet dr opped.
62.90.193.162 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 12
Sreamng Engine: TCP Invalid ' i ssi
79.177.99.18  |israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.177.99.18  |israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
188. 120. 154. 47 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 11
s SYNretransmt wth different .
77.125.109.41 |lIsrael 147.237.77. 234 |hal ag.idf . il Bad TCP sequence wi ndow scal @ noni t or 10
Sreaning BEngine: TCP Invalid i i SSi
2.54. 62. 152 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
122.151. 188. 177|Australia 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TQP Invalid i i SSi
2.54. 48, 150 I'sr ael 147. 237.77. 243 |robi L e, i of . i1 9 =g I nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
213.151. 44. 156 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
95. 86. 119. 126 |l srael 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
176. 13. 5. 49 I srael 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19.86.227  |Israel 147.237.77. 243 |robi L e. i of . i1 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 6. 36 I srael 147. 237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
2.52.12.197 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
125.21.244.34 |india 147.237.77. 216 |dover.idf il SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
80.179.194.40 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.181. 169. 127 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67.188.71 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
37.26.146. 154 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 129, 1031 sr ael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
109. 253. 198. 175]l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
85.130.232. 5 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber noni t or 5
85.130.232.5 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
125.21.244.34 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
37.26. 147. 216 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
37.26.147.216 |lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
’ . . SYNFAK retransmit with different .
125.21.244.34 |India 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
125.21.244.34 |India 147.237.77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 4
37.26.149.133 |[lIsrael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence noni t or 4
46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
85. 130. 222. 227 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
212.199. 218.50 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 40 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 4
79.176.172.176 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
77.125.92.178 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
85.130. 232. 5 | srael 147. 237. 77. 216 |dover.idf .il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
185.27.106.98 |Israel 147. 237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.54.163.76 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 262
37.26.149.133 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 90
2.54.13. 242 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
109. 253. 146. 167|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 25
2.52. 35,201 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176.13.22. 123 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
157. 55. 2. 160 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on waidf.il/error. htm B ock 5
199.30.16.182 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 5
81.218.152.66 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 81.218. 152. 66 Bl ock 4
46.254.21. 136 :Zg::t”i on 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 254. 21. 136 B ock 3
2.54.33.39 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.19. 85. 171 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 3
37.26.149.181 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.150. 133 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.20. 104 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 3
109. 253. 135. 92 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 2
109. 253. 199. 107 |l srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unaut hori zed URL Access from 109. 253. 199. 107 Bl ock 2
80.178.227.165 |[Israel 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 2
79.180. 123. 146 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 2
109. 253. 199. 107 I sr ael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt :?rd'fzf’? /tg‘egpgf;sem;esu et | ddocunent </ 1431 Bock |2
80.179.194.40 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx B ock 2
81.218.152.66 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/ 4/ B ock
160.220.3.91  |United Sates [147.237.77.19 |l awforumidf.il " :gozls#%’tlzﬁifp\ﬁgngg Mthod Bock |1
37.26.147.214 |Israel 147.237.77. 243 |nobi | e. i df . i | o e el .Tmp/eal}fr?;ﬁicﬁi?n‘;ﬁ Zg‘i"‘;e)“ n Bock |1
NULL Character in URL
169.229.3.91  |wited Sates |147.237.72. 156 |aman. i df .| > [[#31]] ] [#28] 1 [[#8]1[[#28]]+[[#0]1[[#0]]f[[#30]] r€¥b!j Btx  |H ock 1
[[#2001[[#8]],
79.180. 150. 131 I srael 147.237.72. 166 |aka. i df . i | mngkm;??ﬁﬁ mcgéfﬁiit;angfgzﬂ;fcphsaChar$°t' 9in None |1
137.226.113.7  |Ger many 147.237.77. 226 \(/j\;mxi/.lchanat 2. aka.l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
68.180. 228. 112 [Lhited Sates |147.237.76.86 |navy.idf.il mu;:\sy .ZE? ﬁggi?zséslst-?le/ navy. aspx. asp Bock |1
199. 203. 186. 77 |Israel 147.237.72.166 |aka. i df . i | mnai?i c';a.ri"’l‘r/'en;je;/ s:cfﬁﬂ?ﬁm%? on. asp None |1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’”?gefztsp :'Sctcoisaz;/?i | es/ 412674, by Bock |1
94. 230. 93. 73 I srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
37.239. 68. 30 Irag 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/css/icons/icons. wof f Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
80. 246.130.87 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
79.180. 150. 131 I srael 147.237.72.166 |aka. i df . i | mngk“glﬁr?ﬁg nlczgfr?iclt;angicgz_'vigfcphsaChar$°t' 27in None 1
212.199. 154. 194l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 212.199. 154. 194 B ock
169. 229. 3. 91 Lhited Sates [147.237.72.156 |aman.idf.il I11egal HITP \ersion Bl ock 1
66.249.64.131  |Israel 147.237. 72. 166 |aka. i df . i | ot e ;f‘ie'g/lnaﬁfjiug‘/’gener . aspx Bock |1
185, 25. 151. 159 |Pol and 147.237.77.235|sviva.i df . i | Uhaut hori zed URL Access to testp2. czar. bi el ana. pl / t est proxy. php B ock 1
82. 80. 28. 123 I srael 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 1
46.254.21. 136 :Zg::t”i on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Mal formed URL B ock 1
37.26.147.214 |Israel 147.237.77. 243 |nobi [ e.i df . i | Lhaut hori zed UR. Access to nobile.idf.il/authentication/index Bl ock 1
Unknown HTTP Request Met hod
169.229.3.91  [Uited Sates [147.237.72. 156 [anan. i df .| I([(ﬁl[ggﬂcmﬂ/ #;é]z]ﬁ[[:zzé]]]-ﬁgo]l I [Lﬁ;] P
[[#2001[[#8]],
79.180. 150. 131 |Israel 147.237.72. 166 |aka. i df . i | mngk“glﬁr?ﬁ;;r nf;;g?:f/t;a?gficz:.“’;is;fmhsa‘"‘har$°t'87 in None 1
212.179.22.81 |[Israel 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 1
138. 134. 102. 16 |Israel 147.237.77. 216 |dover . i df .i | Whaut hori zed LRL Access to waw i df.il/nil net B ock 1
68.180.229. 121 |lhited Sates [147.237.76.200|eitan. aka.idf.il Lhaut hori zed URL Access to v ei tan. aka. i df . i | / header upper/ B ock 1
66.249.64.56 | srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’_”?éefz/?p fcst";saz(;/?i | es/ 513365, pg Bock |1
184. 105. 247. 196|lhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
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