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03-10-2016-13:04:08 to 03-10-2016-14:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
46. 32. 214. 63 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SQ.- I nj - Pang- GVBSQLI nt 1 |dest - reset 57
41.137. 23. 30 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 3
82.145.217. 21 Eur ope 147.237.72. 167 i shurimaka.idf.il B ock Ip Véb In drop 3

184. 105. 247. 223 Lhited Sates 147. 237.77. 226 wan chanat z. aka. i df i1 |Block Wip ALl Nets drop 1
64.21.147. 6 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

216. 47. 169. 70 Lhited Sates 147.237.77. 216 dover.idf.il B ock UWp Al _Nets drop 1

89. 248. 172. 207 Net her | ands 147.237.77. 243 nobi | e.idf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |Sgnature Devi ce Action |Oount |
217.194.196.5 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 19
79.183.211.18 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 8
199. 30. 24. 159 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 198. 186 Lhited Sates 147.237.72.156 |anan.idf.il C1000074: HITP. naj estic bot B ock 2
109. 64. 125. 21 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
192.118. 12. 102 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
198. 20. 69. 74 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 120. 173. 102 |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
123.126.113.80  [China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 102. 6. 251 147.237.72.167 |Wited Sates ishurimaka idf.il |ET SCAN NVAP -sA (2) 1
46.19. 85. 84 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237.72.166 |China aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
89. 139. 131. 113 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 192. 157 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
46. 32. 214. 63 147.237.77.216 |Palestinian Territory, Gcupied  [dover.idf.il S 1=1- possible sgl injection attenpt 1
217.156.163. 145 |147.237.77.216 |United K ngdom dover.idf.il portscan: TCP O stributed Portscan 1
104. 44. 133. 108 147.237.72.217 |Wited Sates eidf.il ET SCAN NVAP -sS w ndow 4096 1
81.218. 178. 50 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1




03-10-2016-13:04:08 to 03-10-2016-14:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i(c:)i
2.54.152. 101 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 38
R SWNretransnmit wth different .
82.166.247.93 |[lIsrael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence i ndow scal e monitor |29
S reaming Engi ne: TCP i i ssi
31. 168. 3. 26 I'srael 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 20
Inval i d Retransnission Packet dr opped.
213.57.84.82  [Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different o000 |16
w ndow scal e
s SWNretransmit wth different .
82.166.247.93 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal @ nonitor |13
46.32. 214. 63 glcissi':('ja” Tertitoy 47 237. 77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreamng BEngi ne: TCP i i Ssi
176.13.7.243 [ srael 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 12
Invalid Retransnission Packet dropped.
S reanming Engi ne: TCP i issi
79.176. 152. 205 |l srael 147.237.72. 166 |aka. i df .i | mng Ehgine: 7 Invalid segnent retransmssion. | . 12
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
79.179. 199. 166 |I srael 147.237.0.34  |tikshuv.idf.il mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dr opped.
37.26.149.141 |[Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 11
46. 19. 85. 206 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |10
46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |10
S reami ng Engi ne: TCP i i ssi
79.183.211.18 |Israel 147.237.72. 166 |aka. i of . mng tngine. 1 Inval i d segnent retransmssion. |, 9
Inval i d Retransnission Packet dr opped.
37.26.147.151 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
. . SWNretransmit wth different .
80. 246. 130. 250 |l srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence wi ndow scal & nonitor |8
95. 35. 166. 215 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 7
95. 35. 166. 215 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
o SYN+ACXK retransmt with .
37.26.147.151 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent vi ndow scal mnitor |7
95. 35.166. 215 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber monitor |7
212.179.21.194 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST alert
212.179.21.194 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi
80. 246. 136. 173 |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
46.19.85. 2 I'srael 147.237. 72. 167 |i shuri maka i df .| mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
2.54.23.231 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 107 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
S reanming Engi ne: TCP i i ssi
46.19. 85. 64 I'srael 147. 237.77. 243 |mobi l e i o i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
185. 27. 105. 137 |Israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
176.13.7.1 I srael 147. 237. 77. 243 |nobi l e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
46. 19. 85. 206 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert
207. 232. 28. 213 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject
46.19.85.123  |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |5
85. 130. 240. 165 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
207. 232. 28. 213 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
64.233.172.209 |Uhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop
46.19.85.123  |israel 147. 237.77. 226 "‘i‘"l”“ha"“tz' aka.1df pad TOP sequence Inval i d ACK nurber alert 4
213.57.84.82 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
188. 161. 17. 235 (F;ajcis;i';'ja” Territor 147 237 77. 176 |nat pash. i df .i drop First packet ism't SWN drop 4
147.236.50.70 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
S reamng Engi ne: TCP i i ssi
46.19. 86. 33 I srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
87.70.58.126  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
109.65.60.34  |Israel 147.237.72. 166 |aka. i f .11 mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i issi
31.210.187. 222 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
46.19. 85. 89 I'srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
85. 130. 240. 165 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
S reamng BEngi ne: TCP i i ssi
109. 253. 141. 117|l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3

Inval i d Retransm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature
S ream ng Engi ne: TCP i i ssi

46.19.86.49  |israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval i d Retransni ssion Packet dropped.

80. 246. 137.83 [l srael 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng BEngi ne: TCP i i SSi

141.8.132. 112  |Russian Federation |147.237.72.166 |aka.idf.il mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.




03-10-2016-13:04:08 to 03-10-2016-14:04:08

|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.243 |israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 53
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 35
79.176. 188. 152 |I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
80. 246. 136. 173 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
46.19.86.173 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 17
46.19.86.168 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
176.13.7.1 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 9
31.168.116.1 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Lhauthorized Method for Known LR. from Bock |6
31.168.116.1
46.32.214. 63 g‘cfgi'gc'ja” Territoryl 47 237.77. 216 |dover. i df . i | Mil tiple Unauthorized URL Access from 46.32. 214, 63 B ock 4
176.13.7.243 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 3
46.19.86.135 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.255 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.138 |[Israel 147.237.77.243|nobi l e.i df . i | Ml tiple Unhauthorized URL Access from 37. 26. 148. 138 B ock 2
. . . Unaut hori zed URL Access to
87.26.148.138 |Israel 147.237.77.243|mobi | . i df . ] nobi | e. i df . i1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bock 2
2.54.169. 30 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
_ m ny- kosher - kr avi . i _
169. 229.3.91 Lhited Sates 147.237.0. 17 df il Ill1egal HITP \ersion Bl ock 1
80. 246. 137.91 |[lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode B ock 1
5. 29. 36. 156 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giyos B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |l srael 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
] . ] Illegal Byte de Character in Mthod
169.229.3.91 [lhited Sates 147.237.77. 176 [mat pash. i df . i | A3l -1 9’ NS [ #21] ] RG] [ #19] ] 298> 1 GH B ock 1
40.77.167.10 |Wnited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
94.185.83. 100 |[Sweden 147.237.0.19 |madimatal .idf.il Lhaut hori zed UR. Access to testpl. pi wo. pil a. pl / test proxy. php |B ock
. - DO stributed Lhaut hori zed URL Access on
37.26.146. 144 |Israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
2.54.52. 214 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
185. 120. 126. 10 147.237.77.74 |lawidf.il PHP At tenpt B ock
_ m ny- kosher - kr avi . i .
169. 229. 3. 91 Lhited Sates 147.237.0. 17 df il Mal forned URL Yz, Bl ock 1
82.102. 169. 113 [l srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Unknown Par arret er
5.29.119. 39 I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $cb14490455 i n None 1
vwwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
; . . Unaut hori zed URL Access to
68.180. 228. 175 |Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8910- he/ r ef uah. aspx Bl ock 1
169. 229.3.91 Lhited Sates 147.237.77. 176 [nat pash. idf.il Mal fornmed URL Bl ock 1
46. 19. 85. 64 | srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
37.26.146.217 |Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 112 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
2.54.152.107 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct| 55 in
79. 180. 150. 131 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
185. 120. 126. 10 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw nag. i df .il/xmrpc. php B ock
37.26.148.196 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i A e AA i
169, 229. 3. 91 Wi ted Sates 147, 237.0. 17 e niyl oshe a gknovm HTTP Request Method 08a_« X[ [#30]] BNAA in URL B ock 1
. - Unhaut hori zed URL Access to
82. 166. 247. 93 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- he/ at al . aspx Bl ock 1
. ny- kosher - kravi . i df . _
74.82.47.2 Lhited Sates 147.237.0. 16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
: . . Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates 147.237.77. 176 |nat pash. i df . i | A3l 1 gty N [ #21] ] R6[[ #19] ] 520981 €@H i n URL Bl ock 1
46.19.85.160 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
37.26.146. 234 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
_ m ny- kosher - kr avi . i ,
169. 229.3.91 Lhited Sates 147.237.0. 17 df il Illegal Byte de Character in Header Nane Bl ock 1
79.182. 186. 210 [l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
207. 232. 21. 105 [l srael 147.237.72.167|i shurimaka. i df.i | Adnin Bl ocki ng B ock 1
169.229.3.91 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod B ock 1
. . D stributed Uhauthorized URL Access on
37.26.149. 141 |israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . DO stributed Whaut hori zed URL Access on
87.69.36.210 |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
31.184. 238. 200 |Russi an Federation [147.237.76.42 |refuah.idf.il PHP At enpt B ock 1
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