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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

46. 32. 214. 63 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SQL- | nj - Pang- GVBSQLI nt 1 dest - r eset 61
50. 118. 162. 40 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
70. 39. 186. 127 Satel lite Provider 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
81.218. 8. 34 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 3
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 3
81.218.8. 34 | srael 147.237.72. 167 i shurimaka.idf.il ock Wp Al _Nets drop 3
70. 39. 186. 127 Satellite Provider 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 2
89. 248. 160. 132 Net her | ands 147.237.0.19 nadi matal .idf.il |bl ock-sp-trafl forward 2
184. 105. 139. 89 Lhited Sates 147.237.77. 234 hal ag.idf.il Bl ock Wdp Al Nets drop 1
185.94.111. 1 147.237.77. 205 prishaidf.il B ock UWp Al Nets drop 1
184. 105. 139. 109 Lhited Sates 147.237.0. 19 nadi matal .idf.il [Block Wp All _Nets dr op 1
185. 130. 5. 246 147.237.8. 45 eeitanidf.il B ock Np Al _Net drop 1
184. 105. 247. 239 Lhited Sates 147.237.77. 19 lawforumidf.il ock Wp Al _Nets drop 1
74.82.47. 45 Lhited Sates 147.237.77.170 naar achot . i df . il ock_Udp All _Nets drop 1
198. 20. 87. 98 Lhited Sates 147.237.77.178 e.nat pash.idf.il Bl ock Wdp Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Up Al Nets drop 1
185.94.111. 1 147.237.76. 201 e.ata .idf.il B ock Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

‘Sgnature

Devi ce Action |Count

62.219. 120. 45 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
132. 66. 61. 185 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
176. 13. 20. 138 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
62. 210. 143. 245 France 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46. 13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
207. 46. 13. 98 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Ste |Signature |Count|
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.32.214. 63 147.237.77.216 |Palestinian Territory, Gecupied |dover.idf.il SQA 1=1- possible sg injection attenpt 2
109. 67. 178. 163 [147.237.72.166 |Israel aka.idf.il portscan: TCQP Distributed Portscan 1
93. 168. 20. 237 147.237.77.176 |Romani a natpash.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
82. 80. 196. 44 147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 8. 46 Chi na e.chinuch.idf.il |[ET SCAN Potential SSH Scan 1
2.54.133. 113 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
218.246. 0. 97 147.237.76.42  |China refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179.21.194  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 207. 179 [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 193 147.237. 0. 34 Net her | ands tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82.166.184. 177  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
79.176. 151. 40 147.237.77.216 |[lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45.79. 117 147.237.8. 14 (hi na e.orchot.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 202 147.237.72.166 |Israel akaidf.il portscan: TCP DO stributed Portscan 1
2.52.43.25 147.237.72.166 |[lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.146. 134 |147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
50.118.162.40 |[lLhited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 489
70. 39. 186. 127 |Satellite Provider 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
Sreamng Engine: TCP Invalid i i ssi
46.19.86.150 | srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.15.121 |isradl 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. 12
Ret ransnm ssi on Packet dr opped.
. S SYN+tACXK retransnmt wth .
192. 243. 55. 133 |Domi ni ca 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 11
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19.85.165 [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (10
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SYNFACK retransmt with monitor |8
di fferent w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46.19.85.133  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with monitor |7
di fferent w ndow scal e
. e SYN+tACXK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence di fferent vi ndow scal e rmoni t or 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 7
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |7
5.102. 254. 3 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
. . . SYNtACXK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence different vindow scal e noni t or 7
. . . SYNtAXK retransmt with .
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence di fferent vindow scal e noni t or 6
. . . SYNtACK retransmt wth .
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different vindow scal e rmoni t or 6
192. 243. 55. 136 |Domi ni ca 147.237.77. 74 |lawidf.il dr op First packet isn't SN drop 6
L . . SYNFACXK retransmt wth .
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 6
2.54.58. 197 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
62.219.211.53 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or
Sreanming Engine: TP Invalid i i ssi
37.26.147.197 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
50. 118.162. 40 |Lhited Sates 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor (6
46.19.85.165 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 6
192. 243. 55. 133 |Domi ni ca 147.237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
50.118.162. 40 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber roni t or 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Inval i d ACK nunber nonitor (6
192. 243. 55. 133 |Domi ni ca 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
37.26.148.198 |Israel 147. 237. 77. 243 |mobi L e.i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
. R SYN+tACXK retransnmit wth .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal & monitor |5
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
. s SYNtACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence G fferent vi ndow scal e rmoni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber rmoni t or 5
. . . SYNtACK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence gifferent vindow scal e rmoni t or 5
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 5
2.54.152.107 |[lsrael 147.237.72.166 |aka. i df il Bad TCP sequence Inval i d ACK nunber alert 5
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
L . . SYNtACXK retransmt wth .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber aert
46. 32. 214. 63 g‘ijcisgi';'ja“ Territory.ly 47, 237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
66.249.93.239 |[Lhited Sates 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Invalid ACK nunber alert
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 216. 94 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 133
109. 253. 193. 180|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 96
46.19. 85. 233 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 95
62.219.99.130 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 93
2.54.24.35 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 77
109. 253. 203. 150]I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 60
2.54.166. 255 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
37.26.146.168 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 43
46.19. 86. 253 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 36
46. 19. 85. 135 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
2.52.42.188 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
46.32.214. 63 'T'zlr?is: io?iy,anazcupi oq |147-237.77. 216 dover.idf.il Mil tipl e Unaut horized URL Access from 46. 32.214. 63 B ock 13
46. 19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
46.19. 86. 157 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 6
50.118.162.40 |wnited Sates 147.237.77.216|dover.idf .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm  [B ock 6
2.54.15. 65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
2.52.44.184 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 196. 43 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 137. 170|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
40.77.167. 82 Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 2
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 81.218. 251. 252 B ock 2
2.54.175.94 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
62.219.198.6  |Israel 147.237.77. 226 wlchamt 2. aka.l m“;:;;tzzeikﬁ‘dfmfﬁs; ;_Ost o agel | es/ & 2479, pg B ock 2
37.26.147.218 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
199. 30. 25. 156 |Lhited Sates 147.237.77. 216 |dover.i df . i | D stributed Lhauthorized URL Access on wawidf.il/error.htm |B ock
79.180. 150. 131 I srael 147.237.72.166 |aka. i df . i | m”;(fiﬁr_?wtn:{ nf;;gfxtp'a?gffﬁzf;gfcphsamar$Ct' 81 \one 2
70.39.157.193  |Uhited Sates 147.237.76.200(ei tan. aka. i df . i | \/\L:/q\xll(vne(z)iv;nanl.jaarkaa[.‘r?;e.ri IS/tI:an at es/ sendt of ri end/ sendt of ri end. aspx None 2
157. 55. 2. 128 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 2
65. 55. 210. 96 Lhited Sates 147.237.77.216|dover.i df .i | Ostributed Waut horized LRL Access on waw idf.il/error.htm  [B ock 2
79.178.106. 48 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
66.249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Waut horized URL Access on waw idf.il/error.htm  [B ock 2
66.249.93.180 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Illegal Byte de Character in URL Bl ock 2
199. 30.25. 130 |[lhited Sates 147.237.77. 216 |dover.i df . i | D stributed Lhauthorized URL Access on wawidf.il/error.htm |B ock 2
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 68. 180. 228. 112 B ock 1
192.243.55. 134 |Dom ni ca 147.237.77. 176 [nat pash. i df . i muégs;tl .Ziec?f .Li%t/;cnﬁ:ets;)shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
113. 90. 203. 167 |chi na 147.237.77. 216 |dover. i df . i | LR i's Above Root Drectory Bock |1
v i df . i1/ . ./ shared/ user control s/ header upper /
87.71.15.121 [israel 147.237.77.233|at al . i df . i | e o zed R Agscs)‘j‘s on Bock |1
Lhknown Paraneter catld in
2.54.28.234 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ |None 1
favi con. gi f
Paraneter Type Mol ation
176.13.3.121 I srael 147.237.77.216|dover. i df . i | ct | 00$Cont ent P aceHol der 1$ucNewsFl ashCont r ol $I mageBut t onl. |B ock 1
X in wwidf.il/1153-he/ dover. aspx
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
81.218. 251. 252 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/gyus B ock 1
41.56.126.155 |[South Africa 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
31.168. 147. 187 |Israel 147.237.76.42 |refuah.idf.il f}?,”;g?f;éefzﬁ.’:ﬁiﬁ?eﬁf, oset . css Bock |1
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to waw i df.il/navy/ B ock 1
89. 248. 160. 132 [Net her| ands 147.237.0.19 |nadimatal .idf.il m‘_’tsg?r;:ffhﬂsﬁgenﬁ Otrom /f or um php Bock |1
37.26.148.198 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
207.46.13.37  |wited Sates 147.237.77. 216 |dover . i df . i | m“itgfo_ri' ﬁinﬁtﬁ?iﬁr;ﬁ/ user cont rof s/ pronut i oncubel B ock 1
79.180. 150. 131 I srael 147.237.72. 166 |aka. i df . i | mn;)k"‘;‘lﬁr?ﬁ;: Ncééfﬁﬁt;agzﬁgzﬁgfmsam”$Ct' 8710 I\one 1
2.54.29.196 I srael 147.237.76.86 |navy.idf.il Too Many Headers per Request - 29 Headers B ock 1
192. 116. 232. 69 I srael 147.237.77. 216 |dover . i df . i | thaut hor| zed LRL Access to Bock |1

wn i df . il /i nages/ 1. he/ titl ecap. png
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