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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
82. 145. 218. 138 Eur ope 147.237.77. 216 dover.idf.il ock I p Vb _In drop 12
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 4
89. 248. 160. 132 Net her | ands 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
89. 248. 160. 132 Net her | ands 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 forward 2
184. 105. 139. 74 Lhited Sates 147.237.77. 176 nat pash. i df .i | Block Np Al Net drop 1
74.82.47.57 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 126 Lhited Sates 147.237.77.121 e.navy.idf.il Block Np Al Net drop 1
89. 248. 172. 207 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Np Al Net dr op 1
185. 130. 5. 246 147.237.77. 235 svivaidf.il B ock Np All Net drop 1
184. 105. 139. 114 Lhited Sates 147.237.0.34 tikshuv.idf.il Block Np Al Net drop 1
185.94.111. 1 147.237.77. 74 lawidf.il Bl ock_Udp Al _Nets drop 1
151. 80. 47. 170 Italy 147.237.72. 217 eidf.il Block Udp Al Nets drop 1
66. 240. 192. 138 Lhited Sates 147. 237.77. 227 e. hanaz. i dof .i | ock_Wp Al Nets drop 1
188. 138. 1. 218 Ger many 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 1
184.105. 139. 118 Lhited Sates 147.237. 72. 156 anan.idf.il B ock Np All Net drop 1
185. 130. 5. 246 147.237.76. 200 eitan. aka.idf.il B ock Np Al Net drop 1
168. 70.51. 4 Hong Kong 147.237.76. 44 e.refuah.idf.il Bl ock_Udp Al _Nets drop 1
71.6.158. 166 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf .il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 118 Lhited Sates 147.237.77. 212 e.dover.idf.il Block Np Al Net drop 1
185. 130. 5. 246 147.237.77. 234 hal ag.i df .il B ock Np Al Net dr op 1




03-10-2016-10:04:01 to 03-10-2016-11:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
85. 65. 6. 137 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 24
212.143.240.134  [israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 18
2.54.16. 180 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 6
151. 80. 31. 152 Italy 147.237.76. 42 refuah.idf.il [ClL000146: HTTP. AhrefBot crawl er B ock 3
2.54.14. 20 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
79.178. 196. 219 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 151 Italy 147.237.72.166 |aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1




03-10-2016-10:04:01 to 03-10-2016-11:04:01

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

37.26. 146. 249 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.143. 236 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
202. 71. 25. 29 147.237.0.35 I ndi a akaws. i df .il ET SCAN NVAP -sS w ndow 4096 1
132. 66. 54. 252 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 135. 82. 79 147.237.77.216 Hungary dover.idf.il portscan: TGP D stributed Portscan 1
79.181.178.6 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.219. 211. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.172. 204 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
213.57.158. 224 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.235. 31. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 10. 96 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
93.173. 128. 44 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 183. 170. 156 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.102. 9. 28 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 1
37.142.175. 95 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

31.168. 3. 26 I srael 147.237.76. 200 |ei tan. aka.i df .i | S dro 32
Ret ransni ssi on Packet dr opped. P
46. 19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
2.54.152. 107 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46.19. 85. 58 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SWN drop 10
95. 35.10. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i SSi
79.180.216.6  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.122  |israel 147.237.76. 200 |ei tan. aka. i df .i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
80.246.139.66 |lIsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
Sreanming Engine: TCP Invalid i i ssi
204.12.251.37 |Wited Qates |147. 237, 72. 166 |aka i f i 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
81.218. 159. 145 || srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |8
W ndow scal e
46.19. 85. 195 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
185. 94. 232. 12 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
192.114. 23.209 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt with different | oo |6
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i sSi
79.178.188.24 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
192. 118. 48. 248 |l srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval id ACK nunber alert 6
80. 246.139.66 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
213.57.143. 236 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
212. 143. 240. 134|I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 46 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
109. 65. 169. 207 |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
31.168.239. 154 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 5
80. 246.139. 66 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAX retransmt with different oo s
w ndow scal e
2.54.130. 104 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80. 246.139. 66 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.152. 107 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102. 254. 3 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 4
80. 246. 137. 3 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.152. 107 I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval i d sequence nunber noni t or 4
132.71.97. 4 I srael 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.138. 202 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.161 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
212.179.21.194 |israel 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 4
2.54.152. 107 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.158  |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
212.179. 229. 135|i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
2.52.133.226  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 86. 2 I'srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
109. 253. 145. 161 |i srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.14.105 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.178.61.184 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
207.232.27.5  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
62.90.202. 185 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181.249.7  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
37.26.149.165 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.210. 187. 195 |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
213.57.143.236 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 3
Sreanming Engine: TCP Invalid i i ssi
2.52.145.127  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
62.219.231.5  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
37.26.147.161 |israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
80.246.136. 18 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 77
176.13.16.100 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 64
176.13.13. 245 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 43
109. 253. 216. 94 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 40
109. 253. 147. 231/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 36
176. 13. 4. 193 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 24
46. 19. 85. 143 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 10
2.52.43.3 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
109. 253. 222. 56 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46. 19. 86. 188 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 203. 95 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
109. 253. 215. 194]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
199.30.25.22  |wited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized LRL Access on B ock 3
wan i df.il/error. htm
46.19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
199.30.24. 167 |Wiited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized LRL Access on B ock 2
wwn i df.il/error. htm
176. 228. 136. 200 I srael 147.237.76.86 |navy.idf.il thauthori zed LRL Access to B ock 2
waw navy. i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
79.176. 5. 147 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 176. 5. 147 B ock 2
199. 30.24. 218 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
ww idf.il/error.htm
188. 161. 65. 26 gcis;ilg(ljan Territory, 1447, 237.77. 216 dover.idf.il Uhaut hori zed URL Access to wwwidf.il/arr/ B ock 2
. . Uhaut hori zed URL Access to
79.176. 5. 147 I srael 147.237.72. 166 [aka. i df . i | v aka. i of i |/si p, st or agel 11 es/ 4/ B ock 2
31.168.17.162 |israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR. Access on B ock 2
wan i df.il/error. htm
157.55.2.156  |lited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
ww idf.il/error.htm
65.55.210. 192 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR. Access on B ock 2
wan i df.il/error. htm
199.30.24.56  |lited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
ww idf.il/error.htm
217. 194. 199. 223|I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
31.168.85.158 | srael 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 2
wan i df.il/error. htm
157.55.2.176  |Uited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
wan i df.il/error. htm
216. 35.195. 247 |united Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD f or 8 ock 2
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |thited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1362- he/ dover . aspx Bl ock 1
207.46.13.100 |Wiited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1
. . Unhaut hori zed URL Access to
89. 248. 160. 132 |[Nether| ands 147.237.76.86 |navy.idf.il , saf eskyhacks. cond f or uns/ f or um php B ock 1
37.26.146.155 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
199. 30. 24. 2 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 1
ww idf.il/error.htm
81.218.53.114 [Israel 147.237.72. 156 [aman. i df . i | Mil tiple _vti_ from8l. 218.53. 114 B ock 1
77.75.78. 168 Czech Republic 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/page/ 31/ B ock 1
. . Paraneter Type Molation f in
172. 86. 180. 154 147.237.77.216|dover.idf . il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 1
. m ny- kosher-kravi .id .
216.218.206. 68 |lLhited Sates 147.237.0. 17 £l Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
84. 108. 88. 60 I srael 147.237.77. 176 [nat pash. i df . i | PHP At t enpt B ock 1
37.26.148.199 |israel 147.237. 72. 156 |anan. i df . i | Mitiple Untraceabl e S3. Sessions from 37.26. 148. 199 None 1
(Open Mode)
. . Uhaut hori zed URL Access to
80.179.223.31 |lIsrael 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagelfil es/ 9/ 4629. ] pg B ock 1
131.253.25. 252 [Whited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 1
wan i df.il/error. htm
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |lhited Sates 147.237.77.216|dover. i df . il v i df i 1/ 1399- en/ dover . aspx B ock 1
URL is Above Root DOrectory
46.165.210.17 |Ger many 147.237.77.216|dover.i df . il wa i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.j [B ock 1
S
: . . . Uhaut hori zed URL Access to
207.241.229. 223(Uhited Sates 147.237.76.200 ei tan. aka. i df . i vy ei tan. aka. i df.i|/tenpl at es/ opevent/ opevent . i n. aspx B ock 1
. . Uhaut hori zed URL Access to
89. 248. 160. 132 [Net her| ands 147.237.77.233|atal .idf.il , saf eskyhacks. cond f or uns/ f or um php B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.26.146.196 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ nai 1/ gi yus/ | ogi n. aspx None 1
199.30.24.18  |Wiited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 1
wwn i df.il/error. htm
. . Uhaut hori zed URL Access to
81.218.53.114 [Israel 147.237.72. 156 [aman. i df . i | - idf.il/ wvti bin/ ovssvr. dl | B ock 1
. . Paraneter Type Mol ation | in
172.86.180. 154 147.237.77. 216 dover . i df . il wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
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