03-10-2016-08:04:08 to 03-10-2016-09:04:08

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da”y RepOrt

[Top Targets |

M aka. idf.il

M dover.idf.il

M nobi le.idf.il

BMeitan.aka. idf.il

M i shurimaka.idf.i

M nadimatal .idf.il

[ refuah.idf.il

M tikshuv.idf.il
atal.idf.il

M anan.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 192. 116. 55. 97
62.219. 137. 44
M 80. 246. 136. 15

46. 19. 85. 84
N”'éber W 212. 179.21. 194
Attacks M 2.54.3.245

[ 109. 253. 142. 78

Il 81.218.183. 24
109. 253. 133. 149

M 109. 253. 141. 117

Top Attackers



03-10-2016-08:04:08 to 03-10-2016-09:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 3
115. 239. 228. 10 Chi na 147.237.0. 16 ny- kosher-kravi .i df il JLM Under _Attack Con Htp dr op 2
198. 20. 70. 114 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1
115. 239. 228. 10 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il JLMPurple Gon Linit Htp drop 1
23.228.114.2 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Bl ock Udp All _Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.8. 24 elifestyle.idf.il Block Np All _Net drop 1
23.228.114.2 Lhited Sates 147.237.76.176 test.ncore.idf.il Bl ock_Udp Al _Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.76. 201 e atal.idf.il Block Np Al _Net dr op 1
184. 105. 247. 247 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Udp All Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wdp All Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 61 e.cogat.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
5. 29. 47. 245 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
31.154. 33. 190 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
31.168. 99. 234 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
144.76.12. 75 Ger many 147.237.77.233 |atal .idf.il CL000074: HTTP. naj estic bot B ock 2
51. 255. 65. 71 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 85 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 91 United Ki ngdom 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
37.187.94. 210 France 147.237.77.74 lawidf.il C1000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

2.54.9.228 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.77. 176 Chi na nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
97. 66. 28. 26 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 85. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
220.231. 195. 122 147.237.72. 156 Chi na aman. i df.il ET SCAN NVAP -sS w ndow 4096 1
212.179. 220. 97 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
97. 66. 28. 26 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -f -sS 1




03-10-2016-08:04:08 to 03-10-2016-09:04:08

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
80. 246.136.15 |Israel 147.237.77. 243 |rbit e i1 |7 €AMNg Enginer TCP Invalid finvalid segnent retransmissi on drop 36
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.137. 44 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 33
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
192.116.55.97 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 133. 149|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
81.218.183.24 [l srael 147.237.72. 166 |aka. i df .| Srea g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 141. 117|i srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
213.57.73.159 | srael 147 237.72. 167 |i shurimaka i ar i |2 | €A NG Engine: TCP Invalid  invalid segnent retransnission. | 9
Ret r ansni ssi on Packet dropped.
109. 253. 142. 78 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 7
reanming BEngine: TCP Invali i i ssi
80.246.137. 14 |israel 147.237.77. 243 |rbit e i1 |1 €AMNg Engine: TCP Invalid finvalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 84 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
109. 253. 142. 78 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
reamn ine: TCP Invali i i ssi
62.219. 145. 224 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.17.187 |israel 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
147. 236. 232. 253|i srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid invalid segnent retransissi on. drop 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41.56. 98. 240 South Arica 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
212.179.21.194 |israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence nonitor |6
Sreamng Engine: TCP Invalid i i ssi
157.55.39.183 |Wnited Sates  |147.237.76.200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 84 I sr ael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert
50.118. 162. 211 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
207.46.13.87  |wited Sates  |147.237. 76. 200 |eitan. aka i df .il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.127 |Uited Sates  |147.237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
reanmn ine: TCP Invali i i ssi
79.181.211. 134 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 194. 64 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
31.168.117.6  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.52. 43 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
212.179.21.194 |israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
79.176. 125. 209 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
37.26.147.249 |israel 147.237.77. 243 |rbit e i1 |1 €AMNg Enginer TCP Invalid finvalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
87.71.23.44  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
198.58.13.33  |lWnited Sates  |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
80. 178. 147. 203 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an . . |1Streaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.142.1 Feder at i on 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TP Invalid i i ssi
77.125.85.243  |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.168. 180. 160 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
62.0.219.1 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
84.228.61.81  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
212.179.21.194 |israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber nonitor |3
46.19. 85. 84 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i ssi
87.71.127.25  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19.85.119  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.142.18 I sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
79.176.30.241 |lsrael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 3




Attacker Address

03-10-2016-08:04:08 to 03-10-2016-09:04:08

A tacker
Count ry

Target Address

dte

Signature
Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

62.90. 163.180 |l srael 147.237.72. 166 |aka.i df .i | Ret 1 ansn Ssi on Packet. dr opped. drop
Sreaming Engine: TGP Invalid i i sSi
192.115.85.74 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246. 137. 205 |l srael 147. 237.77. 243 |nobi l e.i df .| 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
212.179.21.194 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
46.19. 85. 84 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.177.220.125 |israel 147. 237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.54.3.245 | srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 15
65.55.210. 186 |Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on wawnidf.il/error. htm B ock 4
80. 246. 137.10 |Israel 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code B ock 3
37.26.147.194 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
2.52.177.1 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
80. 246. 136. 155 |I srael 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code B ock 3
5.22.130.125 |[Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
65.55.210. 176 |Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed LRL Access on waw idf.il/error. htm B ock 2
2.54.2.71 I srael 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code B ock 2
216. 35. 195. 247 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for B ock 2
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
199. 30. 24. 158 |lhited Sates 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock
199. 30. 25. 125 |Lhited Sates 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
109. 253.194.5 |l srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code Bl ock
. . . Uhaut hori zed URL Access to
2.52.39.6 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1362 Bl ock 2
199. 30. 25. 164 |lLhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
2.54.152.205 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
199.30.25.21 |lhited Sates 147.237.77.216|dover. i df .il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 2
2.52.146. 62 | srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
199. 30. 16. 160 |Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm B ock 2
134.191. 232. 71 |1 srael 147.237.77.216|dover. i df .il Distributed Whaut hori zed URL Access on wawn idf.il/error. htm B ock 2
2.54.164.242 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
65.55.210.76 |Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm B ock 2
199.30.24.33 |lhited Sates 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
82.80.193.240 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
182. 178. 30. 155 |Paki stan 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to ww nag.idf.il/xmrpc. php B ock 1
37.8.56. 247 2’;5;'2;3” Territory. {147 237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109.160. 161. 91 |1 sr ael 147.237.72. 166 [aka. i df . i | vwwy aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
. . Uhaut hori zed URL Access to
66. 249. 79. 228 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel {1 | es/ 4/ 3394. | pg B ock 1
41.136.0.131  [Muwritius 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
149. 88. 62. 231 [l srael 147.237.76.86 |navy.idf.il Cooki e Tanpering on cookie __atrfs: Expected ab/ None 1
82.80.196.44 |Israel 147. 237. 72. 156 |aman. i df . i | NMD';;)p' e Untraceabl e S Sessions from 82. 80. 196. 44 ((Gpen None 1
. . D stributed Lhauthorized URL Access on
31.154.19.5 I srael 147.237.77. 216 |dover.i df . il vw i df i | /i neges/ 1. he/ sear chback. png Bl ock 1
2.52.39.6 I srael 147.237.77.243|nobi l e.i df . i | Mil tiple Unaut hori zed URL Access from2.52.39.6 B ock 1
79 180. 150. 131 |1 srael 147.237. 72. 166 |aka. i df . i | Unknown 'Par gnet er ctl 00$ct | 00$9phl\/h| n$cphSachar $ct 151 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
) nobi le.neitav.idf.i )
184. 105. 139. 68 |Lhited Sates 147.237.76. 39 | Unhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
] . Uhaut hori zed URL Access to
81.218.37.2 | srael 147.237.77.216|dover.i df . il waw i o . i 1 /i mages/ 1. he/ sear chback. png Bl ock 1
66.249. 79. 235 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
199. 30. 24. 254 |lhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock
157.55.2.137 |thited Sates 147.237.77.216|dover.i df .i | Distributed Unaut hori zed URL Access on waw idf.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
46.19.86.155 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ styl ef shar edl reset . css Bl ock 1
82.80.196. 44 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
31.154.19.5 I srael 147.237.77. 216 |dover.idf.i vaw i df i /i mages/ 1. he/ but t onback. png Bl ock 1
79 180. 150. 131 |1 srael 147. 237.72. 166 |aka. i df . i | Unknown _Par gnet er ctl00%ct | 00$§phh/h| n$cphSachar $ct| 75 in None 1
v aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . URL is Above Root Drectory
185. 89. 217. 226 147.237.76.31 |nakchal .idf.il vw nakhal i df i1/ . /i nages/ shar ed/ hore. png Bl ock 1
66.249. 64. 131 |l srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37.26.148.164 |lsrael 147.237.72. 167 )i shuri maka. i df . i | [Wntraceabl e SSL Sessions: Cpen Mde None
119.73.253.6 |S ngapore 147.237.77.216|dover.i df .l Distributed Whaut horized URL Access on wwidf.il/error. htm B ock
81.218.241.26 |Israel 147. 237.77. 216 |dover . i df . i | Oistributed thauthorized URL Access on B ock 1
wwn i df . i | /i mages/ 1. he/ sear chback. png
. . Uhaut hori zed URL Access to
66.249.79. 242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 8/ 2808. ] pg Bl ock 1
157.55.2.157 |lhited Sates 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
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