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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
89. 248. 160. 132 Net her | ands 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 2
89. 248. 160. 132 Net her | ands 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 2
89. 248. 160. 132 Net her | ands 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 forward 2
121.169. 15. 88 Korea, Republic of 147.237.76. 176 test.ncore.idf.il Bl ock_ Udp Al _Nets drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 2
89. 248. 160. 132 Net her | ands 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
216. 218. 206. 79 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Bl ock_Udp All _Nets dr op 1
121. 169. 15. 88 Korea, Republic of 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 205 prisha idf.il B ock Np Al _Net drop 1
216. 218. 206. 83 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock_Udp Al _Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.8. 14 e.orchot.idf.il Bl ock_Ulp Al _Nets drop 1
185.94.111. 1 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al Net dr op 1
50. 207. 53. 162 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
216. 218. 206. 99 Lhited Sates 147.237.8. 45 eeitanidf.il Bl ock Udp Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bl ock_Udp Al _Nets drop 1
216. 218. 206. 67 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf .il Bl ock_Ulp Al _Nets drop 1
216.218.206. 111 Lhited Sates 147.237. 0. 200 mdu. i df . i ock_Wdp Al _Nets dr op 1
184. 105. 139. 72 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |D3vi ce Action |Oount |
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il |Cl000074: HITP. najestic bot B ock 4
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot B ock 2
92.241.37. 112 Jor dan 147.237.77.216 |dover.idf.il| |14170: HITP. B ank User-Agent (descriptor but no string) Bl ock 2
151. 80. 31. 151 Italy 147.237.76.86  |navy.idf.il |Cl000146: HITP. AnhrefBot craw er B ock 2
51.254. 143. 24 United Kingdom [147.237.77.74 [lawidf.il C1000074: HITP. maj estic bot B ock 2
51.254. 143. 24 United Kingdom |147.237.77.216 |dover.idf.il |[Cl000074: HTTP. najestic bot B ock 2
151. 80. 31. 154 Italy 147.237.77.74 |lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 2
123.126.113.80  |China 147.237.72.166 [aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 151 Italy 147.237.77.74 [lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 120. 173. 102 |Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il[C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

85. 250. 81. 245 |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 130. 215 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
37.139.27.231 |147.237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
13. 68. 31. 54 147.237.76.44 |thited Sates |erefuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
216.55.143. 94 [147.237.77.216|lhited Sates |[dover.idf.il ET VEB SERVER PHP Or awl er 1
185, 93 185, 246 |147. 237 8. 24 e lifestyle.idh.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 219. 238. 10 |147. 237. 72. 166 akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
84.109. 125. 71 |147.237.77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
13. 68. 31. 54 147.237.76.44 |thited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
218.246.0.97 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
178.62.94.12 |147.237.0.200 |lhited Sates [mu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
reanmn ine: TCP Invali i i ssi
46.19.86.197  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnission. Packet drop 24
Ret r ansni ssi on dr opped.
149, 88. 230. 117 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ig;e“ansm't wth different wndow |oovitor |18
reanmn ine: TCP Invali i i ssi
100,38, 255. 165 |Uited Sates |147.237. 76, 200 |ei tan. aka icr. i1 |2 €M NG Engine: TCP Invalid linvalid segnent retransmssion. Packet |, 16
Ret r ansni ssi on dr opped.
46. 19. 85. 53 I srael 147.237.77. 234 |hal ag.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |13
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
80. 178. 207. 194 | srael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
109. 253. 200. 95 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dropped.
reanmn ine: TCP Invali i i ssi
37.26.147.234 |israel 147.237. 72. 167 |i shurimaka i ar i1 |2 " @M NG Engi ne: TCP Inval id finvalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.20.73  |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dropped.
5.102. 254. 0 I sr ael 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nvali d ACK nunber noni t or
80.179.9.7 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
37.26.149.159 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence noni t or
reanmn ine: TCP Invali i i ssi
46.19.86.238  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
193.104.77.4  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dropped.
reanmn ine: TCP Invali i i ssi
2.54.183. 93 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
46. 19. 86. 179 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
reaming BEngine: TCP Invali i i ssi
109. 65.131. 24 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d invalid segnent retransnission. Packet drop 3
Ret ransmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.129 | srael 147.237.72. 166 |aka. i of .i 9 =9 Invalid segnent retransmssion. Facket | 3
Ret r ansni ssi on dr opped.
S reaning Engi ne: TCP i
160.54.244.84 [Netherlands  |147.237.77.216 |dover.idf.il 9 =g TOP segnent out of maxi mumal | oved | ) 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182. 111. 123 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. Facket | 3
Ret r ansni ssi on dr opped.
reanming BEngine: TCP Invali i i ssi
109. 253. 141. 117|i srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d invalid segnent retransnission. Packet drop 3
Ret ransmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
62. 219. 168. 120 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. Facket | 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i Ssi
176.13.16.143 [ srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmission. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.88  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. Facket | 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i Ssi
147.236.38. 162 |l srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
46. 19. 85. 53 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreaming Engine: TGP Invalid i i ssi
87.68.241.239 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. Packet f 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.183. 161. 249 i srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
80. 178. 207. 194 |l srael 147.237.72. 166 [aka.i df .| SYN At t ack SYN -> SYN-ACK -> RST alert 3
Sreanming Engine: TCP Invalid i i SSi
109. 253. 192. 123|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
178. 255, 215. 87 |France 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Facket | 3
Ret r ansni ssi on dr opped.
46. 19. 86. 179 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nvali d ACK nunber alert
185.3.147.226 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.224  |israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different oo |2
w ndow scal e
37.26.149.159 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nvali d ACK nunber aert 2
37.26.149.159 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
82.102.169. 113 |Israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
212.47.246. 187 |France 147.237.0.15  |kosher-kravi.idf.i|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 103 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover. i of .| B ock HTTP Non Conpl i ant Response out of state monitor |1
169. 54. 244. 84  |Netherl ands 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber monitor |1
213.57.228.40 |Israel 147.237.72. 167 |i shurimaka.i df.i1 |[SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
84.229.29.167 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
77.42.197.164 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
184.105.139.83 |[Uhited Sates |147.237.76. 148 |gqcenter. aka.idf.illdr op drop 1
46. 19. 85. 103 I srael 147.237.72. 167 |ishurimaka. i df .il |Bad TCP sequence Invalid ACK nunber monitor |1
212. 47.246. 187 |France 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent drop 1
185. 119. 167. 19 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nvali d ACK nunber alert 1
62.0.211. 129 | srael 147. 237. 76. 147 |chi nuch. aka.i of .i | [dr op Frst packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |Site Sgnature Action ‘Count

109. 253. 144. 29 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 104
104.12.80.51 |lhited Sates  [147.237.72.166|aka.idf . il Mil tipl e Wnaut horized Method for Known URL from 104. 12. 80. 51 B ock 6
94. 187. 125. 217 |Lebanon 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 6
87.68.241. 239 |Israel 147.237.77.243|mobi l e. i df . i | Mil tipl e Uhaut horized URL Access from 87.68.241. 239 B ock 4
77.42.197.164 |Lebanon 147.237.77.216|dover. i df .i | D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 3
87.68.241. 239 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.14.57 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
178. 135. 80. 183 |Lebanon 147.237.77.216|dover. i df .i | D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 3
109. 253. 206. 52 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 210. 22 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
199. 30.25. 110 |[thited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
199.30.24.17 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
157.55.2.168 |lhited Sates  [147.237.77.216|dover.idf . il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
199.30.24.23 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 2
157.55.12.65 |lLhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
87.68.241. 239 |Israel 147.237.77. 243 |nobi | e. i df . i | xgﬂt:(:r&fsz , g‘eggrcytesem e/ stchi | ddocunent s/ 1152 B ock 2
37.26.148.216 |Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
199.30.25.81 |whited Sates |[147.237.77.216|dover.idf.il O stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
65.55.210. 61 |Wwited Sates |147.237.77.216|dover.idf . il Distributed Uhaut horized UR. Access on wawidf.il/error. htm Bl ock 2
169. 54. 244. 84 |Net her| ands 147.237.77.216|dover . i df . i Unaut hori zed URL Access to / B ock 1
66.249. 66. 45  |Israel 147.237.77. 234 |hal ag. i df . i | m“ltor;?rs't lzgg e O e 3 storage Bl ock 1
37.237.200. 146 [Iraq 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
104.12.80.51 |lhited Sates  [147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for www aka. i df.il/mai n/ sachar B ock 1
89. 248. 160. 132 [Net her | ands 147.237.77.19 |l awforumi df. il [Unaut hori zed URL Access to www saf eskyhacks. coni f or uns/ f orum php  [B ock 1
185. 106. 92. 65 147.237.77. 170 |maar achot . i df . i | |tnaut hori zed Request Content Type text/htn B ock 1
149. 88. 230. 117 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ print.css B ock 1
66.90.183.203 |lhited Sates  [147.237.77.176|nat pash. i df . il PHP Attenpt B ock 1
100. 38. 255. 165 [Uited States  [147.237.76.200|ei tan. aka. i df . i | [Tl 2ed UL Aocess to aspx B ock 1
66. 249.69. 33 |Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
46.28.105.11 |Czech Republic |147.237.77.170|naarachot . i df . i [Unaut hori zed LRL Access to maarachot. i df.i|/wp/ wp- adm n/ B ock 1
89. 248. 160. 132 |Net her| ands 147.237.77.235|sviva. i df . il Unaut hori zed URL Access to www. saf eskyhacks. cond f or uns/ f orum php |B ock 1
199. 30. 25. 143 |thited Sates  |147.237.77.216|dover.idf .il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
77.125.106.57 |Israel 147. 237.72. 166 |aka. i df . i | mn;km;iz? ?ﬁe;;rnlg\!hiﬁgiwm in None 1
185. 106. 92. 65 147.237.77.216|dover.idf .l Uhaut hori zed Request Content Type from 185. 106. 92. 65 B ock
66.90.183.203 |lhited Sates  [147.237.77.176|nat pash.idf.il |Unauthorized UR. Access to ww cogat.idf.il/xnirpc. php B ock

100. 38. 255. 165 |Lhited Sates  |147. 237.76.200|ei tan. aka. i df .i | mngﬁar?agsﬁt;'. ! /'t”enpl at o5/ opcont act us/ goveapt chai mage. axd None 1
37.26.146. 159 |[lsrael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
66.249.69.41 [Israel 147. 237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 5/ 111025. pdf Bl ock

46. 117. 120. 170 i srael 147. 237.72. 166 |aka. i df . i | :Jlulri?eil/ i?;geeg’?in(g:a;:g;fgol)gcﬁi’ f"aj W kapat 2/ [ 1 es012 B ock 1
91.135. 102. 167 |l srael 147.237.0.19 |[nadi matal . i df. i |Suspicious Response Code B ock 1
217. 160. 63. 130 [Ger many 147.237.77. 170 |maar achot . i df . i | |thaut hori zed LRL Access to maarachot. i df.il/ol d/wp-adnin/ B ock 1
79.177.39.150 |Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw i df .il/https:/wanidf.il/ B ock

188. 43. 123. 70 RF;Z::;“' o 147.237.77.74 |lawidf.il Twa{masvelr dfT.)/ipIe/t\Aer(:;lnIaIati o get' ﬁ'\f‘e';eg;tr}i L coim B ock 1
66.249.64.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
37.26.148.194 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
100. 38. 255. 165 |Lhited Sates  |147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
199.30.25.43 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
68.180.230.29 |Wited Sates 147, 237.77. 176 |nat pash. i df . i | \;Pjrwa'gf:gjt pe M /oll.gi?-()ﬁe/?gzgllt@aisgx Bl ock 1
180.76.15.30 |China 147.237.76.42 |refuah.idf.il ﬂ?”;;c’ r;gig,g;r eA(;:/i:‘la?Zn: o s/} auery. pl ugi ns/j query. char (. s Bl ock 1
46.117. 120. 170 [ srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46.117. 120. 170 B ock 1
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