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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 4
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
184. 105. 139. 72 Lhited Sates 147.237.77. 227 e. hanaz. i df.il Bock Np Al Net drop 1
184. 105. 247. 224 Lhited Sates 147. 237.8.27 e.nadimatal .idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | B ock Np Al Net drop 1
146. 185. 239. 100 Russi an Federati on 147.237.77. 74 lawidf.il bl ock-sp-traf1 forward 1
207.141.11. 146 Lhited Sates 147.237.77. 216 dover.idf.il Block Udp All Nets  [drop 1
184. 105. 247. 208 Lhited Sates 147.237.77. 19 lawforumidf.il B ock_Udp Al _Nets dr op 1
184. 105. 139. 88 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il Bock Np Al Net drop 1
89. 248. 172. 207 Net her | ands 147.237.0. 34 ti kshuv.idf.il Block Np Al Net drop 1
184. 105. 247. 224 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il B ock_Udp Al Nets drop 1
184. 105. 139. 100 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
184. 105. 139. 68 Lhited Sates 147. 237.72. 156 anan.idf.il Block Np Al Net drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock_Udp All _Nets dr op 1
184. 105. 247. 216 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al _Net drop 1
89. 248. 172. 207 Net her | ands 147.237. 8. 45 e.eitanidf.il B ock Np Al Net drop 1
185.94. 111. 1 147.237.0. 19 nadi matal .idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 104 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net dr op 1
74.82. 47. 58 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il B ock Udp Al Nets drop 1
184. 105. 247. 220 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Wp Al Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al _Net drop 1
89. 248. 172. 207 Net her | ands 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147. 237.0. 33 idf.il Block Udp All Nets  [drop 1
184. 105. 139. 108 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
79. 25. 252. 53 Italy 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
104. 168. 147. 242 |wnited Sates 147.237.77.176  |mat pash.idf.il |22280: HITP. Jooma Qvject Injection Wl nerability B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220 147.237. 76. 198 Sweden e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.0. 34 Sweden tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178.62.94. 12 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 163. 145. 38 147.237.77. 226 Ger many ww chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
218. 246. 0. 97 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.77. 170 Sweden naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.76. 177 Sweden ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.0. 15 Sweden kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 147. 237.76. 30 hi nush. i df i ET SCAN NMAP -sS wi ndow 1024 1
52. 87. 243. 150 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count
2.54.182.178 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 20
2.54.182.178 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 12
2.54. 45,218 I srael 147.237.72. 156 |anan. i df . i SYN Attack rej ect 12
2.54.182.178 | srael 147.237.72. 156 |aman.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 12
. . . SYNPAXK retransnmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence i ndow scal e noni t or 10
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 [dover.idf i Bad TCP sequence Invalid ACK nunber noni t or
2.54.182.178 |[lsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert
192.243.55.133 |[Domnica  |147.237. 77. 216 |dover. i f il Bad TCP sequence SINWAK retransmt with different foo o g
w ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 8
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.icf.il  |Bad TCP sequence SINHAK retransmt wth different (o0 g
w ndow scal e
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
- . . SYNHAK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal noni t or 8
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.182.178 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.132 |[Domnica 147, 237. 77. 216 |dover. i f il Bad TCP sequence SIHAK retransmt with different oo |7
w ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.icf.il  |Bad TCP sequence SINHAK retransmt wth different (o0 |
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
79.177.81.240 |Israel 147.237.77. 176 |natpash.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
192. 243. 55. 129 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi
79.180. 219. 67 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
186.56. 4. 3 Argentina 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I nval i d ACK nunber noni t or 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 133 |Domi ni ca 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |matpash.icf.il  |Bad TCP sequence SINHAK retransmt with different o0 g
w ndow scal e
2.54.182.178 |lsrael 147.237.72. 156 |anan. i df . i SYN Attack rej ect 6
- . . SYNHAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal noni t or 6
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
185.32.179. 22 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 95 I srael 147.237.72. 166 |aka. i df .i 1 SYN At tack SYN -> SYN-ACK -> RST rej ect 6
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
2.54.45.218 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5
- . . SYNHAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal noni t or 5
192.243.55.135 |Dominica  [147.237.77.74 |lawidf.il Bad TCP sequence SINHAK retransmt wih different Jopyivor |5
w ndow scal e
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.45. 218 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 130 |Doni ni ca 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 5
192.243.55.138 |Domnica  |147.237.77. 216 |dover. i f il Bad TCP sequence SIWAK retransmt with different oo s
w ndow scal e
. . . SYNPAXK retransnmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence i ndow scal e noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
L . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 5
192. 243. 55. 137 |Doni ni ca 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINHAK retransmt wth different (o0 g
w ndow scal e
2.54.45. 218 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.46. 41. 97 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Uhauthorized URL Access from 37.46.41. 97 B ock 18
69. 41. 14. 130 ;ﬂ;ttee: 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 6
185. 12. 108. 247 |Turkey 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 185. 12. 108. 247 B ock 5
199. 30. 24. 242 LSthlatt:sd 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
199. 30. 25. 43 g];::: 147.237.77. 216 |dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 2
65. 55. 210. 82 LSthlatt:sd 147.237.77.216|dover . i df .i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
199. 30. 24. 61 g];::: 147.237.77. 216 |dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 2
65. 55. 210. 240 LSthlatt:sd 147.237.77.216|dover . i df .i | O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df . i|/newsite/english/0119- B ock 1
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to v idf.il/894-ar Bl ock 1
173. 247.228. 10 ;“;tteeg 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/wp-1ogin. php Bl ock 1
66.249.64.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in www aka.idf.il/nain/snalinismalimaspx None 1
Uhaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il waw | aw i df . i |/ tenpl at es/ t enpl at econt rol s/ news/ si p_st orage/ fi | es/ 6/ 1446. pd B ock 1
f/
69. 41. 14. 160 ;“;tteeg 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . . Uhaut hori zed URL Access to
37.46.41.97 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bt ock !
192, 243.55.138 |Dominica  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df . il/newsitel hebrew mai n. asp B ock 1
184. 105. 247. 196 g"alt:g 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
Ui ted Illegal Byte Code Character in URL /mivtZza>NOX[DUVNO Dn0O</ a>, nNNNo
68.180.228. 112 [o 147.237.77.216|dover. i df . i | DX YOV DN YNDDN B ock 1
. </ p></ di v>#012#012#012#012#012</ di v>#012#012<t abl e cel | spaci ng=
192.243.55.132 |Dominica  [147.237.77.216|dover.idf .il Mil tipl e Unaut hori zed URL Access from 192. 243, 55. 132 B ock
94. 230. 93. 10 I srael 147.237.77.216|dover. i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock
68. 180. 228. 175 g;g: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
Lhi ted . . .|Uhaut hori zed URL Access to
207.241.229. 223 Sates 147.237.76. 147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
192. 243. 55. 132 |Doni ni ca 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ mai n. asp Bl ock 1
94.230.93.112 [Israel 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
199. 30. 24. 124 g];::: 147.237.77. 216 |dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
" . i i i . ? =
192. 243. 55. 129 | Doni i ca 147. 237.77. 216 |dover . i df . i | Ili\:;t_\horl zed URL Access to ww i df.il/1129-he/ dover. aspx?sear cht ext =>n 8 ock 1
[
68. 180. 230. 29 g];::: 147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ation PageNumin vww cogat . i df.il/901-ar/ cogat . aspx B ock 1
192.243.55.133 [Domnica  [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to wwin cogat . i df.il/894-en Bl ock 1
173. 247.228. 10 ;h;:ee: 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
66.249.64.190 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in ww aka.idf.il/nain/rabanut/general . aspx None 1
199. 30. 24. 208 ;ﬂ;ttee: 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 1
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