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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
216. 218. 206. 67 Lhited Sates 147.237.77. 178 e. natpash.idf.il B ock Wp Al Nets drop 1
54.72.182.187 Irel and 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1
216.218. 206. 111 Lhited Sates 147. 237.0. 19 nadi matal .idf.il |Block Udp Al Nets drop 1
71.6.135.131 Lhited Sates 147.237.77. 243 nobi | e.idf.il Bl ock_UWp Al _Nets drop 1
95.170. 21. 51 France 147.237.8.14 e.orchot.idf.il B ock_Udp Al _Nets drop 1
216.218.206. 111 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Wp Al Nets drop 1
71.93.222.191 Lhited Sates 147.237.76. 31 nakchal . i df i Bl ock Udp All Nets drop 1
162. 216. 114. 158 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Sl'te |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 232. 98. 38 147.237.8.14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 232. 98. 38 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -f -sS 1
104. 44. 133. 108 147. 237.77. 227 Lhited Sates e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72.167  |Wkraine ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.8. 14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 44. 133. 108 147. 237.77. 227 Lhited Sates e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 4096 1
93. 189. 26. 18 147.237.0. 35 Austria akavs. i df.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72.167  |Wraine ishurimaka.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
208. 67. 1. 147 147. 237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
207. 241. 229. 224U ted Sates  |147. 237. 76. 200 [ei tan. aka i of . i1 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
5.164.192.60  |SSIan 147.237.72. 166 |aka i f . i Bad TCP sequence SNretransmt wth different oo |2
Federati on wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |Lhited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
212.47.246. 187 |France 147. 237, 77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139. 94 |Wnited Sates |147.237.77. 178 |e. nat pash.i df . i| Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1
141.212.122. 146|Uhited Sates [147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 34 Whited Sates |[147.237.8.24 |elifestyleicf.il  |Geo-1ocation enforcenent Ceo-| ocati on i nbound drop 1
enf or cenent
176.126.252. 12 |Romani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
109. 163. 234.2 [Romani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
46. 19. 86. 244 I srael 147.237. 77. 243 |nobi l e.i df . | Bad TCP sequence Inval i d AGK nunber nonitor |1
212. 47.246. 187 |France 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 102|Wnited Sates  |147. 237. 77. 226 V‘:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 146|Wited Sates |147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
74.82.47.35 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.47.246.187 |France 147.237.0. 16 I”y'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.162.205.1 |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
123.126.113.80 |China 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
62. 216. 235. 12 LKTI;gegom 147. 237.77. 243 |nobi l e. i f . | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 139. 106|Wnited Sates  |147.237. 76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 149|Uhited Sates [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
74.82.47.35 Lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212. 47.246. 187 |France 147.237.0.35 |akaws.idf.il drop drop 1
184.105.139. 80 [hited Sates |147.237.8.24 |elifestyleidf.il  |Geo-1ocation enfor cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 145|Uhited Sates |147.237.76.38 |e.e.meitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 112|Wnited Sates |147.237. 76. 196 |e. sviva.idf. il Geo- | ocati on enf or cement Sg;’;g;i'ﬂfn i nbound drop 1
184. 105. 247. 235|Wnited Sates |147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 150|Wited Sates |147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.178. 114. 194 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1
212.47.246. 187 |France 147.237.76.34 |yohalan.idf.il drop drop 1
184.105.139.94 |thited Sates [147.237.76. 200 |eitan. aka.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 145|Wited Sates |147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
74.82.47.16 Lhited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 240|Wited Sates |147.237.77.235[svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
171.25.193.25 [Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
80.178.114. 194 |lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
157.55.12. 85 Lhited Sates 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
199. 30. 24. 25 Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
199. 30. 24. 69 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
79.181.138.217 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
199. 30. 25. 88 Lhited Sates 147.237.77. 216 |dover . i df .i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
65.55.210. 146 [lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
157.55. 2. 151 Lhited Sates 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
109.163.234.2  [Romani a 147.237.77. 216 |dover. i df .i | LR 15 fave Foo Breatory o] query | uery-L A2 | s Bl ock 1
46.19.86.244  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult:?réleecli , g;eggrcye;m s/ i st chi | ddocurent s/ 1432 Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
207.241.229. 224Whited Sates  [147. 237. 76. 147 |chi nuch. aka. i df . i | m”égor:u'czheikﬁ‘ dfP-cicle/stser:pcl)at es/ general/ general . a5px Bl ock 1
131. 253. 25. 140 |[lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized LRL Access on waw idf.il/error. htm B ock 1
172.56.31. 143 |Uited Sates 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx |B ock 1
213.49.118.85 |Bel gi um 147.237.77. 216 |dover. i df . i | Dstributed PHP Atenpt B ock 1
156. 199. 217. 197 147.237.77. 176 [mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
66.220. 156. 117 [lhited Sates 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
77.12.48. 184 Ger many 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to v idf.il/894-en/idf gdover.aspx |B ock 1
213.49.118.85 |Bel gi um 147.237.77. 216 |dover.idf . il O stributed Waut horized URL Access on v i df.il/xmrpc.php [B ock 1
156. 199. 217. 197 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xnirpc. php B ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover.idf .i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
5. 164. 192. 60 gj:::ﬂ on 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72.166/ gi yus/ foruniasp/ |B ock 1
66.249. 65.232  |Israel 147.237.0.16 |1V KOSher-kravi.idf. | o horized URL Access to wn ny- kosher - kravi . i df .il/ B ock 1
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