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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
184. 105. 247. 198 Lhited Sates 147.237.8. 28 e. nobil e-ks.idf.il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 147.237.72. 167 ishurimaka.idf.il B ock_Udp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94. 111. 1 147. 237.76. 30 hi nush. i df . | Bl ock Udp All Nets drop 1
82.221. 105. 6 | cel and 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 1
185.94. 111. 1 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.163 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
46.4.32.75 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
69. 30. 198. 186 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
94.102. 48. 193 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 216. 146. 151 147. 237. 76. 86 Ghile navy.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147. 237. 0. 200 Wkrai ne rdu. i df il ET SCAN NVAP -sS wi ndow 1024 1
190. 216. 146. 151 147.237.0. 33 GQile idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMVAP -sS w ndow 4096 1
190. 216. 146. 151 147.237.0. 17 Ghile m ny-kosher - kravi .i df i ET SCAN Potential SSH Scan 1
23.96. 109. 87 147. 237. 76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
151.11. 201. 3 147.237.77. 216 Italy dover.idf.il ET SCAN NMAP -sS w ndow 3072 1
151.11. 201. 3 147.237.77. 216 Italy dover.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 10. 114. 32 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 207. 135. 64 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
190. 216. 146. 151 147. 237.76. 177 Gile ncore.idf.il ET SCAN Potential SSH Scan 1
104. 207. 135. 64 147.237.77. 179 Lhited Sates e mazi.idf.il ET SCAN NVAP -f -sS 1
190. 216. 146. 151 147. 237. 76. 147 GQile chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
93.189. 26. 18 147. 237.8. 45 Austria eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 216. 146. 151 147. 237.0. 35 GQile akavs. i df il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237. 76. 147 chi nuch. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
190. 216. 146. 151 147.237.0.19 Gile madi matal .idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS w ndow 2048 1
182. 162. 20. 47 147.237.77. 216 Korea, Republic of dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.77. 216 Italy dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
119. 10. 114. 32 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 116. 147 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 10. 114. 32 147.237.0. 19 Chi na madi matal .idf.il ET SCAN NVAP -f -sS 1
190. 216. 146. 151 147. 237. 76. 199 GQile e. nakchal .idf.il ET SCAN Potential SSH Scan 1
104. 207. 135. 64 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
190. 216. 146. 151 147. 237.76. 148 Gile gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature i\t/ii%?]
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
93.184. 12. 73 ga:lcis;ii:;a” Territory.ly 47, 237.77. 176 |nat pash. i of il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
31.210. 189. 116 |I srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
91.200. 12. 143  |lkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop
91.200. 12. 143  |krai ne 147. 237. 77. 216 |dover. i of . i drop SAMrul e drop
2.54.85.73 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop
79.181.150.82 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
24.207.218.19 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
204.79.180. 102 |Wited Sates 147,237, 77. 243 |mbi e i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
79.177.154.65 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence ﬂe}ﬁtrﬁggﬁi;gth moni tor (3
123. 126. 113. 163|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
84.227.99.213 |Swtzerland 147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 2
5.22.135. 235 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber monitor |2
212.47.246. 187 |France 147.237.77.61 |e.cogat.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 99 [Wnited Sates 147.237.77. 227 |e.hamaz. i df .il  |Geo- | ocati on enf or cenent Sﬁ?&ggi:}f” I nbound drop 1
212.47.246.187 |France 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 56. 72 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 1
212.47.246. 187 |France 147.237. 77. 234 |hal ag.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 119. 167. 19 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
74.82.47.20 Wited Sates 147.237.77. 179 |e. nazi . i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.47.246. 187 |France 147.237.8.24 |e.lifestyle.idf.i|Geo- 1 ocati on enf or cerment S;?O'rggi:]fn  nbound drop 1
185. 119. 167. 19 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
79.177.154.65 |israel 147. 237.72. 167 |i shuri maka.i df .i|Bad TCP sequence wﬁtri}tﬁ;ﬁl;gth moni tor |1
212.47.246.187 |France 147.237.8.45 |e.eitanidf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 8. 132. 67 Russi an Federation 147.237.77. 170 |naarachot.idf .il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
213. 8.204. 48 I sr ael 147. 237. 77. 216 |dover . i of . i Bad TCP sequence I'nvali d ACK nunber alert 1
195. 62.53.168 |Russian Federation [147.237.0.19 [nmadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94. 230. 86. 86 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.154.65 |Israel 147. 237. 77. 216 |dover . i of . i SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
212.47.246.187 |France 147.237.76.30 |hi nush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.8.132.112 |Russi an Federation 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 64.229.229 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 1
221.199.217.173|Australia 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
96.244.197.50 |Lnited Sates 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
131.253.25.173 |lhited Sates 147.237.77.216|dover.idf.i|l |Ostributed Lhauthorized UR. Access on wwwvidf.il/error. htm B ock

66. 102. 7. 226 Lhited Sates 147.237.77. 216 |dover.idf.i|l |DOstributed Uhauthorized UR. Access on vwwvidf.il/error.htm B ock
199.30.24.192 |lited Sates 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock

207. 241. 229. 225(thited Sates  [147. 237. 76. 200 |ei t an. aka. i df . imu;tlo;:;ii iu;_. ipflcte:rfplta?es/ har ed user controf s/ header Upper B ock 1
156. 199. 3. 206 147.237.76.86 |navy.idf.il Distributed PP Atenpt Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ nai n. asp Bl ock 1
156. 199. 93. 207 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
94.230.93.106 |lIsrael 147.237.77. 216 |dover. i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.64.131 I srael 147.237. 72. 166 |aka. i df . i | ;ﬂ?ﬂ'gif;‘jletggxﬁzlsfotrﬁ i asp/ show or Um asp Bl ock 1
156. 199. 3. 206 147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to waw navy. idf.il/xnrpc. php B ock 1
84.109.202.86 |l srael 147.237.76.86 |navy.idf.il m“;:“‘/’;' zed UL focess 1o doc. e/ doc. rar. asp Bl ock 1
17.142.156. 109 |Uhited Sates 147.237.77.216|dover . i df . i | Unaut hori zed LRL Access to waw i df .il/appl e-app-site-associ ation B ock 1
156. 199. 93. 207 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to wa atal .idf.il/xnirpc. php B ock 1
94.230.93.122 |[Israel 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.64.230 |lIsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
156. 199. 22. 162 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
94. 230. 93. 13 I srael 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
40.77.167. 33 Lhited Sates 147.237.77. 216 |dover.idf.i|l |Ostributed Whauthorized UR. Access on wwwvidf.il/error. htm B ock 1
157. 55. 12. 65 Lhited Sates 147.237.77. 216 |dover. i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.66.176  [Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_st orage/ fi | es/ 0/ 880. pdf |Bl ock 1
156. 199. 22. 162 147.237.77.216|dover . i df .i | Unaut hori zed LRL Access to wawn i df.il/xmrpc. php Bl ock 1
94. 230. 93. 26 I srael 147.237.77. 216 |dover. i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
141.8.132. 95 g;z:;nl on 147.237.77.216|dover.idf.i|l |DOstributed Whauthorized UR. Access on wwwvidf.il/error.htm B ock 1
68.180. 228.112 |[lhited Sates 147.237.77.216|dover.idf.i| |Paraneter Type Viol ati on PageNumin wwuidf.il/1283-en/ dover. aspx B ock 1
156. 199. 25. 11 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ xmrpc. php B ock 1
94. 230. 93. 96 I srael 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66. 102. 7. 233 Lited Sates 147.237.77.216|dover.idf.i|l |Dstributed Uhauthorized UR. Access on wwwvidf.il/error.htm B ock 1
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