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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

81. 218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 331
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 3
190. 62. 239. 13 H Sal vador 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
89. 248. 160. 138 Net her | ands 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 1
178.162. 198. 132 Cer many 147.237.77.176 nat pash. i df . i | B ock_ UWp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 243 nobi | e.idf.il B ock Np Al _Net drop 1
89. 248. 172. 207 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np All _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 30 hi nush. i df . il Bock Np Al Net drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 226 wwv chanat z. aka. i df .i| [B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount
123.126.113.163 |China 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 5
213.239. 205. 207  |Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Bl ock 2
37.187.94.56 France 147.237.77.74 lawidf.il C1000146: HTTP.  AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
37.187.94.174 France 147.237.77.74 lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 120. 173. 102 Chi na 147.237.76. 42 refuah.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
37.187.95.184 France 147.237.77. 74 lawidf.il Cl000146: HTTP.  AhrefBot craw er B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 7 United Ki ngdom 147.237.77.74 lawidf.il C1000146: HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166  |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.187.152. 205 |147.237.77.74 |France lawidf.il Tehila - Perl LW with fake user agent 2
93.189. 26. 18 147.237.77. 121 |Austria e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.118.233.115 [147.237.8.45 |Bigaria eetanidf.il ET SCAN Behavi or a Lhusqal ly fast Termnal Server Traffic, 1
Potential Scan or Infection
54.179. 151. 204 |[147.237.8.14 |9 ngapore e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 116 |147.237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
2.50.141.152  |147.237.76.30 g:;d%Nab hi mush. i df . | ET SCAN NVAP -sS wi ndow 3072 1
169. 54. 233. 116 |147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 116 |147.237.76.39 |Nether| ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 116 |147.237.8.46 |Netherl ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 77. 179 |Net her| ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.77. 226 |Austria vy chanat z. aka. i df il [ET SCAN NVAP -sS wi ndow 1024 1
93.189. 26. 18 147.237.8.45 |Austria eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185(147.237.0. 17 [thited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
54, 179. 151. 204 |147.237. 76. 198 |9 ngapor e e.yohal an.idf .il ET SCAN Behavi or al Lhusqal ly fast Termnal Server Traffic, 1
Potential Scan or Infection
169. 54. 233. 116 |147. 237. 77. 205 |Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 116 |147. 237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
2.50.141.152  |147.237.76.30 g:;d%Nab hi mush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 116 |147.237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 116 |147. 237. 72. 217 |Net her | ands e.idf.il ET SCAN Potential SSH Scan 1
169. 54.233. 116 |147.237.0.16 |Netherlands ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 77. 170 |Net her | ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker . Devi ce
Attacker Address | o ry Target Address |Ste Signature Acti on
156. 204. 50. 210 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
Sreaning Engine: TP Invalid i i ssi
66.249.64.190 |lhited Sates  |147.237.72. 166 |aka idf. il 9 =9 Inval i d segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
81.218. 241. 26 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 6
2.54.85.73 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
190. 18.151. 171 |Argentina 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 4
Sreaning Engine: TP Invalid i i ssi
199.30.16.167 |Wited Sates  |147.237. 76. 200 |ei tan. aka i of i 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 67.35.186  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dr opped.
Russi an . .. .. |Streaning Engine: TCP Invalid Invalid segnent retransnission.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni Ssi on Packet dr opped. drop 3
R SYNFACK retransmit with different .
203. 127.96. 216 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 2
123.126. 113. 163|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
203. 127.96. 216 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
142.176.10.78 |Canada 147.237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
203. 127.96. 216 |S ngapor e 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
R SYNFACK retransmit with different .
142.176. 10. 78 Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Wi ndow scal e noni t or 2
212. 47, 246. 187 |Fance 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
103. 16.228.98 [Hong Kong 147.237.77. 216 |dover.idf.il Header Rejection :\;ad;g;trej ection pattern found in oni t or 1
220. 255. 103. 2329 ngapor e 147.237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
203. 127. 96. 218 |S ngapore 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 152|lhited Sates 147.237.8. 45 eeitanidf.il |SYN Atack SYN -> SYN-ACK -> RST rej ect 1
5.102. 195. 72 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
212. 47. 246. 187 |Fance 147.237.76. 198 |e. yohal an.i df .iI|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment |dr op 1
203. 127.96. 217 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
159. 226.95. 66 |Chi na 147.237.76.196|e.sviva.idf.il |[Geo-1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
s SYN+AXK retransmit with different .
203. 127. 96. 218 |9 ngapor e 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 1
141.212.122. 153|lhited Sates 147.237. 8. 45 eeitanidf.il |SYN Atack SYN -> SYN-ACK -> RST rej ect 1
31.44.134.248 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
212. 47. 246. 187 |Fance 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 217 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
172.56.35.210 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.47.246. 187 |France 147.237.8.46 |e.chinuch.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
R SYNFACK retransmit with different .
203. 127.96. 217 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 1
176.228.71. 191 |lsrael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber aert 1
212.47.246.187 |France 147.237.8.50 |e.tikshuv.idf.il|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
213. 8. 204. 48 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
203.127. 96. 218 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
176.228.71.191 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
141. 8. 132. 67 RJSIS::tnion 147.237.77. 170 |naarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
212.76.127. 111 |lsrael 147.237.77.233|atal .idf.il Aut omat ed WMul nerabi lity Scanning V1 B ock 73
77.125.131.89 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
40.77.167. 82 Uhited Sates  [147.237.77.216|dover.idf .il Dstributed Unaut horized URL Access on waw i df.il/error.htm B ock 2
220. 255.98. 120 |S ngapore 147.237.77.216|dover.idf .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
220.255.97.58 |9 ngapore 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
117. 78. 13. 54 (hi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/894-he B ock 1
203. 127. 58. 236 |9 ngapore 147.237.77.216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
68.180.228. 112 |thited Sates  [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/f B ock 1
118.103. 8. 153  |Japan 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
54.166.39.183 |lhited Sates 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
203.127. 96. 229 |9 ngapor e 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 1
72.9.148.10  |Uited Sates  [147.237.76.86 [navy.idf.il m“tngs;' e R e navy. aspx. asp Bl ock 1
220. 255. 98. 120 |9 ngapore 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock

156. 199. 25. 11 147.237.77. 170 [maar achot . i df . i | [PHP Attenpt B ock 1
66.249.64.131 I srael 147.237.72. 166 |aka. i df . i | Lﬁ?“tzggr '7??6?@??52.5? uts‘/)gener o aspx Bl ock 1
220. 255. 103. 2329 ngapor e 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
156. 199. 25. 11 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot . idf.il/xnrpc. php B ock

66. 249. 64.190 I srael 147. 237.72. 166 |aka. i df . i | mu;gr: gffji Ilﬁ‘afﬁ;ef‘fso:%/ dovel oad orm asp Bl ock 1
219.74.38.152 |9 ngapore 147.237.77. 216 |dover.idf .il Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/1503-en/ dover. aspx. B ock 1
31.44.134.248 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
220. 255. 145. 1869 ngapor e 147.237.77.216|dover.idf . il Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
203.127.58. 235 |9 ngapore 147.237.77. 216 |dover.idf . il Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 1
66.249. 83. 155 [l srael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
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