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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 10
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
66. 249. 64. 190 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
89. 248. 160. 138 Net her | ands 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
119. 77. 202. 14 Tai wan 147.237. 8. 24 elifestyleidf.il ock Wp Al _Nets drop 1
1.32.72.50 Ml aysi a 147.237. 76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.0. 33 idf.il Bock Np Al Net dr op 1
89. 248. 160. 138 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.163 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
178. 63. 18. 196 Ger many 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
209. 173. 241. 141 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 4
2.52.145.94 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

178. 63. 18. 196 147. 237. 77. 233 Ger many atal.idf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
209. 173. 241. 141 147.237.72. 166 Lhited Sates aka.idf.il S Injection - Select From 4
52.53. 210. 114 147. 237.72. 156 Lhited Sates aman.idf.il ET SCAN NMAP -sS w ndow 2048 1
2.50. 141. 152 147.237.76. 30 Lhited Arab Enirates hi nush. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET DRCP DBshield B ock Listed Source 1
185. 130. 5. 157 147.237.77.19 I awforumi df .i | ET SCAN NMAP -sS wi ndow 1024 1
115. 28. 218. 77 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.53.210. 114 147. 237. 72. 156 Lhited Sates anan. i df.il ET SCAN NVAP -f -sS 1
2.50. 141. 152 147. 237.76. 30 Lhited Arab Enirates hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
156. 204. 50. 210 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
79.179. 100. 129 |l srael 147.237.77. 176 [matpash.i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TGP Invalid i i ssi
109. 253. 207. 219|1 srael 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segment retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
31.210.187.211 |[Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi
176.13.15.165 |l srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
. . SYN+AXK retransmit with different .
46.19. 86. 168 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal & noni t or 5
Sreaning Engine: TQP Invalid i i ssi
66.249.64.190 |Wnited Sates  |147.237.72. 166 |aka idf.il g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.167.18  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
46.19.86.228  |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5.22.130. 142 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
31.210.189. 116 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
5. 28. 162. 89 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 67 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmission. drop 3
Ret r ansmi ssi on Packet dropped.
123. 126. 113. 163|chi na 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
66.249.79.123 |lWited Sates  |147.237.77.243|nobil e idf. i 9 =9 Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
192. 243.55. 138 |Doni ni ca 147.237.77. 176 |matpash. i of .i1 [Bad TCP sequence SINAXK retransmt with different | oovor |3
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
176.13.22.152  |israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
109. 253. 210. 149! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 138 [Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Inval i d ACK nunber noni t or
192. 243.55.129 |Donini ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINHAK retransmt with different oo |2
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |natpash.idf .il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243.55. 129 |Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Inval i d ACK nunber noni t or 2
142.176.10.78 |Canada 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence noni t or 2
. . SYN+AXK retransmit with different .
142.176.10.78 |Canada 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal 6 noni t or 2
146. 185. 239, 102 R‘SIS::I”im 147.237.76.44 |e.refuah.idf.il [Geo-1 ocation enf or cenent Geo-1 ocati on i nbound enf or cement |dr op 1
141.212.122. 147|United Sates  |147.237.8.24 |e.lifestyle.idf.|Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
192. 243.55. 138 |Doni ni ca 147.237.77. 176 |matpash.icf.il |[Bad TCP sequence Invalid ACK nunber alert
71.6.167. 142 Lhited Sates |147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243.55. 132 |Doni ni ca 147.237.77. 176 |natpash.icf.il [Bad TOP sequence SINAK retransmt with different | oo v 3
W ndow scal e
185.3.147.236 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 158|lnited Sates  [147.237.77. 178 |e. natpash.idf.i1|Geo- | ocat i on enf or cement Geo-l ocati on i nbound enf or cenent |drop 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 147|Wited Sates  [147.237.76. 200 |ei tan. aka.idf .i||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber alert 1
192. 243.55. 129 |Doni ni ca 147.237.77. 176 |natpash.idf .il |Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 159|Whited Sates  [147.237.76.196|e.svivaidf.il |Geo-| ocati on enfor cement Geo-l ocati on i nbound enf or cenent |drop 1
213.57.57.251 |[lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
123.126. 113. 163|Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
172.56.35.210 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 148|Uhited Sates  [147.237.8.24 |e.lifestyle.idf.|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
87.71.24.22 I srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. e SYN+AXK retransmit with different .
192. 243.55. 134 |Doni ni ca 147.237.77. 176 |natpash.idf .i| |Bad TCP sequence wi ndow scal e noni t or 1
- . . SYNPAXK retransmit with different .
192. 243.55. 137 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 1
192. 243.55. 132 |Doni ni ca 147.237.77. 176 |natpash.icf.il |Bad TCP sequence Inval id ACK nunber alert 1
5.102. 195. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 148|Whited Sates  [147.237.76.200 |ei tan. aka.idf .i||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
109. 64. 195. 236 |l srael 147.237.0.19 [nadimatal .idf.il |Suspicious Response Code Bl ock 1
. - . Uhaut hori zed URL Access to
45.55.229.95 147.237.0.34  [tikshuv.idf.il tikshuv.idf.il/894-helti kshuv. aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 64. 190 [l srael 147.237.72. 166 [aka. i df . i | Unknown Par anet er pa in waw aka. i df.il/giyus/foruniasp/ showforumasp |None 1
157. 55. 39. 112 ;h;tt:s 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19.86.168 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
91.216. 160. 17 |Pol and 147.237.77.216|dover. i df .il Unaut hori zed URL Access to waw i df.il/dover/sit e/ mai npage. asp B ock 1
176.13.7. 14 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
66.249. 64.13  |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
93.160. 60.22  |Denmar k 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww i df . i|/1503-en/ dover . aspx. B ock 1
Uhaut hori zed URL Access to
- . . ww lawidf.il/tenpl ates/getfilelgetfile.aspx?fil ename=xgf 5b3nol w vy3ncdg
192.243. 55. 137 (Dom ni ca 147.237.77.74 (lawidf. il hpa2f cbwzahvsyxzcbwr yxj r zwl ux3j pc2hlbvwxl nbkzg==& nf ocent eri t en¥ Bl ock !
true
; . . Unhaut hori zed URL Access to
66.249.64.70 |l srael 147.237.76.200 ei tan. aka. i df . i virwu ei tan. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
105. 43.25.15  |Egypt 147.237.77.216|dover.idf .l Unaut hori zed URL Access to v i df .il/894-ar Bl ock 1
17. 142. 156. 109 g'att::: 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw idf.il/appl e-app-site-association Bl ock 1
Ui ted nobi | e.neitav.idf.i _
198. 20. 69. 74 Sates 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl ar ge. asp B ock 1
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