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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Signature

82.145. 211. 126 Eur ope 147.237.72. 166 aka.idf.il ock I p Vb _In drop 15
82. 145. 210. 236 Eur ope 147.237.77.216 dover.idf.il ock | p VWb In drop 10
66. 249. 64. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
202.173. 9. 67 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock_Udp Al _Nets drop 1
64.87.22.11 Lhited Sates 147.237.77. 233 atal.idf.il B ock Udp Al _Nets dr op 1
209. 126. 122. 32 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock Wp Al _Nets drop 1
66. 240. 236. 119 Lhited Sates 147.237.0. 35 akaws. i df.il ock_Udp All _Nets drop 1
209. 126. 122. 32 Lhited Sates 147.237.77. 205 prisha.idf.il Bl ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
69. 64. 57. 18 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
123.126.113.163 |China 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 5
64.87.23.55 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
106. 120. 173. 102 Chi na 147.237.76. 42 refuah.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166  |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
64.87.23.55 147.237.77. 233 Lhited Sates atal .idf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
209. 126. 116. 147 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220 147. 237.76. 30 Sweden hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.0. 34 Austria tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40. 76. 55. 204 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
40. 76. 55. 204 147.237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
185. 106. 92. 65 147.237.0. 15 kosher-kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
40. 76. 55. 204 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

Country

Target Address ‘ Ste

‘Signature

SYNPAXK retransmt with different

Action

‘Count

w ndow scal e

132. 66. 235. 218 | srael 147.237.72. 156 [anan.icf.il [Bad TCP sequence . noni t or 28
wi ndow scal e
132. 66. 235. 218 |Israel 147.237.72. 156 |anan.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 25
132. 66. 235. 218 |l srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 24
141.0.14.226  |Europe 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
141. 0. 15. 44 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 17
192. 243.55. 131 |Doni ni ca 147.237.77. 176 |natpash.i of .i1|Bad TOP sequence SINAX retransmt with different oo |11
wi ndow scal e
- s SYNHAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |t pash.i of .1 I{Bad TCP sequence vi ndow Scal & noni t or 11
192. 243.55.129 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt wih different  Joppiior o
wi ndow scal e
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 191 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
- s SYNHVAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Vi ndow scal e noni t or 9
2.52.164.189  |israel 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192. 243.55.132 |Doni ni ca 147.237.77. 176 |natpash. i of .i1[Bad TOP sequence SINAXK retransmt wih different oo s
wi ndow scal e
L R SYNPACK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal e noni t or 7
192.243.55.130 |Comini ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SINAK retransmt with different opniior |7
wi ndow scal e
L R SYNPACK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192.243.55.132 |Cominica 147.237.77.74 |lawidf.il  |Bad TCP sequence SINAK retransmt with different opniior |7
wi ndow scal e
L R SYNPACK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal e noni t or 6
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi
79.177.10.54  |israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
102.243.55.130 [Dominica  |147.237.77.176 |natpash.idf.i1{Bad TCP sequence SNAXCretransmt with different | oo s
wi ndow scal e
192. 243.55. 138 |Doni ni ca 147.237.77.176 |matpash.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55.130 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINHAK retransmt with different oo s
wi ndow scal e
- . . SYNVAK retransmit with different .
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 5
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidi.il  [Bad TOP sequence SINHAK retransmt with different oo s
wi ndow scal e
192. 243.55. 130 |Doni ni ca 147.237.77.74 [lawidf.il  |drop First packet isn't SN drop 5
160.3.159.103 |United Sates |147.237.77.216|dover.idf.il |Bad TOP sequence SeA retransmt with different oo s
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvalid ACK nunber alert 5
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
192. 243.55. 131 |Domi ni ca 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Invalid ACK nunber noni t or 4
123.126. 113. 163|Chi na 147.237.77. 216 [dover.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192.243.55.129 |Comini ca 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SINHAK retransmt with different opnitor |4
wi ndow scal e
L R SYNPACK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal e noni t or 4
91. 200. 12. 143  |krai ne 147.237.76.42 |refuah.idf.il |dr op SAMrul e drop 4
192. 243.55. 132 |Doni ni ca 147.237.77.176 |matpash.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |mtpash. i of .11{Bad TCP sequence SINAXK retransmt with different o ieor s
W ndow scal e
192. 243.55. 133 |Donini ca 147.237.77.74 |lawidi.il  [Bad TOP sequence SINAK retransmt with different  ooyiior  |a
wi ndow scal e
91.200.12. 143 |kraine 147.237.77.233|atal .idf.il |drop SAMrule drop 4
192. 243.55. 131 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINHAK retransmt with different g g
wi ndow scal e
192. 243.55. 130 |Doni ni ca 147.237.77. 176 |t pash.i of .1 I{Bad TCP sequence I'nvalid ACK nunber noni t or 4
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192.243.55.129 |Domini ca 147.237.77. 176 |mtpash.idf .i1|Bad TCP sequence SINWAK retransmt wih different oo |a
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.182 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 62
109. 253.202.6 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
66.249. 83.158 |[Israel 147.237.77. 216 |dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 7
46. 19. 86. 21 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 6
2.52.0.202 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249. 83. 155 |[Israel 147.237.77. 216 |dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
79.181.164.98  |Israel 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed HTTP Met hod Bl ock 3
66.249.83.161 |Israel 147.237.77. 216 |dover.i df . il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 3
5.102.220.104 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.181.164.98 |lsrael 147.237.77. 170 |maarachot . i df . i | |[Miltiple Unaut hori zed LRL Access from 79. 181. 164. 98 B ock 2
41.34.196. 95 Egypt 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut horized URL Access from 41.34. 196. 95 B ock 2
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to wan i df.il/894-ar B ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
31.168.31.178 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/xmrpc. php B ock 1
132. 66. 235. 218 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.181.164.98 |lIsrael 147.237.77. 170 [maar achot . i df . i | |Whauthori zed URL Access to nmarachot.idf.il/sip storagel/files/4/ Bl ock 1
68.180.229. 121 |[Lhited Sates [147.237.76.200|ei tan. aka. i df . il au;S;t ;‘g: zed URL Access to v eitan. aka.idf.11/1093-7963-he/w Y0 g o |y
213.254.241. 6 z‘i;;gom 147.237.72.166 |aka. i df . i | mn;)kmg i?r."?m rf;;gg?}égfoﬁtﬁif:h n None |1
173.247.228.10 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df . il/wp-1ogin. php B ock 1
62.210.250. 47  |France 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df . il/1133- 23132- he/ dover . aspx. B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v i df.il/newsitelenglish Bl ock 1
79.177.10. 54 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Code B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to ww i df.il/kesher B ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273- he/ at al . aspx B ock 1
141.8.132.78 gz::;”i on 147.237.77.216|dover.idf . il Unaut hori zed LRL Access to waw i df.il/kanhar Bl ock 1
80. 246. 136. 191 |l srael 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response CGode Bl ock
68. 180. 230. 244 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 7237- he/ at al . aspx Bl ock 1
Unaut hori zed URL Access to
220555120 [orien 72907778 [lawidh i1 (ST e a1 gt o st et e,
L T ue
66. 102. 8. 233 Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
93.172.149.66 I srael 147.237.72.166 |aka. i df . i | m”:kri Zfriﬁfégzlgx]mﬁmﬁz& None |1
79.179.140.88  |Israel 147.237. 77. 216 [dover . i df . i | Dstribued Ladt hor! Zggvﬁ%pgiess on Bock |1
194. 72. 238. 241 LK!iﬂr:gegom 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/xyzzy B ock 1
40.77. 167. 82 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut horized UR. Access on waw idf.il/error.htm Bl ock 1
141.8.142.55 gs::;”i on 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm Bl ock 1
84.95.125.223 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
72.79.52. 152 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df .il/901-11019- en/ cogat . aspx. |Bl ock 1
66. 102. 8. 238 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
Unknown Par anet er
98.116.91.192 |lhited Sates [147.237.72.166aka.idf.il ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth i n None 1
ww aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
198.58.102. 49 |[wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
157. 55. 39. 21 Lhited Sates [147.237.72.156|aman. i df.il Lhaut hori zed URL Access to waw aman. i df.il/scripts. asnx/getjs Bl ock 1
87.71.75. 160 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/mai n/ gi yus/ control s/ at uda/ B ock 1
78.19.237.253 |ireland 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/irag/ english/facts. asp B ock 1
66.249. 64.233 |lIsrael 147.237.77. 216 |dover.i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
31.168.31.178 |Israel 147.237.76.86 |[navy.idf.il PHP Attenpt B ock 1
199. 119. 233. 198|Canada 147.237.77. 216 |dover.i df . il SSL Untraceabl e Connection - Cpen Mde None 1
173.247.228.10 |Uited Sates |[147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
88.191.204.49 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
78.19.237.253 |Ireland 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
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