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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
89. 97. 231. 85 Italy 147.237. 76. 196 e.sviva.idf.il |L4 Source or Dest Port Zero drop 2
185.94.111. 1 147. 237.76. 86 navy.idf.il Block Np All Nt dr op 1
185.94.111. 1 147. 237. 77. 216 dover.idf.il |Block Np Al Net dr op 1
185.94. 111. 1 147.237.77. 235 svivaidf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
85. 64. 4. 23 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 27
216. 185. 43. 135 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
149. 78. 35. 154 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
37.142.161. 152 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
171. 25. 193. 78 Sweden 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
213.57. 162. 208 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

216.185.43. 135 |147.237.77.74 |Uhited Sates [lawidf.il A Injection - Select From 6
185.32.179. 128 [147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
37.26.149.209 |[147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
31.154. 166. 194 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
89.139.131. 72  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 133. 229 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180.22.208 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
50127 230. 51 |147. 237 0.34  |Tai ven Cikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.19. 86. 118 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
40.113.118.99 [147.237.72. 166 |Lhited Sates [aka idf.il ET SCAN NVAP -sS w ndow 3072 1
209. 126. 116. 147|147.237. 77. 243 |Wited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142.209. 245 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.148.221 |147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
185.3.147.67  [147.237.77. 216 |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
87.69.107. 114  |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
79.183.207. 106 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
79.177.42.250 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
50. 204. 188. 142 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 105 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
40.113.118.99 [147.237.72. 166 [Lhited Sates [akaidf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.77. 226 |Uhited Sates |wawn chanatz. aka idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

different w ndow scal e

37.46.38.173 I srael 147.237.72. 167 |i shuri maka. i df .i | - droj 111
Ret r ansni ssi on Packet dropped. P
o SYN+ACK retransmt with .
132. 66. 235. 218 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence ditferent window scal e moni tor |35
132. 66. 235. 218 |l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 30
107. 167. 112. 120|United Sates |147.237. 77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
132. 66. 235. 218 |l srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 20
82.81.30.208  [Israel 147.237.77. 226 Wi"l"'“ha”atz' aka.1dl |gad TCP sequence Inval i d ACK nurber monitor |18
Sreamng Engine: TCP Invalid i i ssi
77.126.30.162 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
84.111.111. 123 |Israel 147.237.0.34 [tikshuv.idf.il drop First packet isn't SW drop 12
66.102. 9. 117 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
176.13.2.132  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
. . SWNretransmt wth different .
87.71.31.80 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 10
Sreanming Engine: TGP Invalid i i ssi
62.90.219.83  |israel 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. . 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.202  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.85. 10 I'sr ael 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
. ) SYNtAXK retransmt with .
37.26.148.221 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 9
Sreaming Engine: TGP Invalid i i ssi
109.66.10.31  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
66.102. 9. 107 Lhited Sates [147.237.0.34  |tikshuv.idf.il dr op First packet isn't SN drop 8
66. 102. 9. 127 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 8
80.246.139.15 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni tor |7
R SYN+ACK retransmt with .
37.26.148.221 |Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence different i ndow scal moni tor |7
192.243.55.138 |Comnica  [147.237.77. 216 |dover.idf.il Bad TCP sequence SYNRACK retransmt W th monitor |7
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
94.230.93.114 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
94.230.93.37  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
176. 13. 0. 104 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 59 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 238 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
94.230.93.24  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.219. 132. 158 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
84. 95. 54. 67 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
85.64. 4. 23 I srael 147.237.0.34  |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
94.230.93.2  |israel 147.237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 167. 228 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
2.54.1.104 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i ssi
79.183. 188. 201 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
- . . SYNtAXK retransmt with .
192. 243.55. 132 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal noni t or 5
46.19. 85. 134 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 5
192. 243. 55. 138 |Domi ni ca 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
46.19. 85. 134 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85. 85 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 5
188. 120. 154. 237/l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 86. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 85 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
- o SYN+ACK retransmt wth .
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover. i df . i1 Bad TCP sequence different vi ndow scal € monitor |5
192.243.55.131 |Domnica  |147.237.77. 176 |nat pash.i df .i | Bad TCP sequence STNACK retransmt with moni tor 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
185.32.179. 128 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 128
37.26.149.209 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 91
176.13. 6. 115 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 54
5.29.62.12 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
46.120.8.15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
176. 13. 0. 104 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.147.131 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89.139. 128. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
149. 62. 243. 245 |Rul garia 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 2
37.26.148.221 |lsrael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.13.11. 100 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 62. 243. 253 |Rul garia 147.237.77. 216 |dover.idf .il Distributed Waut hori zed URL Access on wawidf.il/error. htm B ock 2
31. 168. 23. 50 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df. i |/ mai n/ sachar/ Bl ock 2
66. 249. 83. 155 |l srael 147.237.77.216|dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
37.26.149.254 |[Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
109. 253. 138. 145|l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.182.119. 132 I srael 147.237.72. 166 |aka. i df . i | mn;’kmg Faramst o NcégfﬁiitgangfgzﬁgfcphsaChar$Ct' 55in None 1
173.12.122.209 |Uhited Sates [147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df . i|/894-he/ dover. aspx/ engl i sh B ock 1
37.26.146.217 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.52.6.182 I srael 147.237.72. 156 [anan. i df . i | Abnormal |y Long Request net hod B ock 1
87.71.31.80 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
66.249.83.161 |[lIsrael 147.237.77.216|dover.idf .i | Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
37.142.68. 1 I srael 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 1
192.243.55.138 |oominica  |147.237.77. 216 |dover. i df . i | Wf‘;t ?‘;rrjezxf/‘? ﬁorfffgfs 4t6(t;I m; df. i1/ nevsi te/ novi es/ yassi n2. wiv Bl ock 1
31.13.100.115 |ireland 147.237.77.216|dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock
132. 66. 235. 218 |l srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None
80.178.154.32 |Israel 147.237.72. 166 |aka. i df . i | mn;’k\’: I'Za;r??ftn;r nf;;gﬁicltgangfg:ﬂngphsaChar$Ct' 17in None 1
66. 249. 64. 93 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/banachane/ B ock 1
2.52.6.182 I srael 147.237.72. 156 [anan. i df . i | I1egal HITP \ersion B ock 1
77.126.167.46 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned Bl ock 1
37.142.68. 1 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnrpc. php B ock 1
199. 30. 25. 69 Uhited Sates [147.237. 77. 216 |dover . i df . i | Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
31.13.102.123 |ireland 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 136. 205 |[lIsrael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SS. Sessi ons: (pen Mde None 1
66.249. 64. 122 [Israel 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw aman. i df.il/nodiin/ mas Bl ock 1
2.52.6.182 | srael 147.237.72. 156 |anan. i df . i | Mal formed URL http/1.1 B ock 1
109. 64. 102. 97  |Israel 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 160. 126 |l srael 147.237.77.216|dover . i df . i | Unhaut hori zed LRL Access to www i df.il/hi nush/site/ he/ hi nush. asp Bl ock 1
46. 19. 86. 48 | srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc |B ock 1
207.46.13.100 [Uhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. txt B ock 1
149. 62. 243. 251 |Bul garia 147.237.77. 216 |dover.idf .il Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
31.154.19.209 | srael 147. 237.72. 166 |aka. i df . i | mn;k‘f:i E?Tﬂféa?b;x]mﬁgmm ‘n None 1
87.68.145.20  |Israel 147.237.72. 166 |aka. i df . i | :)L'ri%"i/ i?’tage%nﬁag:g;féoi)gc&i’ fm’j W kapat 2/ res#012 B ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
2.52.6.182 I srael 147.237.72. 156 [anan. i df . i | Unknown HTTP Request Method te in URL waww aman.idf.ilhttp/1.1 B ock 1
109. 186. 44. 129 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.182.16.193 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx B ock 1
46.116. 3. 169 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 1
Unknown Par arret er
213.57.43.243 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
87.69.224.119 |[lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed LR Access to wan i df.il/https:/wwidf.il/ Bl ock 1
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