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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature Device Action |Count|

46. 19. 85. 33 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 930
109. 64. 155. 166 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 125
82. 145. 222. 228 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 45
54.72.182. 187 I rel and 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 7
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 2
94. 159. 168. 196 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
213.57.142.54 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
5.29.193. 19 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
71.6.167. 142 Lhited Sates 147.237. 8. 28 e.nobi l e-ks.idf.il B ock Udp All _Nets drop 1
82.166. 68. 171 | srael 147.237.0. 35 akaws. i df .i | TCP handshake vi ol ation, first packet not syn |drop 1
10.0. 0. 22 147.237.77. 233 atal.idf.il Inval i d TP H ags dr op 1
79.178.58. 112 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
87.71.133. 32 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




03-09-2016-18:04:03 to 03-09-2016-19:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
213. 8. 241. 234 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 8
79.183.179. 152 I srael 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the LRL B ock 5
217. 70. 44. 165 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 4
67.228.38. 74 Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 3
67.228.38.74 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134: HITP SQ Injection Variabl e Declaration Bvasion B ock 3
51.254.32. 77 United Ki ngdom 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot B ock 2
106. 120. 173.102 |China 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
83. 143. 81. 94 Nor way 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
66. 249. 66. 181 | srael 147.237.0. 34 tikshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-09-2016-18:04:03 to 03-09-2016-19:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
217.70. 44. 165 147.237.77. 74 Sweden lawidf.il SQ Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
83.143.81.94 147.237.77. 74 Nor way lawidf.il S Injection - Select From 2
2.54.142. 27 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
109. 67. 116. 155 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131 147.237.0. 35 Canada akaws. i df il ET SCAN NVAP -sS w ndow 2048 1
93. 189. 26. 18 147.237.76. 38 Austria e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.108. 226. 116 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 211. 207 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.107. 232 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.121. 212. 151 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
199. 203. 215. 1 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 106 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237. 8. 27 Sweden e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.147. 142 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
109. 67. 181. 93 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 36. 160 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
104. 128. 144. 131 147.237.0.35 Canada akaws. i df .i ET SCAN NVAP -f -sS 1
85. 250. 210. 139 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
72.239. 190. 240 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147 147.237.0. 15 Lhited Sates kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
46.120. 124. 175 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142. 224. 205 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
130. 193. 51. 62 147.237.77. 216 Russi an Federat i on dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Devi ce

‘Count

Country Action
132. 66. 235. 218 |Israel 147.237.72. 156 |aman. i of .i Bad TCP sequence SINCAGK retransmt with different | optor 108
w ndow scal e
132. 66. 235. 218 |l srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 107
Sreaning Engine: TCP Invalid i i ssi
87.71.27.6 I'srael 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 96
Ret r ansni ssi on Packet dropped.
132. 66. 235. 218 |l srael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 45
176.13.19. 191 [lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 32
79.182.16.193 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence StNretransmt with i fferent monitor |28
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
129.98.194. 114 |Uited Sates |147.237.72. 166 |aka.idf.il 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.54.32.167  |Israel 147, 237.72. 167 |i shuri maka. i df .i | 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.147.130 |israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
147.236.34.24 |[Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 10
Sreanming Engine: TCP Invalid i i ssi
109. 66.10.31  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 58 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Inval i d AGK nunber alert 9
Sreaming Engine: TCP Invalid i i ssi
109.67.48.47 |israel 147. 237. 72. 167 |i shuri maka. i df .| 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 37 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 9
185. 89. 217. 234 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
46.19.85.226 |Israel 147.237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 8
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
2.52.37.111 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.217 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
L R SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal e noni t or 7
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 135 |Coni ni ca 147.237.77.176 |natpash. i df il [Bad TCP sequence SINRAK retransmt with different |00 |7
w ndow scal e
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192.243.55.131 [Doninica  |147.237.77.216|dover.icf.il  |Bad TCP sequence SINGAGC retransmt with different | onivor 6
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TCP Invalid i i ssi
2.54.33.168  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 129 |Doni ni ca 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or
Sreanming Engine: TCP Invalid i i ssi
109. 67. 248. 220 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 67. 103. 100 |I srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 87 I srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or 6
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or 6
185. 89. 217. 230 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
109. 64. 184. 146 |I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.21. 16 I srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 87 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.32. 167 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
81.218. 153. 113 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert
192. 243. 55. 130 |Coni ni ca 147.237.77.176 |natpash.icf.il  [Bad TOP sequence SINAK retransmt with different | yior s
w ndow scal e
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
192. 243. 55. 137 |Coni ni ca 147.237.77. 176 |natpash. i df.il  [Bad TCP sequence SINAK retransmt with different oo |5
w ndow scal e
46. 120. 124. 175 || srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 5
81.218. 153. 113 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 5
192. 243. 55. 135 |Doni ni ca 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
185. 89. 217. 230 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 146 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 96
80. 246. 136. 226 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 56
46.19. 85. 85 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 14
109. 64. 184. 146 |l srael 147.237.72. 166 |aka. i df . i | Mil ti ple Waut horized URL Access from 109. 64. 184. 146 B ock 4
46.19. 86. 145 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
132. 66. 235. 218 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
176.13.7.138 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.11.126 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 2
37.26.148.180 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par arret er
87.70.75. 96 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on [None 1

$35 in aka.idf.il/nain/ g yus/ questionnaire. aspx

Lhited . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [g . 147.237.77. 176 |nat pash. i df . i | v cogat . i df i 1/ 2027- hel cogat . aspx B ock 1
185. 89. 217. 233 147.237.77. 216 |dover.idf.il Dstributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
109. 64. 184. 146 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df .il/sip_storage/files/4/ Bl ock 1
- . Unaut hori zed URL Access to
2.52.36.141 | sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.183.56. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
213.57. 147. 240 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
65. 55. 210. 108 Lsh'mt:: 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
46. 19. 85. 37 | srael 147.237.77.216|dover. i df . il Abnormal |y Long Request et hod B ock 1
176.13.9.172 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Unknown Par anet er
87.70.75.96 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01%ct | 03%chl Questi on [None 1
$42 in aka.idf.il/nain/giyus/questionnaire.aspx
71.227.52.133 g‘;tt:: 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: (pen Mde None 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
112.198. 103. 181|Philippines |147.237.77.216|dover.idf.il PHP Att enpt Bl ock 1
2.52.37.111 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
216. 106. 102. 122|Canada 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx Bl ock 1
66.249.64. 112 [Israel 147.237. 72. 156 |anan. i df . i | thautt hori zed LRL Access to Bock |1

wn anan. i df.il/sip storage/fil es/ 3/ 68633...

Illegal HITP Version __ at uvs=56e0505d7002440e000;
46. 19. 85. 37 | srael 147.237.77.216|dover.idf . il _pk_i d. 20. 8af c=978a1da98f cf dd49. 1457541215. 1. 1457541215. 14575 |B ock 1
41215.; pk_ses. 20. 8af c=*

wwv. chamat z. aka. i

94. 230. 93. 66 | srael 147.237.77. 226 df il Distributed PHP At enpt B ock 1
79.176.2. 181 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il v | aw i df . i 1/163-5176- he/ pat zar . aspxbor n- vagabond- wher e- have-y |B ock 1
ou- been-al | - nyl - of - t hese- hi t dr eansar ti cl e& =2&t npl =bl og
112.198. 103. 181|Philippines |147.237.77.216|dover.idf.i | Unaut hori zed LRL Access to ww idf.il/xmrpc. php Bl ock 1
2.54.130. 21 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
82. 80. 63. 185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/giyus/kenesat uda/ Bl ock 1
46.19. 85. 37 I srael 147.237.77. 216 |dover.i df .l Mal formed URL __ atuvc=1 Bl ock 1
185. 89. 217. 227 147.237.77.216|dover . i df . i Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 1
wwv, chamat z. aka. i _ o
94. 230. 93. 66 | srael 147.237.77. 226 df il Unaut hori zed URL Access to waw chamat z. aka. i df.il/xnirpc. php B ock 1
79.178.35.203 |Israel 147.237.72.167|i shurimaka.idf.i| |Wntraceabl e SSL Sessions: Qpen Mbde None 1
208.115. 113. 89 g“;:s 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 208.115. 113. 89 Bl ock 1
46.120.68.255 |Israel 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt Bl ock 1
31.154.19.5 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut horized URL Access from 31.154.19.5 Bl ock 1
82.81. 25. 165 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
68. 180. 228. 112 g];::: 147.237.77.216|dover.i df . il Paraneter Type M ol ation PageNumin v i df.il/1115-ar/ dover. aspx Bl ock 1

Unknown HTTP Request Met hod

46. 19. 85. 37 I srael 147.237.77. 216 |dover.idf . il SP.NET Sessi onl d=r vaw pr gci 1ng155yzf Oty55: in LRL _ at uve=l B ock 1

185. 89. 217. 232 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 1

79.182.16.193 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517-he/ at al . aspx Bl ock 1
Unknown Par anet er

212. 150. 195. 1921 srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03%chl Quest i on [None 1
$71 in ww aka. i df.il/nai n/giyus/ questi onnai re. aspx

46.120.68.255 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php Bl ock 1
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