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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
212. 235. 8. 225 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3191
109. 65. 163. 230 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 411
109. 64. 224. 141 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 20
87.69. 114. 68 I 'srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 6
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 5

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185.94.111. 1 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 1
185.94.111.1 147.237.77. 205 prisha.idf.il B ock Wdp Al Nets drop 1

66. 249. 64. 233 | srael 147.237.0. 15 kosher - kravi . i df. i || TGP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
79.182. 148. 237 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 12
37.142.118. 83 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
84.108.77.11 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 8
79.179. 199. 166 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
178. 203. 146. 227  |Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 4
89. 139. 147. 111 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
109. 253. 157. 49 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
37.26.149. 232 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
158. 69. 209. 141 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
109. 253. 139. 133 |Israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
178. 203. 146. 227  |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
80. 246. 133. 133 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
80. 246. 133. 232 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 67. 193. 179 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 197. 254. 53 147.237.77. 227 Lhited Sates e. hanaz. i df .i| ET SCAN NVAP -sS w ndow 3072 1
62.219. 115. 38 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.39. 222. 253 147.237. 76. 201 Net her | ands eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.177. 212 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.24.126 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 46. 215 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 8. 28 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.182. 148. 237 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 241 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
5.39. 222. 253 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.55. 100 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.169. 214 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
213. 57. 224. 240 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Signature

‘Target Address |Ste

Count ry
84.228.166.53 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence v?l:dgirsgaslnlt wWth dfferent moni tor |47
66. 249. 93. 67 Lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SYN drop 42
176. 13. 14. 127 |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 38
66.249.93. 123 |Lhited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 36
132.64.27.205 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁsg reansm't wthdifferent | onitor |32
46.19. 86. 131 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 30
132. 66. 235. 218 | srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mﬁsgreansm wthdifferent |oonitor |24
132.64.27. 205 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 22
132. 66. 235. 218 |l srael 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 22
176.13.14. 127 |lsrael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber alert 19
85.65.55.189 |l srael 147.237.77. 234 |hal ag.i df . Bad TCP sequence vs\inr\mldro?:/rsinaslnlt wth different monitor  [18
46.19.85.162  [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 14
2.52.142.150 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
2.52.142.150 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 12
2.52.142.150 [l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.52.142.150 |Israel 147.237.76.42 |refuah.idf.il SYN Attack rej ect 11
2.52.142.150 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
37.26.147.199 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
5.29.151. 18 I srael 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
37.142. 134. 122 |i srael 147, 237, 76. 200 |eitan aka i o i1 | SN NG Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
132.64.27.205 |[lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 8
100. 127. 73. 14 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SN drop 7
2.52.142.150 |israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 85. 50 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 67. 193. 179 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 7
85. 250. 138. 168 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 99 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.85.214  [Israel 147.237.72. 167 |i surimaka i i || SAM NG Engine: TCP Invalid  inval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.181.58. 157 [l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
87. 70. 98. 27 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
46.19. 85. 73 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 6
46. 19. 85. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.54.163. 57 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
185.3.147. 232 |Israel 147. 237.72. 166 |aka.i df . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.127 [Israel 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.22.135.233  [Israel 147. 237. 72. 166 |aka i of .| Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.163. 57 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert
87. 70. 98. 27 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
141. 8.132. 112 gj; . 147.237.72. 166 |aka i df .i ;; ??:s?fi] s?ig:):e: T Invalid :Dg‘éi';td ;eggsgg retransmssion. -y o 6
2.54.163. 57 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
87.70.98.27  [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁsﬁfﬂsm wehdifferent | oonitor |6
46. 19. 85. 50 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence I'nvalid ACK nunber alert
2.54.163. 57 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.54.144.139 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
77.125.103.60 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
132. 66. 235. 218 |l srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop
2.54.163. 57 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.14. 127 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 114
176.13.7.138 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 109
46.19. 86. 145 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 32
176.13.23.208 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
46. 19. 85. 155 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
132. 66. 235. 218 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 5
2.52.151. 108 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54.182. 35 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 3
176.13.14.127 |Israel 147.237.0.19 |nadimatal .idf.i r;":;?'g;f;, _TBi";‘]f_\iAI?'igi?”elciégggnxgiéle der 1Stxthebi [ e in Bl ock 3
46.19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.149. 141 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
192. 116. 158. 98 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.142.199. 113 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
37.26.147.144 |israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 186. 184. 160| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
79.180.35.172 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
37.26.147.155 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
81.209.177.189 |Europe 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 81.209. 177. 189 Bl ock 2
176.13.23.192 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
109. 253. 221. 122|I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.181.58.157 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
82.102. 169. 113 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 2
149. 88. 63. 161 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/nai n/ giyus/ control s/ at uda/ Bl ock 1
46.117.153.0 I srael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
37.26.147.144 |israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
94. 230. 93. 45 I srael 147.237.77.216|dover.idf .l Dstributed Wnaut horized URL Access on waw i df.il/error.htm Bl ock 1
212.143.38.222 |Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
80.178.122.21 |lIsrael 147.237.77. 176 |mat pash. i df . i|  [Paraneter Type Mol ation searchText in ww cogat.idf.il/901-he/ cogat.aspx [B ock 1
66.249.93.98  [Israel 147.237.77.233|at al . i df . i | e St hor zed R _Agscs)fs on Bock |1
109. 253.139. 63 |Israel 147.237.77.233|at al . i df . i | el o zed W AZSCS)S(S on Hock |1
84.228.166.53 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css Bl ock 1
5.29.212.105 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;'35”;?‘1zgj‘:’;zg;'jzflaﬁ/ﬁﬁj 1(.); . Bl ock 1
212.235.8.225 | srael 147.237. 72. 166 |aka. i df . i | ?‘g;'_ﬁ'ém_fggﬁl&fﬁ%ﬂgﬁ&gﬁéﬁs 8.225 (Protocol vidlation |\, 1
188. 68. 242. 204 |Pol and 147. 237. 77. 216 [dover . i df . i | povane et Jytfn;f;’t':ts/'ge‘ngt'o?“en & senct ofr| end. aspx Bock |1
Unknown Par arret er
149. 88. 63. 161 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
65.55.210.201 |lhited Sates |147.237.77.216|dover.idf .| Dstributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 1
94. 230. 93. 55 I srael 147.237.77. 216 |dover. i df .l Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
212.143.38.222 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnhrpc. php B ock 1
80.179. 9. 115 I srael 147.237.77.216|dover.idf .l Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66.249.93.102 [israel 147.237.77.233|atal .i df .i | oy 230 19, 259 1196- nof at ol - e Bock |1
109. 253. 157. 128|I srael 147.237.76.42 |refuah.idf.il ~ |J5 0 2ed thauhori zed ;ﬁj‘aﬁc‘;‘;ﬁ on Bock |1
85.65.55.189 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;g?”t;d227?$Z;;7§iaﬁlﬁﬁi 1(.); . Bl ock 1
27.34.74.192 Nepal 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwwvidf.il/sip storage/files/2/4912. png Bl ock 1
212.235.8.225 | srael 147.237.72. 166 |aka. i df . i | i‘sgtégiﬁﬂlipﬁ”gﬁi &;DET?;T;('C&@; on None 1
188. 68. 242. 204 |Pol and 147.237.77. 216 |dover . i df . i | \;Twa?ztfe: J‘;F:ngfg:;' ggnijt i end sendt of 11 end. aspx Bl ock 1
79.180. 201. 251 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock 1
Unknown Par anet er
149. 88.63. 161 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphai n$TochenP acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.66.181 |lIsrael 147.237.0.34 |tikshuv.idf.il [Miltiple Unauthorized URL Access from 66.249. 66. 181 B ock 1
94.230.93.119 [Israel 147.237.77.216|dover.idf .il Dstributed Wnaut horized URL Access on waw idf.il/error. htm B ock
5.29.58. 22 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
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