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Attacker Address

|Attacker Country

Target Address
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Signature

Device Action

Count

82. 145. 219. 34 Eur ope 147.237.72. 166 aka.idf.il B ock_Ip V¢b_In drop 15
81.218.8. 34 | srael 147.237.77.176 nat pash. i df i | B ock_Up Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.76. 30 hi mush. i df i | Bl ock Udp All Nets drop 1
188. 138. 102. 50 Ger many 147.237.77.212 e.dover.idf.il B ock Wp Al _Nets drop 1




03-09-2016-14:04:03 to 03-09-2016-15:04:03

|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address
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Devi ce Action |Count

51. 254, 97. 22 Lhited Ki ngdom 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
92.236.71. 145 Uhi ted Ki ngdom 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
176.13.11. 73 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.177 [ncore.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

31.7.185.23 147. 237. 76. 39 Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 2
79.182. 141. 66 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 2
37.26.149. 196 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
31. 168. 6. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
199. 203. 35. 238 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.162. 104 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
132.76.50. 6 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
109. 253. 200. 228 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 32. 83 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.97. 114 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
217.194. 207. 185 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 75. 231 147.237.77. 170 Lhited Sates n@ar achot . i of . i | ET SCAN NVAP -sA (2) 1
210.73.74. 224 147.237.77. 176 Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
46. 107. 94. 86 147. 237.77. 216 Hungary dover.idf.il portscan: TCP DO stributed Portscan 1
210.73. 74. 224 147.237.77.19 Chi na law forumidf.il ET SCAN Potential SSH Scan 1
37.26.149. 191 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
199. 203. 173. 198 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
118. 165. 79. 90 147.237.76. 39 Tai wan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
104. 232. 98. 38 147.237.77. 170 naar achot . i df . i ET SCAN NVAP -sS wi ndow 3072 1
82.81.4.86 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
210.73.74. 224 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
62. 72. 202. 214 147.237.77. 216 Net her | ands dover.idf.il portscan: TCP D stributed Portscan 1
210. 73.74. 224 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

185. 24. 207. 41 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
Sreamng Engine: TCP Invalid i i ssi

212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 26
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.52.133.237  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.

46. 19. 85. 114 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi

185.32.179.4  |Israel 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.

176. 12. 160. 2 I srael 147.237.77. 176 |metpash.idf.il  |drop First packet isn't SN drop

176. 12. 160. 2 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect

185. 24. 207. 41  |Israel 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi

213.151.61.1  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

85. 65.176. 188 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 8
Ret ransmi ssi on Packet dropped.

212.199. 151. 119|I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
Sreaming Engine: TGP Invalid i i sSi

109. 253. 129. 56 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

147.236. 238.40 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SNretransmt with different moni tor (6

w ndow scal e
81.218.126.219 |lsrael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
Russi an o Streaming Engine: TCP Invalid |invaid segnent retransnission.

141.8.132.112  [C 20 147.237.72. 166 |aka i df .i | Ret r ansmi ssi on Packet dr opped. drop 6

31.7.185.23 Ger many 147.237.76.34 |yohalan.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi

79.180.219. 64 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop

141.0. 14.58 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

185.24.207.41  |Israel 147. 237. 77. 216 |dover . i of i Bad TCP sequence SMAXK retransmt with different 1opniior s

w ndow scal e

2.52.32.21 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

31.7.185.23 Ger many 147.237.76. 196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 4

185. 24. 207. 41  |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4

109. 253. 218. 144/l srael 147.237.77.233|atal .idf il Bad TCP sequence Inval i d AGK nunber noni t or 4

31.7.185.23 Ger many 147.237.76.202e.halag.idf.il  |Geo-| ocati on enfor cenent Geo-| ocat i on inbound enf or cenent |[dr op 4

46. 19. 85. 38 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4

31.7.185. 23 Ger many 147.237.76.44 |e.refuah.idf.il |Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 4

46. 19. 85. 42 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4

46.121.233.46 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

176. 12. 160. 2 | srael 147.237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 4
Sreaming Engine: TGP Invalid i i ssi

5.28.163.173  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

31.154. 162. 195 |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

31.7.185.23 Ger many 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop

31.7.185. 23 Ger many 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop

109. 253. 218. 144/l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreanming Engine: TGP Invalid i i ssi

2.54.133.157  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

87.71.95.186  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

80.246.139.84 |[Israel 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

79.177. 200. 114 |Israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

e SYNVACK retransmt wth different .

37.26.146.177 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ noni t or 3
Sreamng Engine: TCP Invalid i i ssi

64.134. 243,238 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.181.104.31 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

147.235. 8. 31 | srael 147.237.0.19 |madimatal.idf.il|{SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

87.71.114. 145 |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.179. 148. 238 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

185.3.147.165 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi

37.26.149.191 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

31.7.185.23 Ger many 147. 237.76. 199 |e. nakchal . i df .il |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 3
Sreaming Engine: TGP Invalid i i sSi

77.126.165.39 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

Russi an ) .. |Streaming Engine: TCP Invalid Invali d segnent retransnission.
130. 193. 51. 91 erat i on 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
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81.218.156.79 |lsrael 147.237.0.34 |tikshuv.idf.il [|Autonmated Wil nerability Scanning V1 B ock 91
109. 253. 214.39 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 64
37.26.149.160 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 49
176.13. 2. 217 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 26
147.235.8. 31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 5
217. 160. 155. 145|Ger many 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 217. 160. 155. 145 B ock 5
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 3
213.151.38.66 [Israel 147.237.77. 170 |m@ar achot . i df . i | [Mil ti pl e Uhauthori zed URL Access from 213. 151. 38. 66 B ock 3
2.54.2.150 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 122 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 157. 175/l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13.19. 131 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.23.192 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
37.26.149.154 |[Israel 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: Qpen Mvde None 2
131.253.25.173 |thited Sates |[147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
213.151.38.66 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 213. 151. 38. 66 B ock 2
46. 19. 86. 31 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
87.71.114.145 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/mai n/ sachar/ undefi ned B ock 2
37.46.39.72 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
185.32.179.4  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : cl’r(;fz‘f? , Cu;esgrcﬁim O e/ 1 st chi | cdocument s/ 1598 Bl ock 2
46.19. 85. 100 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None
213.151.61. 1 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
Unknown Par anet er
84.229. 38. 75 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i | / mai n/ gi yus/ at uda/ asnacht a. aspx
190. 42. 125. 133 |Feru 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 150. 131 |israel 147.237.72. 166 |aka. i df . i | mn:k“; I???‘;ﬁg nf;;g?:f/tgaz?icE:ﬁgfophsaChar$°t' 9Lin None 1
66.249. 64.230  Israel 147. 237.77. 216 |dover . i df . i | e e e o/ dover . aspx Bock |1
94. 230. 93. 61 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df .il/mai n/ gi yus/ general . aspx |Bl ock 1
37.26.146.192 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
81.218.89.58 | srael 147.237.72. 166 |aka. i df . i | m”;’k“:_ izaf‘r_?'l";tn;r NcgggﬁiitgagificEZﬁSfCPhsaChar$Ct' 63 in None 1
213.113.25.210 |Sweden 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwn i df.il/sip_storage/files/2/4912. png B ock 1
79. 180. 150. 131 |I srael 147.237. 72. 166 |aka. i df . i | m”;)k“; iZ?r_?’I“;tn;r Ncéggﬁiitgangfgz_'\’:égfwhsa‘:har$°t' SLin None 1
130. 193. 51. 92 :Zg::t”i on 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/navy/htm/tool fs. asp B ock 1
46. 19. 85. 230 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.52.171.56 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
213,254, 241. 7 zi;gegom 147. 237. 72. 166 |aka. i df . i | mngkmg Eﬁ?ﬁtﬁ‘; ;;ng:f};gfogﬁt:iz;m in None 1
87.70.48. 31 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
194.90. 99. 129 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ 1. he/ 960. css Bl ock 1
79.183.169. 121 |israel 147.237. 72. 166 |aka. i df . i | mn;’k“; i??’ﬁtﬂg Ncéégﬁ:;‘jtgaggffgz.'\’:égfcphsaChar$°t' 25 in None 1
147. 236.238. 40 |Israel 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f |B ock 1
94.230.93.109 |[lIsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method HEAD for v aka. i df .il/mai n/ gi yus/ defaul t.aspx |B ock 1
81.218.97.114 |israel 147.237.72. 166 |aka. i df . i | m;gf’: gfd_ H"f‘#;h;’/:;f:arﬁn J'ecfciizsd on Bl ock 1
185.32.179. 4 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
79. 180. 150. 131 |i srael 147.237. 72. 166 |aka. i df . i | mn;’k“; i??’ﬁtﬂg Ncéégﬁ:;‘jtgaggffgz.'\’:égfcphsaChar$°t' 63 in None 1
46.19. 85. 230 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SS. Sessions: Protocol violation (SSL_GON QLIENT_ HALQ  |None 1
87.70.48.31 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
208.115.113.89 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Miolation SortDr in wwidf.il/1065-en/ dover. aspx B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ngy. asp B ock 1
157.55.39.65  [lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut horized URL Access on wwidf.il/error. htm Bl ock 1
109. 7. 69. 34 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df . i |/ mai n/ gi yus/ B ock 1
185. 32.179. 4 I srael 147.237.77.243|nobi l e.idf . il Ml tiple Unaut horized URL Access from 185.32.179. 4 B ock 1
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