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03-09-2016-13:04:08 to 03-09-2016-14:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 134
82. 145. 222. 87 Eur ope 147.237.77. 216 dover.idf.il ock | p_ VWb In drop 20
82. 145. 209. 28 Eur ope 147.237.77. 216 dover.idf.il |Bock Ip Wb In drop 7
82. 145, 222. 189 Eur ope 147.237.77. 216 dover.idf.il |Bock Ip Wb In drop 5
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 3
93.174. 93. 218 Net her | ands 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 2
49. 129. 221. 206 Japan 147.237.77.121 e navy.idf.il ock Wp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il |[Bock Wp Al Nets drop 1
202. 58. 8. 231 S ngapor e 147.237.77. 74 lawidf.il Bl ock Wp Al Nets drop 1
87.69. 229. 113 I srael 147. 237.76. 86 navy.idf.il [Block Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
87.71.65.111 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
46.19. 86. 20 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
192.168.1.5 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
46.4.32.75 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
192.168.1.5 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
199. 30. 24. 44 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
213.57.203. 115 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
144.76. 4. 148 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
66. 249. 66. 158 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

81.218. 89. 58 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79. 176. 58. 87 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.149. 190 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.54.157.17 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.194. 203. 102 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 197. 254. 53 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 4096 1
104. 156. 247. 204 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
81.218. 190. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 243. 223 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
66. 249. 93. 99 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 148, 217 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.138. 161 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
218.246. 0. 97 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
149. 88. 186. 9 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 197. 254. 53 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 3072 1
84.109. 4. 90 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
132. 66. 235. 218 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 94
31.171.244.115 |Satzerland 147.237.77. 216 |dover.idf.il drop SAMrul e drop 93
132. 66. 235. 218 |l srael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence SINAK retransmt with different | oo [gs
w ndow scal e
31.171.244.115 |Swtzerland  [147.237.76.42 |refuah.idf.il drop SAMrule drop 61
Sreamng Engine: TCP Invalid i i ssi
109. 65. 59. 194 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion drop 48
Ret r ansni ssi on Packet dropped.
2.54. 140. 44 I srael 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 44
2.54.140. 44 I srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 18
2.54.140. 44 I srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 18
2.54. 140. 44 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber alert 15
Sreaning Engine: TCP Invalid i i ssi
176.13.5.55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =9 Invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
132. 66. 235. 218 |l srael 147.237.72. 156 |anan.idf .il dr op Frst packet isn't SN drop 12
46.19. 85. 188 | srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
46. 19. 85. 175 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 10
37.142.243.197 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
46.19. 85. 167 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
62.219. 115. 221 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
2.54. 140. 44 I srael 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
212.199. 251. 227|l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
i VWb Server Enforcenent i i
83. 136. 253, 188 | ted 147. 237. 77. 216 |dover . i of . i | , Anonymous DoSer Denial of Service | oo 8
Ki ngdom Mol ation Tool
212.199. 251. 227|1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 8
37.238.164.88 |lrag 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 85. 167 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 167 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 7
Sreamng Engine: TCP Invalid i i ssi
85.130. 216.49  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
37.142.243.197 |l srael 147.237.72. 167 |i shuri maka.i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TP Invalid i i ssi
37.26.147.164 |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
192. 117. 182. 203|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
82.166.136.4  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.19.180 [Israel 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54. 140. 44 I srael 147.237.0.19 |nadimatal.idf.il [SYN At t ack rej ect 6
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
31.168.89.106 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber moni t or 6
o SN retransmit wth different .
5.29.212.105 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e moni t or 5
- . . SYNPAXK retransmt with different .
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 5
192. 243.55.136 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different | oo s
w ndow scal e
- . . SYNPAXK retransmt with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence i ndow scal e noni t or 5
192. 243.55.132 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different | oo s
w ndow scal e
31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
192. 243.55.132 |Donini ca 147.237.77.176 |natpash.icf.il  [Bad TOP sequence SINAK retransmt with different | oo s
w ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237. 77. 216 |dover. i df .| Bad TOP sequence SINHAK retransmt wth different | oo g
w ndow scal e
37.142.223.39 |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 116. 134. 74 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
213.125.23.90 |Netherl ands 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
84.108.185.43 |[Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 132 | srael 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 4
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
83. 136. 253. 188 LKJ?ir:;((jjom 147.237.77.216|dover. i df . il Post Request - Mssing Content Type from 83.136. 253. 188 B ock 109
2.54. 140. 44 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 88
37.26.146.240 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code Bl ock 48
80. 246. 136. 122 |[Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Qode B ock 46
37.26.146.168 |[Israel 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 25
37.26.146. 144 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code Bl ock 8
216.35.195. 247 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for waw aka. i df . i/ mai n/ gi yus/ gener al . aspx B ock 6
109. 253. 147. 146|I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
80. 246. 133. 249 |[Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
2.52.36.82 I srael 147.237.77. 243 |nobi | e. i df . i | fbf‘rzt o T?/Ffs:cﬁgf; Lﬁgn'g\i‘g;zxf;d in Bock |3
46.19.85.147  |israel 147.237.76.42 |refuah.idf.il e Pe ?Adf?ff};’g‘lgﬂlgff?;‘;ﬁ”;;fcem der 1$txt Content in Bock |2
80. 246.130.57 |lIsrael 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
89. 138. 186. 252 |Israel 147.237.76.42 |refuah.idf.il mrma?g o ;y;e_ i\Adfo_' ia‘lt /' 326_‘:;;/20;?;;_6:;; acekbl der 15t xt Cottent in B ock 2
62.28.244.1 Por t ugal 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/aman Bl ock 2
37.26.146.240 |Israel 147.237.0.19 |madimatal .idf.il[ntraceabl e SS. Sessions: Qpen Mbde None 2
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66.249. 65. 224 B ock 1
185. 89. 217. 234 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
Dstributed Paraneter Type Mol ation on
46. 19. 85. 33 I srael 147.237.76.42 |refuah.idf.il wan ref ua. atal . i df.i1/1518- hel ref uah. aspx par anet er B ock 1
ct 1 00$Cont ent Pl aceHbl der 1$t xt Gont ent
37.26.146.168 |[Israel 147.237.0.19 |[nmadimatal . idf.il|untraceabl e SSL Sessions: (pen Mde None
2.52.172. 252 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl el shar ed/ | ayout . css B ock
102.243.55.135 |Doninica  |147.237.77.216|dover. i df . i1 ﬁ‘;t 72:)';;%%9 pocess ! d‘;/‘“a";”:‘"i;cfh;l' ; :;"f;:)’( :::’;)te:/ gﬁspSi n2. wnv Bock |1
80.178.98.149 [Israel 147.237.77.216|dover.idf .l Dstributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
185. 89. 217. 226 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed UR. Access on www idf.il/error.htm Bl ock 1
62.219. 234. 126 |lIsrael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf .il Dstributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 1
93.172. 225. 223 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ Bl ock 1
Unknown Par anet er
2.54.153. 175 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$4 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
198.175.126. 98 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw i df . il/aman B ock 1
66. 249. 65. 224 | srael 147. 237.77. 216 |dover . i df . i | ;haut horized URL Access to ww i df.il/1133-14160- he/ dover. aspxTAINN 8 ock 1
185.112. 248. 32 147.237.77.19 |lawforumidf.il [Wauthorized URL Access to 147.237.77.19/ B ock 1
132. 66. 235. 218 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.109. 137. 242 |l srael 147.237.72.167|i shuri maka. i df . i|jntraceabl e SSL Sessi ons: Cpen Mde None 1
217.160. 155. 145|Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
2.54.34.148 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1437-he/atal . aspx B ock 1
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover . i df . i | Oistributed Uhaut horized UR. Access on waw i df.il/anman Bl ock 1
80.178.98.151 |[Israel 147.237.77.216|dover . i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
185. 89. 217. 229 147.237.77.216|dover.idf .il Dstributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 1
66. 249. 64.56 I srael 147.237.76.42 [refuah.idf. il ?LJZ?UIZQ(?“ I7(§e EZ/ﬁnpAIC:teesss} steondt of ri end/ sendt of ri end. aspx Bl ock !
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 38.111. 147. 88 B ock
93.174.93.218 |Netherlands [147.237.77.74 |lawidf.il NULL Character in Method B ock 1
5.20.212.105 [l srael 147.237.77. 234 |hal ag. i df .i | o ;'Sl;“tﬁdZéﬂﬁtngge'sfﬁaﬁlﬁf‘fs; l‘_’”gi . Bock |1
208.115.113.89 [Lhited Sates [147.237.77.74 [lawidf.il muggr:zfedl ﬁoﬁigfsefcto‘:e/ doc. myr/ doc. gt . asp B ock 1
73.129.92.126 |hited Sates [147.237.77.216|dover.idf.il Untraceabl e SSL Sessions: (pen Mode None 1
192.243.55.129 |omnica  [147.237.77.176 nat pash. i df . i | m“égg;'_zi%c: _%’?/‘tgcn;f’;seéloshar o user cont ol s/ header Upper Bock |1
134.191.232. 69 |lsrael 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
46.185. 250. 106 |Jordan 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None
88.161.117.91 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
37.26.146.240 | srael 147.237.0.19 |nadi matal .idf.il :T;L?gn?]at?'?n;tﬁrl /mngg?: 2?1(348%;‘22:2 ZZS;DI deriStxtStreet in None 1
2.54.34.148 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
193.105.199.1 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/main/scripts/css3pie. htc Bl ock
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