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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
81.218.8. 34 | srael 147.237.72. 167 i shurimaka.idf.il Bl ock_Udp All _Nets dr op 3
81.218.8. 34 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
184. 105. 139. 94 Lhited Sates 147.237.72. 166 aka.idf.il Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147. 237. 77. 178 e. mat pash. i df . | Block Np All Net drop 1
184. 105. 139. 94 Lhited Sates 147. 237. 77. 170 naar achot . i df . i | Block Np All Net drop 1
184. 105. 139. 122 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il B ock Np Al _Net dr op 1
184. 105. 139. 74 Lhited Sates 147.237.77. 205 prisha.idf.il Block Np All Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147. 237. 8. 45 e.eitanidf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
79.177.242. 24 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 24
82.166. 115. 233 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
85. 65. 93. 236 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 10
149. 78. 120. 205 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 8
109. 64. 243. 213 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
147.235.236. 1 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 7
109. 253. 201. 123 |l srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 2
66.249. 93. 117 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 93. 121 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
37.26.148. 225 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 2
46.19. 85. 29 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 102 |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 44 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 1
188. 165. 15. 126 France 147.237.76.200 |eitan. aka.idf.il [Clo00146: HTTP. AnhrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
37.142.182.18 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
31.168. 173. 34 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.54.153. 172 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
207.232. 35. 45 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
2.54.1.236 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
192. 114. 23. 208 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 139. 41. 193 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
85.114. 144. 115 147. 237. 0. 200 Ger many rdu. i df il ET SCAN NVAP -sS w ndow 2048 1
84.108. 130. 158 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
79.176. 102. 147 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
37.26. 148, 184 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29. 146, 213 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237. 72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.143. 219 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
93. 189. 26. 18 147.237. 72. 156 Austria anan. i df . i | ET SCAN NVAP -sS w ndow 1024 1
85.114. 144. 115 147.237.0. 200 Ger many . i df il ET SCAN NVAP -sS w ndow 3072 1
85.114. 144. 115 147. 237. 0. 200 Ger many rdu. i df il ET SCAN NVAP -f -sS 1
82. 80. 196. 44 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
175.157.206.9 |Si Lanka 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 66
Sreaning Engine: TP Invalid i i ssi
80. 246. 137. 173 | srael 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. o 36
Ret ransni ssi on Packet dropped.
175.157.206.9 | Lanka  |147.237.77.216 |dover.idf. il Bad TCP sequence SYNWACK retransmit with monitor |31
di fferent w ndow scal e
2.54.163.78 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 22
Sreaming Engine: TGP Invalid i i ssi
109. 253. 201. 123|i srael 147.237.0.34  |tikshuv.icf.il 9 =g Invalid segnent retransmssion. o 21
Ret ransni ssi on Packet dropped.
212.179.21.194 |israel 147.237.72. 166 |aka. i df i drop First packet isn't SW drop 21
R SN retransmit wth different .
79.180. 106. 61 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal e noni t or 16
Sreaming Engine: TCP Invalid i i ssi
79.182.28.130 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.171 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19. 85. 44 I srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.0. 103 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
87.70.31.108  |Israel 147.237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
212.179.21.194 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or
212.179.21.194 |israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
80. 246. 138. 137 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
2.54.161.123 | srael 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TP Invalid i i ssi
2.54.13.2 I'srael 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
212.179.21.194 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
46.19. 85.93 I srael 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
79.178.254. 183 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
46.19. 85. 162 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert
46.19.85.18 [Israel 147.237.77. 226 | "} chanatz.aka.1df |paq TOP sequence Inval i d ACK nunber moni tor 6
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
79.178. 254. 183 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
132. 66. 194. 239 I srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.19.180 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
79.178.254. 183 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
77.126.174.110 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.38. 76 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.20. 255 |l srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109.65.85.51  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
212.179.21.194 |israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber aert 5
2.54.154. 139 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
168. 63.139.43 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
212.143.124. 116|lI srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 5
46.19. 86. 118 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
212. 143. 124. 116|l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.163.78 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunier noni t or 4
212.179.46.16 |lIsrael 147. 237. 76. 197 |e. hi nush. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 162 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85.18 I'srael 147.237.77. 226 [ chanatz. aka. 107 |paq TOP sequence Inval i d ACK nunber aert 4
212.143.124. 116|I srael 147.237.0.34 [tikshuv.idf.il drop First packet isn't SW drop 4
62.219.118.222 |lsrael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SYN drop 4
109. 65. 188. 204 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
212.143.124. 116|I srael 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.163.78 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.163.78 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.2.77 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 188
176.13.11.173  |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 177
109. 253. 216. 16 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 173
2.54.191. 107 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 127
109. 253. 143. 2281 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
46.19. 85. 165 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 92
2.54.34.197 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 26
176.13.12. 167 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
2.54.177. 227 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
109. 253. 133. 210|I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 8
46.19.86.2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.147.195 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82. 80. 196. 44 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf .il Ml tiple Uhauthorized URL Access from 46. 118. 155. 216 B ock 3
82.102. 169. 113 |l srael 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
80. 246. 139. 218 |l srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unauthorized URL Access from 80.246. 139. 218 Bl ock 3
66. 249. 65. 224  |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 65. 224 B ock 3
80. 246. 139. 218 I srael 147.237.77. 243 |nobi | e. i df . i | nu;gult:?rc;fsz /t';tlegpgf;sem‘;es“ st ohi 1 ddocunent s/ 1432 Bock |2
77.158. 88. 41 France 147.237.77.216|dover.i df .i | Dstributed Waut horized URL Access on waw idf.il/error.htm Bl ock
37.26.148.230 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
131. 253. 25. 139 g‘;tt:: 147.237.77. 216 |dover.i df .i | Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 2
46. 19. 85. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
210. 224. 185. 53 [Japan 147.237.77. 216 |dover.i df .i | Ml tipl e Uhaut horized LRL Access from 210. 224. 185. 53 B ock 2
5.102. 227. 92 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
194. 114. 146. 227 |1 sr ael 147.237.77. 216 |dover.i df .i | Ml ti pl e Unauthorized URL Access from 194. 114. 146. 227 B ock 2
87.70. 31. 108 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
54.152. 3. 137 g;g: 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 54. 152, 3. 137 B ock 1
119. 95. 2. 120 Fhilippines |147.237.77.176 |mat pash. i df.i | Dstributed PHP Attenpt B ock 1
212.25.119.193 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.158. 88. 40 France 147.237.77.216|dover.i df .i | D stributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
37.26.146.239 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
185. 89. 217. 224 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 1
141. 0. 14. 144 Eur ope 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
62.0.101. 97 I srael 147. 237.77. 216 |dover . i df . i | mult gfo_ri'lzfi’drmgul ' fﬁ;s:crt(ﬁl sanebot tom i Bock |1
54. 67.53. 209 g;g: 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
37.26.148.225 |israel 147.237.72. 166 |aka. i df . i | mw:;:ri c'ﬁdl ?:a’l' n\f;' ;fj's/onm y'u':] /i yunpr ocessauest | onnai . aspx None 1
208. 115. 113. 89 g;g: 147.237.77. 216 |dover.i df .i | Par anet er Type Mol ati on PageNumin waw i df .il/1065- he/ dover.aspx  |Bl ock 1
79.180. 150. 131 I srael 147.237.72.166 |aka. i df . | m”;’k":l??ﬁg n/i;gr?;‘jt;ag?fgz_“’:isgfcphsa"har$°t' 7sin None 1
Dstributed Parameter Type Mol ati on on
176.13.12. 167 |lIsrael 147.237.0.19 |nadimatal .idf.il madi matal .idf.il/nobil e/ 1088- he/ neret z. aspx par anet er B ock 1
ct1 00$Cont ent A acetbl der 1$txt d ty
68. 180. 228. 112 LSthlatt:sd 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df.il/navy/htm/unitfs. asp B ock 1
54.152. 3. 137 Wi ted 147.237.77. 226 WNW chanat z. aka. i Dstributed PHP Attenpt B ock 1
Sates df.il
119. 95. 2. 120 Phi lippines |147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . idf.il/xnirpc. php Bl ock 1
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/images/ 1. he/error.png B ock 1
217.194.203.52 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185. 89. 217. 227 147.237.77. 216 |dover. i df . i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock 1
147.235.236.1 |l srael 147.237.72.166 |aka. i df . i | mn;’k"‘gl'z{;“?rf;;r N""r”;g;m'tr;scrip”esource_ o None 1
Parameter Type Mol ation
62. 219. 50. 56 I srael 147.237.77.74 |lawidf.il Mast er $Cont ent P acetbl der 1$FAQLI st i ewTenpl at e1$l nt er nal Sear ch1$t xt [Bl ock 1
FreeText Search in wwv | aw i df .il/1133-he/ pat zar. aspx
54. 67. 53. 209 LSthlatt:sd 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df.il/wp-1ogin. php B ock 1
208.115. 113. 89 g];::: 147.237.77. 216 |dover.i df . i | Paraneter Type Molation SortOr in wwidf.il/1392-en/ dover. aspx B ock 1
79.180. 150. 131 |Israel 147.237.72. 166 |aka. i df . i | mngk“;i??ﬁtrg nf;;g:;‘;tp'a?gff;"):.N:isgf‘:phsa‘:har$Ct' 9in None 1
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