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03-09-2016-08:04:07 to 03-09-2016-09:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
80. 246. 139. 53 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 65
109. 64. 28. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 8
176.13.11. 21 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 3
80. 74. 102. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
216. 218. 206. 67 Lhited Sates 147.237.8. 24 e lifestyle.idf.i|B ock Udp Al Nets drop 1
71.6.216.41 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_Udp All _Nets drop 1
23.228.107. 104 Lhited Sates 147.237.8. 14 e.orchot.idf.il |Bock Np All Net drop 1
184. 105. 247. 219 Lhited Sates 147.237. 8. 45 e.eitan.idf.il Block Udp All _Nets drop 1
23.228. 107. 104 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np All _Net drop 1




03-09-2016-08:04:07 to 03-09-2016-09:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
5.29. 131. 168 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
176.13.1.181 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
37.26.149. 234 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
66. 249. 66. 190 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 214. 38 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 2
79.177. 115. 236 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1




03-09-2016-08:04:07 to 03-09-2016-09:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
209. 126. 116. 147 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
176.13.1. 181 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 253. 199. 213 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102. 48. 193 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 190. 42 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
40.121. 136.51 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
216. 170. 120. 121 147.237.77. 205 Lhited Sates prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 13. 21. 174 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
139. 196. 57. 234 147.237.77. 205 Chi na prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 186. 50. 192 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
93.174.93. 181 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 85. 155 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1




03-09-2016-08:04:07 to 03-09-2016-09:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Action ‘Count

192. 254. 250. 164|Wited Sates [147.237.77.216 |dover.idf.il [SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 15
Sreamng Engine: TCP Invalid i i ssi

46.19.85.188  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

111.199. 82. 251 |Chi na 147. 237.77. 216 |dover.i df .11 |Bad TCP sequence igge”a”sm't with different wndow | oiivor o

62. 0. 200. 215 | srael 147.237.72. 166 |aka.idf.il  [drop First packet isn't SN drop 9

46. 19. 86. 186 I srael 147.237.72. 166 |aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

185. 32.179. 184 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 6

46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 6

109. 253. 217. 108! srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

176.13.12.91  [Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

reanming BEngine: TCP Invali i i ssi

46.19.85.100  |Israel 147, 237. 7. 243 bl e, i of 1| X T SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

37.46.41.111 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi

79.179.53.36  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.

109. 253. 217. 108! srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid AGK nunber aert 6

62. 0. 200. 170 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5

37.26.147.195 |l srael 147.237.76.86 |navy.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5

87.69. 48. 74 I srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5

109. 64. 28. 234 |l srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 5

2.54.10.128 I srael 147.237.72. 156 |aman.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

87.69. 48. 74 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid AGK nunber aert 4

109. 64. 28. 234 |l srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 4

192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 4

37.26.147.197 |lIsrael 147.237.72. 156 |aman.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

- o SYNWACK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lanidf.il |Bad TCP sequence wi ndow scal 6 noni t or 4
46. 19. 86. 56 I srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
- o SYNVACK retransmit with different .

192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il |Bad TCP sequence i ndow scal @ noni t or 4

192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or

192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf il |Bad TCP sequence noni t or
Sreaming Engine: TGP Invalid i i sSi

109. 65. 189. 99 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

84.94.121.186 |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

2.54.188.234  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

106. 39. 60. 188  |Chi na 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent  |drop 3
Sreamng Engine: TCP Invalid i i ssi

2.54.7. 24 I'srael 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 243 | srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

147. 236. 238. 2161 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 65. 191. 172 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

185. 3.147.210 |Israel 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 3

213. 8. 204. 16 | srael 147.237.72. 166 |aka. idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaning Engine: TGP Invalid i i ssi

2.53.10. 138 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.

82.80.139.237 |Israel 147.237.72. 166 [aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3

192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 3

192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf il |Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi

109. 253. 210. 134|I srael 147.237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

192. 243.55. 133 |Donini ca 147.237.77. 216 |dover.idf i1 |Bad TOP sequence SINWAK retransmt with different —Joogiior |3

W ndow scal e

Sreamng Engine: TCP Invalid i i ssi

46.19.86.229  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi

176.13.7.202 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

80. 246. 136.58 |l srael 147.237.72. 166 [aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

37.26.148.211 |[Israel 147.237.72. 156 |aman.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i ssi

79.177.179.13  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 253. 215. 224/l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 59 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 74
109. 253. 192. 2211 srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 38
109. 253. 204. 43 |I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
176.13.11. 100 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
37.26.146.243 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 27
2.52.138. 189 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 12
176.13.4.123 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
109. 253. 144. 114/l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 5
192.115.252.2 |israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 192. 115. 252. 2 Bl ock 3
109. 65. 61. 107 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 65. 61. 107 B ock 3
46.19. 86. 110 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
37.26.146.243 |[Israel 147.237.0.19 |[madimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/anan B ock 1
80.179.9.7 I srael 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
183. 206. 165. 99 [Chi na 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wanidf.il/editorol d/editor/ B ock 1
46. 19. 85. 137 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
84. 109. 90. 4 | sr ael 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 1
207.46.13.187 |lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka. idf.il/main/snalinifag aspx None 1
. . Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 0/ si ze100x0/ 3250, pg B ock 1
) www. chamat z. aka. i ) o , '
183. 206. 173. 99 |Chi na 147.237.77. 226 df il Uhaut hori zed URL Access to wan chanat z. aka.idf.il/editorol d/editor/ |B ock 1
157. 55. 39. 93 Lhited Sates [147.237.72.166aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 65. 161. 65 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ nai n/ sachar / decl ar at i onexpl anat i on. aspx None 1
Unaut hori zed URL Access to
192. 243.55. 134 |Doni ni ca 147.237.77.74 [lawidf.il wwwy | awidf.il/tenpl ates/getfile/getfile. aspx?fil ename=xhl | yt axl t awns5 |Bl ock 1
kb2n¥&i nf ocent erit en¥true
80.179. 9. 115 I srael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
183. 206. 165. 99 [Chi na 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 183. 206. 165. 99 B ock 1
109. 253. 209. 64 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 1
84.109. 90. 4 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xnrpc. php B ock 1
212.68.157.162 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
; ] URL is Above Root Drectory
185.89. 217. 231 147.237.76.86 [navy.idf. il wan navy. i df.il /.. /i nages/ shar ed/ hone. png Bl ock !
Unknown Par anet er
109. 65. 161. 65 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth in None 1
w aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
Unaut hori zed URL Access to
192. 243.55. 136 |Doni ni ca 147.237.77.74 [lawidf.il wwwy | aw i df.il/tenpl ates/ getfile/getfile. aspx?fil enane=xgf Sb3nol wvy3 |B ock 1
ncdghpa2f cdhphdnt t xdewodcuzg9j & nf ocent eri t en¥t r ue
. . D stributed Unaut hori zed URL Access on
80.179.223.31 |Israel 147.237.77. 176 [nat pash. i df . i | v cogat i df i |/si p st oragelfi | es/ 9/ 4629, pg Bl ock 1
Unknown Par anet er
46.120.76.200 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Questi [None 1
on$38 in v aka. i df.il/nai n/ gi yus/ questi onnai re. aspx
183. 206. 165. 99 [Chi na 147.237.77. 243 |nobi l e. i df . i | Mil tipl e Unhauthorized URL Access from 183. 206. 165. 99 B ock 1
111.199. 82. 251 |Chi na 147.237.77. 216 |dover. i df . i | WL i's Above Root D rectory Bock |1
wwy i df.il/../shared/ usercontrol s/ header upper/
- - . Unaut hori zed URL Access to
87.70. 33. 152 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i f i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx B ock 1
212.179. 159. 253l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuw aka. idf.il/om B ock 1
68.180.228.112 |Lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1399-en/ dover.aspx |B ock
193. 201. 227. 152|kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/1044- he/ i shuri m aspx Bl ock
Unaut hori zed URL Access to
81.218. 136. 207 |lsrael 147.237.77. 176 |nat pash. i df . i | vy cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ nor ei nf o/ ti chnun. yos |B ock 1
h@mai | . com
46.121.136. 206 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/ishurim nai B ock 1
183. 206. 173. 99 |Chi na 147.237.77. 170 [maar achot . i df . i | Ml ti pl e Uhaut horized URL Access from 183.206. 173. 99 Bl ock 1
2.54.188. 92 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212.122. 209|Whited Sates [147.237.77.234|hal ag.idf.i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
Unaut hori zed URL Access to
. . ww | df . i |/ 1086- 20722- he/ dover . aspx&sa=u&ved=0ahukew o_n2ng
95. 86. 83. 206 I srael 147.237.77. 216 |dover . i df . i | bpl ahvdi pokhcl cbsyqf ggt mai &usg=af gj cnf Senbsht gt h8k1legco9nl 8pu Bl ock !
nkba
Russi an - . . R .
217.69. 133. 10 r at i on 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots.txt B ock 1
192.115.252.2 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/sip_storage/files/8/ Bl ock 1
; . . Unhaut hori zed URL Access to
68.180.228. 112 |lLhited Sates [147.237.77.216|dover.idf.il v i i 1/ engl i sh/ doct i nel doct i ne. st nf B ock 1
183. 206. 165. 99 |Chi na 147.237.77.74 [lawidf.il Ml ti pl e Unhaut hori zed URL Access from 183. 206. 165. 99 Bl ock 1
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