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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
87.69. 165. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
184. 105. 139. 88 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np All Net dr op 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Wdp Al Nets drop 1
198. 167. 129. 9 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bl ock_Ulp Al _Nets drop 1
23.228.107. 104 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Np All Net drop 1
184. 105. 139. 100 Lhited Sates 147.237.72.217 e idf.il B ock Np Al Net drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 233 atal.idf.il ock Wp Al Nets dr op 1
23.228. 107. 104 Lhited Sates 147.237.76. 38 eeneitav.idf.il Block Np All Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.8. 27 e nadimatal.idf.il [Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1
23.228.107. 104 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1
107. 6. 113. 220 S ngapor e 147.237.72. 167 ishurimaka.idf.il L4 Source or Dest Port Zero dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 6
212.29.223.233 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
46.117. 233. 201 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
176. 13. 3. 67 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 130. 5. 113 147.237.76. 34 yohal an.i df .i| ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147. 237.76. 39 Canada nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 3072 1
37. 1. 209. 203 147. 237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0. 33 Chi na idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 113 147.237.76. 38 eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 147. 237.77. 61 St zerl and e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.1.209. 203 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
37. 1. 209. 203 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TCP Invalid i i ssi
85. 130. 239. 134 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Inval i d segnent retransmssi on. drop 78
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
37.26.149. 149 |israel 147. 237. 77. 176 |nat pash. i df . i | 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.52.133.237 |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.66  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
147.236.33.36 |l srael 147. 237.76. 200 [ei tan. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dropped.
85. 130. 239. 134 |I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaning Engine: TGP Invalid i i ssi
5.22.129.102 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
176.13.21. 208 |Israel 147.237.72. 166 |aka. i of . i | 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
69. 31. 51. 31 ’;{”;(;ym’us 147.237.77. 233 |atal i df .l drop Frst packet isn't SN drop 9
85. 130. 239. 134 |l srael 147.237.72. 167 [i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
172.172.18.74 |lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
85. 130. 239. 134 [l srael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 7
192. 243. 55. 135 |Domi ni ca 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SIAK retransmt with different | oo |7
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Invalid ACGK nunber noni t or 7
. s SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 6
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
79.179. 228. 134 |1 srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or
192. 243. 55. 130 | Do ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243. 55. 131 |Domi ni ca 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SAK retransmt with different oo |5
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77.176 |natpesh.icf.il  |Bad TCP sequence SINAK retransmt with different | oo |5
w ndow scal e
102. 243. 55. 129 |Doni i ca 147.237.77.176 |matpash.icf.il  |Bad TOP sequence SINAK retransmt with different oo |5
w ndow scal e
. o SYNVACK retransmt wth different .
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal & noni t or 5
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SAXK retransmt with different oo |5
w ndow scal e
. R SYNVACK retransmt wth different .
192. 243. 55. 132 |Doni ni ca 147. 237. 77. 216 |dover i df .i | Bad TCP sequence i ndow scal e noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |matpash.icf .il  [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19.86.205 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
. o SYNVACK retransmt wth different .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |natpash.idf .il  |Bad TCP sequence Inval i d ACK nunber aert 4
. R SYNVACK retransmt wth different .
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 216 |dover i df .i | Bad TCP sequence i ndow scal e noni t or 4
192. 243. 55. 135 |Coni ni ca 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINAK retransmt with different oo |
w ndow scal e
. o SYNVACK retransmt wth different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |natpash.idf .il  |Bad TCP sequence i ndow scal & noni t or 4
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SAXK retransmt with different oo s
w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |natpash.idf .il  |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 204. 79 |1 srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |naarachot . idf .il [Bad TCP sequence Inval i d ACK nunber noni t or 3
- . . SYNPAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
109. 65. 121. 248 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
- . . SYNtAXK retransmit with different .
192. 243. 55. 136 |Domi ni ca 147.237.77. 176 |nat pash. i df .i Bad TCP sequence i ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
176.13.3.218 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.41.31 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 108
176.13. 2. 109 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 76
176.13.21.219 |israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 41
37.26.149.196 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 27
109. 253. 159. 61 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.54.183. 173 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
46.120.76.161 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 65. 121. 248 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
37.26.146.139 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.149.244 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
103. 193. 116. 59 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
65. 75. 160. 133 g];::: 147.237.76.200(ei tan. aka. i df . i | Lhaut hori zed LRL Access to eitan. aka.idf.il/ol d/ wp-adnin/ Bl ock 1
192.243.55.137 |Doninica  |147.237.77. 176 |mat pash. i df . i | mmmfvué :goar‘t' .Zi":j‘: .ﬁtfn:f;se; B et od user cont 1ol o/ header per Bock |1
80.179.9.7 I srael 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
46.99.7.92 A bani a 147.237.77.216 |dover. i df . il Dstributed PHP At enpt Bl ock 1
185. 82. 200. 91 147.237.0.17 g]fn|y| kosher-kravi. 1|, i bited thaut hori zed URL Access on 147. 237. 0. 17/ B ock 1
103. 193. 116. 59 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwidf.il/xnrpc. php B ock 1
66. 249. 65.224 |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized LR Access from 66.249. 65. 224 B ock 1
199. 212. 86. 48 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
80.179.9. 115 I srael 147.237.77. 216 |dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
46.99.7.92 A bani a 147.237.77.216|dover. i df .i | D stributed Unhauthori zed URL Access on waw i df .il/xnbrpc. php B ock 1
185. 82. 200. 91 147.237.76.39 |nobile.neitav.idf.il |Dstributed Wauthorized URL Access on 147.237. 76. 39/ B ock 1
109. 65. 61. 107 I srael 147.237. 72. 166 |aka. i df . i | el i?’;geg/’?ing:ag;;;féoibgcﬁi’ [ kepatzl[resiolz Bock |1
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 1
207. 46. 13. 100 g‘ialt:g 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
82.102. 169. 113 [lIsrael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf . il Ml ti pl e Unhaut horized URL Access from 192. 243, 55, 132 B ock 1
109. 65. 61. 107 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 65. 61. 107 Bl ock 1
66.249. 66. 179 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 1095- he/ pat zar . aspx B ock 1
216. 218. 206. 67 gq;ttgg 147.237.0. 17 g; niy|- kosher -kravi . i Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
180. 40. 168. 85  |Japan 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to ww i df.il/navy/ B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1503-en/ dover. aspx. B ock 1
62.210.254.52  [France 147.237.72.166 [aka. i df . i | ;’;/:a/I/fv(\Ju(wnz(lj(al.Jiqc;f .i |/ mai n/ sachar/resources/ i nages/ i cons/ f avi con. png Bl ock !
Unhaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.77.74 [lawidf.il ww | aw i df.il/tenpl ates/ getfil e/ getfile. aspx?fil enane=xgf 5b3nol wvy3n Bl ock 1
cdghpa2f cdhphdm t xdewnt guzg9j & nf ocent eri t en¥t r ue
68. 180. 230. 224 ;“;tt:s 147.237.76.31 |nakchal .idf.il ma"nztkf:aj T’I"f; .\iAIC;I fé;g_”h;agz'k\ﬁ; ' Zpr Bock |1
184. 105. 247. 196 g‘;tt:: 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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