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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
84.111. 125. 88 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 33
114.79. 13. 54 | ndonesi a 147.237.77. 216 dover.idf.il B ock | p Vb In dr op 10
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
184. 105. 139. 124 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Nt drop 1
184. 105. 139. 68 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Np Al _Net drop 1
184. 105. 139. 108 Lhited Sates 147. 237.77. 234 hal ag. i df il Block Np Al Net drop 1
184. 105. 247. 232 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | B ock_Udp Al _Nets dr op 1
184. 105. 139. 84 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il Bock Np Al Net drop 1
65. 196. 5. 13 Lhited Sates 147.237.77.216 dover.idf.il B ock Udp All Nets drop 1
184.105. 139. 116 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il Bock Np Al Net drop 1
23.228.107. 104 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al Net dr op 1
74.82. 47. 50 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il B ock Wp Al Nets drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il B ock Np Al Net drop 1
23.228. 107. 104 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il Block Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147. 237.77. 170 naar achot . i of . i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site |Sgnature Devi ce Action |Count |
144. 76. 4. 148 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
46.116. 110. 197 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
144. 76. 4. 148 Ger many 147.237.77.170 |maarachot.idf.il |ClL000074: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 120. 173. 102 |Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
104. 215. 89. 20 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 215. 89. 20 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
94. 20. 191. 70 147. 237.72. 156 Azerbai j an anan. i df . il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
40.76. 95. 41 147. 237.76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
198. 180. 198. 185 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 215. 89. 20 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.20. 191. 70 147. 237.72. 156 Azerbai j an anan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93.189. 26. 18 147.237.77.19 Austria I awforumi df il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 170 Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
40.76. 95. 41 147. 237.76. 198 Lhited Sates e yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
218. 246. 0. 97 147.237.0. 16 Chi na ny- kosher -kravi . i df i ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185 147.237.72. 167 Lhited Sates i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
176.13.22.217 |israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
188. 120. 148. 148|i srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
176.13.4.102  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
5. 28. 185. 50 I'srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
37.26.148.140 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an Do Sreaming Engine: TQP Invalid |invaid segnent retransnissi on.
83.149.34.216 - -0 - 147. 237. 72. 166 |aka.i df .i | Ret r ansi Ssi on Packet  dr opped. drop 3
46.19. 85. 194 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
192. 243. 55. 138 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
Sreanming Engine: TCP Invalid i i SSi
46.19. 85. 87 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 204 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i ssi
2.54.149.185 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.182.22.68  |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192. 243, 55. 138 |Doni i ca 147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt W th monitor |3
di fferent w ndow scal e
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence nonitor |2
. R SYN+ACXK retransnmit wth .
192. 243. 55. 138 |Domi ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal & nonitor |2
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 170 |naar achot . i of . i | Bad TCP sequence noni tor |2
91.200. 12. 143  |lkrai ne 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 2
46. 19. 86. 99 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 132 |Donmi ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |2
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |2
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence Invalid ACK nunber noni tor |2
46. 19. 85. 87 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
91.200.12. 141  |lkrai ne 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
Sreaning Engine: TGP Invalid i i ssi
207.46.13.127 |Uited Sates |147.237. 72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 204 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert
2.54.3.99 I srael 147.237.77. 216 |dover.i df i | SYN At tack SYN -> SYN-ACK -> RST rej ect
77.237.138.202 |Czech Republic |147. 237. 77. 212 |e. dover. i df il Geo- | ocati on enf or cenment g':? o:ggﬁ:mo n i nbound drop 2
91.200.12. 141  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop
192. 243.55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or
192. 243, 55. 132 |Doni i ca 147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt W th monitor |2
di fferent w ndow scal e
- . . SYNtACXK retransmt with .
192. 243. 55. 129 |Doni ni ca 147.237.77. 170 |n@arachot . i df . i | Bad TCP sequence di fferent vindow scal e noni t or 2
. . . SYNtAXK retransmit with .
192. 243. 55. 138 [Doni ni ca 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence di fferent w ndow scal e nonitor |2
Sreaning Engine: TGP Invalid ' i ssi
65.55.210. 180 |Lhited Sates  |147. 237.76. 200 [ei tan. aka i df . i1 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 2
- . . SYNtACKK retransmt wth .
192. 243.55. 138 |Domini ca 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence di fferent v ndow scal e noni t or 2
108.19.86.184 |Lnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
82. 166. 93. 85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
65. 55. 218. 40 Lhited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
184. 105. 247. 200|United States [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 104 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 219|Wited Sates  |147. 237. 77. 226 "‘f";‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
- . . SYNtACKK retransmt wth .
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i df .i Bad TCP sequence di fferent v ndow scal e noni t or 1
192. 243.55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 108 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 47
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf.il mu;gs;' L e navy. aspx. aspx Bock |2
67.85.177. 37 Uhited Sates |147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for vww aka. i df . i |/ mai n/ gi yus/ Bl ock 2
211. 76. 254. 2 Tai wan 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/newsite/ english/nain. asp B ock 2
198. 252.106. 75 |Uhited Sates |147.237.76.200[ei tan. aka. i df . il Lhaut hori zed URL Access to eitan. aka.idf.il/wp/wp-adm n/ B ock 1
176.13.22.217 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ca in v aka. i df.il/main/rabanut/general .aspx [None 1
68.180.230.29 [United States |147. 237. 77. 176 |mat pash. i df . i | mag;imﬁe M /Oigiis_o;efi‘ggz’f"ais';x Bock |1
46. 19. 85. 204 I srael 147.237.77.216|dover.idf . il Unknown HTTP Request Method 52.; in URL _pk_ses. 20. 8af c=* B ock

185. 112. 248. 32 147.237.76.39 |nobile.neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ B ock

109. 253.212. 77 |Israel 147.237.77. 243 |nobi | e. i df . i | LAt Q cl’rd'fz‘f? , g:eg'ogrcyim O e/l st chi | ddocurent &/ 1071 Bl ock 1
66.249.64.131 I srael 147.237. 72. 166 |aka. i df . i | o e ;;.e?ﬁ;?_na'iafl(/:;is?utscl)gener . aspx Bock |1
205. 186. 180. 16 |Lhited Sates |147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf. il /wordpress/wp- adnin/ B ock 1
176.13.22.217 |israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter cat in ww aka.idf.il/main/rabanut/general . aspx [None 1
46.19. 86. 99 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 1
190. 60. 88. 70 Gile 147.237.76.86 [navy.idf.il Qooki e Tanpering on cookie _ atrfs: Expected ab/ None 1
141. 212. 122. 209|Lhited Sates |147. 237. 77. 226 }IW\IM;/ chanat z. aka. I d Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
66.249.66. 184 I srael 147.237.0.34  [tikshuv.idf.il mu: PE;LS\?dl ;?LI IA/Cr(T:u?de ets(; shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
5. 28.180. 24 I srael 147.237.0.19 |nadi matal .idf.il fdf"n? ;Ie; _Tiydpf’e_i\l'i/?'ogf 'nogs;)t(' 00SCont ent M acetbl der 1$txt Gapteha i gy oy 1
207.46.13. 70 Lhited Sates |147.237. 77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
176.13.22.217 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter cat!| in v aka.idf.il/nain/rabanut/general . aspx [None
107.15.200. 219 |United Sates |147. 237. 72. 166 |aka. i df . i | e i?’tagegfing:ag:gc;féoibgcﬁi’ [ kepatzl[resiol2 Bock |1
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wawidf.il/englisch B ock 1
157.55.39. 150 |lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46. 19. 85. 204 | srael 147.237.77.216|dover. i df . i | Illegal HITP \ersion Bl ock 1
185.28.20.201 |lnited Sates |147.237.76.200|ei tan. aka.idf.il Uhaut hori zed LRL Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
107. 15. 209. 219 |Uhited Sates |147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from107. 15. 209. 219 B ock 1
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
102.243.55.138 |Domnica  |147.237.77. 176 |mat pash. i df . i | m“égg;t' .Zie; lﬁL/ t’icn;?:et;shar ed user cont ol s/ promot i oncube Bl ock 1
176.13.22.217 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ¢ in ww aka.idf.il/nain/rabanut/general .aspx [None 1
67.85.177. 37 Lhited Sates [147.237.72. 166 |aka. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46. 19. 85. 204 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock 1
219.94.128.197 |Japan 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed URL Access to eitan. aka.idf. il /bl og/ wp- adnin/ B ock 1
185. 82. 200. 91 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
108.29. 111. 117 |Uited Sates |147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
64.71.32.23 Lhited Sates [147.237.76.200|ei tan. aka.i df .il Uhaut hori zed URL Access to eitan. aka.idf.il/wp-admn/ B ock 1
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