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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 5
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3
185. 130. 5. 228 147.237.0. 35 akaws. i df.il Bl ock Wp Al Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
23.228. 107. 104 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al Net drop 1
71. 6. 216. 40 Lhited Sates 147. 237.72. 217 eidf.il ock Wip Al Nets drop 1
184. 105. 139. 80 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Np All Net drop 1
39. 166. 206. 159 Chi na 147.237.77.121 e.navy.idf.il ock_Udp All _Nets drop 1
71.6.216. 50 Lhited Sates 147.237.77.179 e.nazi.idf.il Bl ock Wp Al Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
49. 80. 195. 83 Chi na 147.237.77.121 e.navy.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
46.4.32.75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
37.142.176.73 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.102  |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
173.208.136. 170 |Wited Sates 147.237.77.176 |natpash.idf.il [C1000016: HTTP. administrator in R B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 5
128.127.0. 45 147.237.77.19 Italy | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
104. 215. 89. 20 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
98. 119. 105. 221 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102. 48. 193 147.237.76. 34 Net her | ands yohal an. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237.77.178 Lhited Sates e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 43. 141. 234 147. 237.76. 42 Shitzerl and refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
128.127.0. 45 147.237.77.19 Italy | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
104. 215. 89. 20 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -f -sS 1
89. 163. 145. 38 147.237.77.179 Ger many e.nmazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
190. 62.239.13 |H Sal vador 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 11
190. 62.239.13 [B Sl vador 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
108.54.118.29 |[wited Sates [147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
108.54.118.29 |lhited Sates  [147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d AGK nunber alert
87.71. 43.83 I'srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
190.62.239.13 |8 Salvador  |147.237.77.216|dover.icf.il  [Bad TOP sequence mﬁsrc;tgansm wehdifferent | oonitor |3
79.177. 48. 4 I'srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
37.142.176.73 |lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 2
91.200.12.141  |lkrai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 2
109. 67. 197. 184 |l srael 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
91.200.12. 141 |Ukraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 2
207.46.13.187 |Wited Sates |147.237.72. 166 [aka idf.il Streaning Engine: TCP Invalid  invalid segnent retransissi on drop 2
Ret ransni ssi on Packet dr opped.
91.200.12. 143 |Uraine 147.237. 77. 170 |naar achot . i df . i I|dr op SAMrule drop 2
141.212.122. 210|Wited Sates [147.237.76.42 |refush.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
2.54.145.10 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
220.181.108.91 [China 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 211 |Wited Sates [147.237.76.42 |refush.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.247.36.93 Net her | ands 147.237.0.35 |akaws.idf.il dr op drop 1
198. 20. 69. 98 Lhited Sates [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
79.178.223. 148 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.227.69 é{n;(r;ynnus 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
184.105. 139. 110|lhited Sates 147.237.76. 197 |e.hinush.idf.il |Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
45. 35. 64. 142 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
131.253. 26. 244 |Wited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
84.110.184.33 |[Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
8. 37.227.70 é{”;(’;ym’us 147. 237. 72. 166 |aka. i df . | Bl ock HTTP Non Conpli ant Response out of state monitor |1
65. 55. 218. 51 Wited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
131.253.36.200 |[Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
84.110.184.33 [Israel 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Invalid ACK nunber noni t or 1
37.142.176.73 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 1
74.82. 47. 47 Wited Sates |147.237.77.243|mobileidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 108|Lhited S ates 147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66. 102. 8. 238 Uhited Sates [147.237.77.216|dover.idf.il |[Distributed Uhauthorized UR. Access on v idf.il/error. htm B ock 3
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.i| |Dstributed Unauthorized URL Access on wawidf.il/error.htm B ock 2
66. 102. 8. 243 Uited Sates [147.237.77.216|dover.idf.il |Distributed Unhauthorized LR. Access on vww idf.il/error. htm B ock 2
207.46.13.187 |Wited Sates |[147.237.72.166aka.idf.il Lhknown Paraneter innercatid in aka.idf.il/giyus/ganda/ None 1
66. 249. 66. 36 I srael 147.237.77.74 |lawidf.il Illegal Paraneter Encodi ng searchText in wawlawidf.il/275 he/patzar.aspx |None 1
18.107. 0. 26 Uhited Sates |[147.237.77.216|dover.idf.il |[SSL Wntraceabl e Connection - Cpen Mde None 1
105. 154. 240. 152|Mor occo 147.237.77.74 |lawidf.il PHP At tenpt Bl ock 1
66.249.64.51  |[Israel 147.237.76.42 |refuah.idf.il ﬂ?“;:;r;éi:/;ﬁa‘r :(‘j:/ccTSiZnttgcri s/ queryl gl obal | s Bl ock 1
66.249. 66. 187 I srael 147.237.0.34  [tikshuv. i df i [|harrorized (R ffgﬁ;satt:s/ cont act s/ cont act s, aSpX Bl ock 1
105. 154. 240. 152 |Mor occo 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
66. 249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.i| |Paraneter Type Mol ation PageNumin v i df.il/1153- he/ dover. aspx Bl ock 1
185.112. 248. 32 147.237.77.216|dover. i df .i| |Distributed Unauthorized UR. Access on 147.237.77.216/ B ock 1
66. 249. 64. 143 | srael 147.237.72. 166 |aka. i df . i | ?4S7t r2|3b7Ut7e;j ggy;?zrljszlefdorlﬁr;ﬂ :’:(S:([:)7SSShO?Ir\l]f or um asp B ock 1
68.180.228. 112 [lnited Sates [147.237.77.216|dover.idf.il| |Uauthorized URL Access to wawidf.il/english B ock 1
194, 72, 238. 241 LKTi;gegom 147.237.77.216|dover.idf.i| |Unauthorized URL Access to / B ock 1
66. 249. 65.224 |l srael 147.237.77.216|dover.idf.i| |DOstributed Uhauthorized URL Access on v idf.il/error.htm B ock 1
74.82.47.3 Wited Sates |147.237.77.243|nobil e.idf.i| |Uhauthorized URL Access to 147.237.77.243/ B ock

66. 249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i [|haut hori zed URL Access to www cogat . i df .il/894-ar B ock
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