03-09-2016-04:04:06 to 03-09-2016-05:04:06

@
1"PT SwNn ()

oV

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

M dover.idf.il
B obile idf.il

M aka idf.il

Nunber
(6]
At acks

[Top Attackers |

Wiawidf.il
M navy.idf.il

Top Tar get

Nunber
(6]
At acks

M naarachot . i df .i |
[ refuah.idf.il
Meitan aka. idf.il
e. mat pash.idf.il
M natpash. i df il

Top Attackers

M 106. 57. 58. 197
213.151.57.8

I 66. 102. 8. 233
54.72.182. 187

B 110. 225. 147. 15

W 183.12.1.82

[ 212. 143.142. 56

W 104. 156. 246. 165
46. 19. 86. 106

M 46. 118. 155. 216




03-09-2016-04:04:06 to 03-09-2016-05:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 6
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2
216.218. 206. 119 Lhited Sates 147. 237.77. 233 atal.idf.il Block Udp All Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 121 e navy.idf.il Block Np All Net drop 1
184. 105. 247. 250 Lhited Sates 147.237.0. 16 ny-kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 178 e. mat pash. i df . | Block Np All Net drop 1
185. 130. 5. 228 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.8. 45 eetanidf.il ock Np Al Net drop 1
184. 105. 247. 198 Lhited Sates 147.237.0. 33 idf.il Block Udp All Nets drop 1
23.228. 107. 104 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1
216. 218. 206. 119 Lhited Sates 147.237.77. 74 lawidf.il Block Wdp All Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock Np Al _Net drop 1
184. 105. 247. 214 Lhited Sates 147.237.72. 217 e idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
51. 255. 65. 57 Lhited Ki ngdom 147.237.77. 74 lawidf.il Cl1000146: HITP. AnrefBot craw er B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
37.187.95.32 France 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
37.187.95. 45 France 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 20 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1




03-09-2016-04:04:06 to 03-09-2016-05:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
106. 57. 58. 197 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
66. 249. 66. 36 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 231 147.237.77. 170 Lhited Sates n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 2
106. 57. 58. 197 147. 237.76. 39 Chi na nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.77. 212 Canada e. dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
106. 57. 58. 197 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.77.19 Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237. 76. 148 Chi na gacenter. aka. i df il ET SCAN Potential SSH Scan 1
199. 101. 186. 245 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
106. 57. 58. 197 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 245 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
106. 57. 58. 197 147. 237.72. 156 Chi na anan. i df.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.77. 212 Chi na e dover.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147.237.77.121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237.76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
106. 57. 58. 197 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.76. 177 Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 57. 58. 197 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 245 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
213.151.57.8 [ srael 147.237.77. 243 |nobi L e.i df .| 9 =g Invalid segnent retransmssion. g 14
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
110.225.147. 15 [india 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 106 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
94. 254. 129. 180 |Pol and 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.11. 50 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
183.12.1.82  |cina 147. 237. 77. 216 |dover i df i1 Bad TCP sequence S retransmt wih different oy 3
wi ndow scal e
. ) SYNWAXK retransmt with .
79.179.31.128 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence di fferent w ndow scal e noni t or 2
183.12.1.82 Chi na 147. 237. 77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 2
183. 206. 168. 57 |Chi na 147.237.77.74 [lawidf.il drop SAMrul e drop 2
108. 162. 156. 157|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.134. 230 I srael 147.237.72. 166 [aka i df. | Bad TCP sequence I'nval i d AGK nunber nonitor |2
144.76.93.46  |Ger many 147. 237. 72. 166 |aka. i of . i | drop SMrule drop 2
184.105. 139. 75 |Wnited Sates |147.237.8.28 |e.nobil e-ks.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141. 212. 122. 213|Wnited Sates |147.237.8.28  |e. nobil e-ks. i df . i Geo- | ocati on enf or cenent Sﬁ;’o'rzgﬁ:mo” i nbound drop 1
137.116.71. 170 |Wited Sates |147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1
74.82. 47.18 Lhited Sates [147.237.0.33 [idf.il dr op drop 1
184. 105. 247. 231|Wited Sates [147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 218|Wited Sates |147. 237. 77. 178 |e. nat pash. i df .| Geo- | ocati on enf or cenent Sﬁfolrggihton  nbound drop 1
49.195.22.179 |mustralia  |147.237. 77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 120|Wni ted Sates |147.237.8.50 |e.tikshuv.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141. 212. 122. 208|Wnited Sates |147. 237. 76. 200 |ei tan. aka.i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect
74.82. 47.35 Lhited Sates [147. 237. 76. 147 [chi nuch. aka. i f .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 126|l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141. 212. 122. 219| Wi ted Sates |147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Sﬁ?o'rﬁgﬁi'nf" i nbound drop 1
67.243.31.139 |Lhited Sates |147.237. 77. 170 |maar achot . i of .i | Bad TCP sequence Inval i d AGK nunber aert 1
183. 206. 168. 57 |Chi na 147.237.77. 170 |n@ar achot . i df . i | drop SAMrul e drop 1
141. 212. 122. 209|Wnited Sates |147. 237. 76. 200 |ei tan. aka.i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 40 Lhited Sates [147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
212.47.246. 187 |France 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
67.243.31.139 |Lhited Sates |147.237. 77. 170 |maar achot . i of .i | Bad TCP sequence Inval i d AGK nunber monitor |1
183. 206. 168. 57 |Chi na 147.237.77. 243 |nobi | e.i df .i | drop SAMrul e drop 1
141. 212. 122. 212| Wi ted Sates |147.237.8.28  |e. nobil e-ks. i df. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47. 44 Lhited Sates |147.237.0.35 |akaws.idf.il dr op drop 1
46. 19. 86. 106 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
137.116.71. 170 |UWited Sates |147. 237.76. 201 |e. atal .idf il Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
74.82. 47.18 Lhited Sates [147.237.0. 17 ;“I”Iy kosher-kravi.id o\ At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.102. 8. 233 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unhaut hori zed UR. Access on waw i df.il/error.htm B ock 7
46.118. 155. 216 |Ukraine 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 46, 118. 155. 216 B ock 3
66. 102. 8. 243 Lhited Sates |147.237.77.216]|dover.idf.il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 2
183. 206. 160. 57 |Chi na 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/editor/editor/ B ock 2
183. 206. 160. 57 |Chi na 147. 237.77. 226 V\:V\:W chamat z. aka. i df Uhaut hori zed URL Access to v chanatz. aka. i df .il/editor/editor/ |B ock 1
66. 249. 65. 237 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
188. 165. 233. 228|France 147. 237.77.176 |nat pash. i df . i | muéggt'.ziz(:.%tgcn;f;se;oshar el user cont 1ol s/ header upper B ock 1
157.55.39. 170 |lnited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
66.102. 8. 238 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 1
184. 105. 247. 195|Whited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
66. 249. 66. 125 | srael 147.237.77.74 |lawidf il m”;:;riidf’?lf{pfgf;sjg;ﬁi | es/ O/ 1350, pef B ock 1
17.142.157.175 |Uhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to ww i df.il/appl e-app-site-association |B ock 1
190. 42. 120. 213 |PFeru 147.237.77.216|dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
183.12.1.82  |china 147. 237.77. 216 |dover . i df . i | 1 e R e oY </ header per Bl ock 1
185. 82. 200. 91 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
70.181. 5. 157 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df . i/ navy/ B ock 1
195. 154. 243. 14 |France 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw idf.il/newsite/english/main.asp |B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 176 [nat pash. i df . i | Ml tipl e Wnaut horized LRL Access from 183. 206. 160. 57 B ock 1
66.249. 64. 131 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;r_ifze_dlég‘gxlﬁ:ffotrz 1 asp! showf or um asp Bl ock 1
185. 82. 200. 91 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ B ock 1
108. 54. 105. 4 Uhited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.118.155. 216 |Ukrai ne 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
199. 30. 24. 116 |Uited Sates |[147.237.77.216|dover.idf.il D stributed Uhauthori zed UR. Access on waw i df.il/error. htm B ock 1
66.249.65.230 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
188. 165. 233. 228|France 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unauthorized URL Access from 188. 165. 233. 228 Bl ock 1
141.212. 122. 209|Wnited Sates |147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
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