03-09-2016-03:04:05 to 03-09-2016-04:04:05

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nat pash. i df i |

M tikshuv.idf.il

W idf.il

M chi nuch. aka. i df . i

[ refuah.idf.il

Menavy.idf.il
e.chinuch.idf.il

M navy.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 92.21. 213.50
212.143. 142. 56

I 147.235.8.64
195. 34. 150. 18

N réfber W 141.8.132. 112
Attacks M 69. 197. 179. 18

7 115. 143. 175. 109
W 178. 255. 215. 87

54.72.182. 187
W 79. 179. 96. 65

Top Attackers



03-09-2016-03:04:05 to 03-09-2016-04:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
185. 35. 62. 52 Sntzerl and 147.237.76.176 test.ncore.idf.il ock_Udp All _Nets dr op 1
115.143.175. 109 Korea, Republic of 147.237.0. 34 tikshuv.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 228 147.237. 8. 46 e.chinuch.idf.il Bl ock Udp Al Nets drop 1
104. 156. 246. 165 Lhited Sates 147. 237.76. 34 yohal an. i df .| Block Np Al Net drop 1
115. 143. 175. 109 Korea, Republic of 147.237.0. 35 akaws. i df.il Bl ock_Ulp Al _Nets drop 1
216. 218. 206. 95 Lhited Sates 147.237.77. 179 e.mazi.idf.il ock Wip Al Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net dr op 1
185. 35. 62. 38 Sntzerl and 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Wp Al Nets drop 1
115. 143. 175. 109 Korea, Republic of 147. 237.0. 33 idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
61. 135. 189. 69 Chi na 147.237.77.216 |dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR Bl ock 1
188. 166. 239. 76 Russian Federation  [147.237.77.216 |dover.idf.il |[22280: HITP. Joomha Qbject Injection Wi nerability B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 120.173.102  [Chi na 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




03-09-2016-03:04:05 to 03-09-2016-04:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 67. 1. 194 147. 237. 0. 200 Lhited Sates mu.idf il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.67.1. 194 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
93.189. 26. 18 147.237.72. 14 Austria dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
92.21.213.50 E?';;gom 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid sequence nunber monitor |7
212.143. 142.56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
92.21.213.50 z";ggom 147, 237. 77. 176 |nat pash. i of . i | drop First packet isnt SN drop 5
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i Ssi
79.179.96.65  |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an . L Sreaning Engine: TCP Invalid|invalid segrent retransmission.
130.193.37.16 | oo o o 147.237.0.34 |tikshuv.idf.il Ret 1 ansm ssi on Packet dr opped. drop 3
147. 235. 8. 64 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 2
77.237.138.202 |czech Republic |147.237. 77. 121 |e. navy. i df .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
92.21. 213.50 Ei“'ntgegom 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d sequence nunber monitor |2
92.21.213.50 LK!i“r:gegom 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 2
74.82.47.18 Wited Sates |147.237.76.201 e atal .idf.il Geo-1 ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
2.52.20.125 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
212.47.246. 187 |France 147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.70. 24.213 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
69.197.179.18 |Wited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
147.235.8.64  |Israel 147. 237. 77. 176 |nat pash. i f . i Bad TCP sequence SINWACK retransmt with monitor |1
different w ndow scal e
94. 230. 93. 4 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
74.82.47.42 Lhited Sates |[147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
2.52.20.125 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 1
141. 212. 122. 208|Wnited Sates  [147.237.0.200 |mau.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
69.197.179.18 |Wited Sates |147.237.0.17 qunly kosher-kravi-id |qyN At ack SYN -> SYNACK -> Tineout |reject 1
94.230. 93. 33 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
31.39.188.171 |France 147. 237. 77. 216 |dover.idf .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
216.218.206.96 |Lnited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 209| Wi ted Sates  [147.237.0.200 |au.idf.il Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
69.197.179.18 |Wited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
159. 226.95.66  |hi na 147.237.8.27 |eradimatal.idf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
123.125.71.18 |China 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
37.130.227.133 E?';gegom 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
147. 235. 8. 64 I srael 147.237.77. 176 |nat pash. i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |aert 1
70.193.56.117 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80.178. 98. 54 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
61.135.189.69 [China 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
147. 235. 8. 64 I srael 147.237.77. 176 |mat pash. i df .i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count

66. 249. 65. 224 |l srael 147.237.77.216|dover.idf .i| |Miltiple Unauthorized URL Access from 66.249. 65. 224 Bl ock 3
118.173.86.49 |Thail and 147.237.77.216|dover.idf .i| |Untraceabl e SSL Sessions: Qpen Mde None

66.249.64.17  |Israel 147.237.77. 176 |nat pash. i df . i | m“tcgg;'t_zfgf _Lﬂ‘/fceﬁ;sztteg/ dynan ¢ gl dynan c_ap. aspx Bl ock 1

Unknown Par arret er
79. 178. 165. 170 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 01$ct | 03chl Questi on$29 in  |None 1
aka.idf.il/nain/giyus/questionnaire. aspx

24.30.148.57 |Wnited Sates |147.237.77.216|dover.idf .i|l [Wauthorized URL Access to v idf.il/xmrpc. php B ock 1
157.55.39.65 |lhited Sates [147.237.77.216|dover.idf.il |Unauthorized URL Access to wawidf.il/anan B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to vww aka.idf.il/nain/mlui mscriptresource. axd Bl ock 1
80.178.98.54 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
40.77.167.82 |Uited Sates |147.237.77.216|dover.idf.il |Dstributed Unauthorized URL Access on waw idf.il/error.htm B ock 1
190. 42. 120. 213 |Feru 147.237.77.216|dover.idf .i| |Untraceabl e SSL Sessions: Qpen Mbde None 1
80.178.98.54 |Israel 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e QGonnection - Protocol violation (SSL_CONN QI ENT_HALLO None 1
66.102.7.226 |Whited Sates [147.237.77.216|dover.idf.il |DOstributed Unauthorized URL Access on waw idf.il/error.htm B ock 1
212.143. 38. 222 |l srael 147.237.0.34 |ti kshuv.idf.il|PHP Attenpt B ock 1
68. 180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.i| |Paraneter Type Mol ation PageNumin wa i df.il/1381-he/ dover. aspx B ock 1
92.21.213.50 E?ir:g;egom 147.237.77.216|dover.i df.i| [SSL Untraceabl e Connection - Cpen Mde None 1
66.102.7.240 |Whited Sates [147.237.77.216|dover.idf.i| |Ostributed Uhauthorized URL Access on waw idf.il/error.htm B ock 1
212.143. 38. 222 I srael 147.237.0.34 [ti kshuv.idf.il[Uauthorized URL Access to www tikshuv.idf.il/xmrpc. php B ock 1
68. 180. 228. 175 |Lhited Sates |147.237.76.42 |refuah.idf.i| |Uhauthorized URL Access to 147.237.76.42/robots. txt B ock 1
24.30.148.57 |lLhited Sates [|147.237.77.216|dover.idf.il |[PHP Attenpt B ock 1
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