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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
82. 145. 217. 30 Eur ope 147.237.77.176 nat pash. i df . i | Bl ock_Ip Véb In drop 11
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 6
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 3
212. 143. 254. 66 | srael 147.237.76. 86 navy.idf.il Bl ock Udp All _Nets drop 2
141. 255. 164. 234 Sntzerl and 147.237.77. 226 wn chanat z. aka. i df . i | Block Np Al _Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 1
61.239.211. 122 Hong Kong 147.237.0. 15 kosher - kravi .i df .l Bl ock_Udp All _Nets drop 1
141. 255. 164. 234 Sntzerl and 147.237.8. 14 e.orchot.idf.il Block Np All Net drop 1
23.228. 107. 104 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 1
204. 42. 253. 2 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Udp All _Nets drop 1
104. 156. 246. 165 Lhited Sates 147. 237.76. 177 ncore. i df.il Block Np Al Net drop 1
61.239.211. 122 Hong Kong 147.237.0. 16 ny-kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop 1
141. 255. 164. 234 Sntzerl and 147.237. 8. 27 e.nadimatal .idf.il B ock Np Al _Net drop 1
23.228.107. 104 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 1
104. 156. 246. 165 Lhited Sates 147. 237.76. 196 e.sviva. idf.il Block Np Al Net drop 1
61. 239. 211. 122 Hong Kong 147.237.0. 17 m ny- kosher -kravi .idf.il Bl ock Udp All _Nets drop 1
141. 255. 164. 234 Sntzerl and 147.237.72. 167 ishurimaka.idf.il Block Np Al _Net drop 1
104. 156. 246. 165 Lhited Sates 147. 237.0. 35 akaws. i df . i | Block Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 243 nobi le.idf.il B ock Np Al _Net drop 1
71.6.216. 57 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |9 gnature Devi ce Action |Oount
61. 135. 189. 69 Chi na 147.237.77.216 |dover.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209.126.116. 147  |147.237.76.201 |[lhited Sates e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 189. 26. 18 147. 237.76. 39 Austria nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.72.166  |kraine aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218. 246. 0. 97 147.237.76.199  [China e. nakchal .idf .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72.166 |lkrai ne akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.76.147 [China chi nuch. aka. i df . i ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
91.200. 12. 143 |lkrai ne 147.237.77. 176 |t pash.i df .il |dr op SAMrul e drop 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 [matpash.idf.il |[Bad TCP sequence noni t or
92.21.213.50 E?'rf;gom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid sequence nunber noni t or 4
91. 200. 12. 143 |krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
100. 38. 255. 165 |United Sates |147. 237. 76. 200 |eitan. aka. i df i 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 [matpash.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or
92.21.213.50 |L<Jimntgegom 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |matpash.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
L . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 4
192. 243. 55. 129 |Comi ni ca 147.237.77. 170 |naarachot . i of .1 1{Bad TCP sequence SIHAK retransmt with different ooyior s
w ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence Vi ndow scal e noni t or 3
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 3
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.if.i1  [Bad TOP sequence SINAK retransmt with different Jooyior s
w ndow scal e
192. 243. 55, 129 |Doni ni ca 147.237.77. 176 |matpash.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
102. 243. 55. 134 |Doni ni ca 147.237.77.176 |matpash.i of .l |Bad TOP sequence SNAX retransmt with different ) oovor |3
W ndow scal e
Sreaning Engine: TQP Invalid i i ssi
84.229.34.194 |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransnssion. drop 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAK retransmt with different oo |3
W ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |maar achot . i of . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
68.197.56.236 |Uhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
192. 243. 55. 129 |Doni ni ca 147.237.77.176 |matpash.idf.il [Bad TOP sequence SINAXK retransmt with different oo |2
w ndow scal e
192. 243. 55, 133 |Doni ni ca 147.237.77. 176 [matpash.idf.il [Bad TCP sequence noni t or 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |nmar achot . i df . i 1|dr op First packet isn't SN drop 2
192. 243. 55. 133 |Doni ni ca 147. 237.77. 216 |dover.idf il drop First packet isn't SN drop 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence noni t or 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |[matpash.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 136 |Comi ni ca 147.237.77. 170 |naarachot . i of .1 1{Bad TCP sequence SINAK retransmt with different oo |2
W ndow scal e
68.197.56.236 [lLnited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.if i1 [Bad TOP sequence SIHAK retransmt with different Jopyior 2
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |n@ar achot . i df . i [|dr op First packet isn't SYN drop 2
192. 243. 55. 132 |Domi ni ca 147.237.77. 176 [matpash.idf.il [Bad TCP sequence noni t or 2
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.idf.i| drop First packet isn't SN drop 2
70.210.152. 171 [Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243. 55. 136 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
147.235.8.64  |Israel 147.237.77. 176 |natpash.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
Uhited S -
92.21.213.50 Ki ngdom 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 2
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 [naarachot . i df .iI[Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
192. 243. 55. 134 |Domi ni ca 147.237.77. 176 |natpash.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
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|Top Attackers In V\AF|
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Count ry Action
Unaut hori zed URL Access to
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il win | aw i df i |/ tenpl ates/ getfil e/ getfil e aspx?fil enane=xhl | yt all tawny5k |Bl ock 1
b2nm+=& nf ocent eri t en¥t rue
40.77.167. 68 Lhited Sates [147.237.0. 16 nlyl_ kosher -kravi .i df Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/ B ock 1
99. 238.9. 59 Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ mai n/ sachar/undefi ned B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed LRL Access to naarachot.idf.il/pdf/files/5/ 112745, pdf B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ B ock 1
131. 253. 25. 214 |Lhited Sates |147. 237. 77. 216 |dover. i df . i | Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 1
203. 127. 96. 245 |S ngapor e 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
68. 180. 229. 239 |Lhited Sates [147. 237. 72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/main/gi yus/ undefi ned/ B ock 1
149.125. 24. 107 |Wi ted Sates |147. 237. 72. 166 |aka. i df . i | mu;;“;f:: ' dﬁdl /'\ﬁ;hn‘;ip%'/gu\fh;;rl cati onservi ce. asm! get aut huser Bt ock 1
207.46.13.68 |Lhited Sates [147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to nakhal .idf.il/page. asp B ock
87.139. 80.210 |Ger nany 147.237.77. 216 |dover.idf .il Ostributed Wnaut horized URL Access on waww idf.il/error.htm B ock 1
172.56.19.63 |Wnited Sates |147. 237. 72. 166 [aka. i df . i | Dstr buted thaut :/Oéii ;jsd/ shod Tor Known (R on et huser Bock |1
37.47.41.216 |Poland 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i|/894-en/ dover . aspx/ B ock
87.139.94. 177 |Ger many 147.237.77. 216 |dover.idf . il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock
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