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|Top Attackers | n DDoS- Def ence |

03-09-2016-01:12:59 to 03-09-2016-02:12:59

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
117. 205. 135. 56 I ndi a 147.237.77. 179 e nazi.idf.il Block Udp All Nets drop 1
71.6.216. 40 Lhited Sates 147.237.0. 16 ny-kosher-kravi .i df .il Bl ock_Up Al _Nets drop 1
141. 255. 164. 234 Shtzerl and 147.237.77.178 e. nat pash. i df . il B ock Np Al _Net drop 1
97.99. 154. 153 Lhited Sates 147.237.77. 234 hal ag.i df il ock_Wp Al _Nets drop 1
218.57.11.7 Chi na 147.237.76. 197 e hinush.idf.il JLM Purpl e Gon Limt_Tcp drop 1
141. 255. 164. 234 Sntzerl and 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1
141. 255. 164. 234 Shi t zer| and 147.237.77. 226 Wi chanat z. aka. i df . | Block Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
23.228.107. 104 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
141. 255. 164. 234 Sh tzerl and 147.237.8. 27 e.nadimatal .idf.il B ock Np Al _Net drop 1
97.99. 154. 153 Lhited Sates 147.237.77.61 e.cogat.idf.il Bl ock_Udp All _Nets drop 1
141. 255. 164. 234 Sntzerl and 147.237.77. 243 nobi | e.idf.il Bock Np Al Net drop 1
117. 205. 135. 56 I ndi a 147.237.77.178 e. nat pash. i df . i Block Udp All Nets drop 1
141. 255. 164. 234 Shtzerl and 147.237. 8. 45 eeitanidf.il B ock Np Al Net drop 1
97. 99. 154. 153 Lhited Sates 147.237.77. 233 atal.idf.il Block Udp All Nets drop 1
210. 195. 135. 235 Mil aysi a 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1




03-09-2016-01:12:59 to 03-09-2016-02:12:59

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address [Site Sgnature

66.76.174.2 Lhited Sates 147.237.72.166|aka. i df .i| |6134 HITP. SQ Injection Variabl e Declaration Bvasi on B ock 7
61.135.189.69 [China 147.237.77. 216 |dover . i df . i | [CLO00071: HTTP: User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover . i df . i | [CLO00071: HTTP: User Agent Sogou+web+spi der Bl ock 1
37.187.94.63 France 147.237.77.74 [lawidf.il |[Cl000146: HITP. AhrefBot craw er B ock 1
66.76.174.2 Lhited Sates 147.237.72.166|aka. i df . il |12715. HITP. Bind SQ Injection in R B ock 1
106. 120. 173. 102|Chi na 147.237.76. 42 |refuah.i df.i|CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
37.187.94. 89 France 147.237.77.74 [lawidf.il |[Cl000146: HITP. AhrefBot craw er B ock 1
123.126.113.80 |China 147.237.72. 166 |aka. i df .i| [C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
37.187.94.130 |France 147.237.77.74 [lawidf.i|l |[Cl000146: HITP. AhrefBot craw er B ock 1
66.249. 66. 187  [Israel 147.237.0.34 [ti kshuv. i df.[C1000138: HITP. prefix 1.01 in the LRL B ock 1
203. 125.85. 238 | ngapore 147.237.77. 216 |dover . i df . i | ﬁf:;abﬂ_lnfy PHP-C3 Qery String Paraneter |nfornation O sclosure B ock 1
37.187.95.12 France 147.237.77.74 |lawidf.il |[CL000146: HTTP. AhrefBot craw er B ock

106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i| [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




03-09-2016-01:12:59 to 03-09-2016-02:12:59

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66.76.174. 2 147.237.72. 166 Lhited Sates aka.idf.il SQ Injection - Select From 24
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
5. 39. 222. 253 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.77.74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 147. 237. 76. 148 St zerl and ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52. 87.243. 150 147. 237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMVAP -sS wi ndow 3072 1
37. 1. 209. 203 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147. 237.77. 235 Canada svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
61. 240. 144. 65 147. 237.76. 148 Chi na gacenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS w ndow 4096 1
37.1.209. 203 147. 237. 76. 198 Lhited Sates e.yohal an.idf .i | ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Count ry Target Address |Ste Signature
94. 230. 86. 141 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
. . . SYNHAK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence vi ndow scal & noni t or 5
37.46. 41. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
L . . SYNPAXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |maarachot . i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreaning Engine: TGP Invalid i i ssi
80. 246. 133. 247 |1 srael 147. 237.76. 200 [ei tan. aka i df .| 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237. 77. 170 |maar achot . i of . i [|dr op First packet isn't SN drop
L . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.icf .il |Bad TCP sequence vi ndow scal e noni t or 4
192. 243. 55. 131 |Comi ni ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINHAK retransmt with different | oonor |
W ndow scal e
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 170 [mear achot . i df .i1|{Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 170 [mear achot . i df .i1|{Bad TCP sequence noni t or 4
46.19.85. 4 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 3
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.177. 122. 221 |I srael 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.149. 246 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
L . . SYNPAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 3
192. 243. 55. 132 |Comi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINHAK retransmt with different | opnior |3
W ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |maarachot . i df .il|Bad TCP sequence vi ndow scal e noni t or 3
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |n@ar achot . i of . i || SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 11 147. 237.72. 166 |aka. i of .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
94. 230. 86. 141 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
L . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |maarachot . i df .il|Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
46.19.85.161 |l srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. dr op 3
Ret ransmi ssi on Packet dropped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 3
. . . SYNHAK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 3
Sreaning Engine: TGP Invalid i i ssi
84. 228. 213. 180 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.54.13. 47 I srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 170 |naarachot . i df .1 I[Bad TCP sequence Invalid ACK nunber aert 3
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Inval i d ACK nunber noni t or 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid AGK nunber aert 3
46.19.85. 4 I 'srael 147.237.77. 233 |atal .i df .il Bad TCP sequence Inval i d AGK nunber aert 3
192. 243. 55. 138 |Comi ni ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINHAK retransmt with different | opnor |3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
178. 255. 215, 87 |France 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
84.229.34.194 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 170 |maarachot . i df .il|Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
66.249.69.38 |lnited Qates [147.237.77. 243 |nobile.idf.il 9 =g Invalid segent retransmssion. dr op 3
Ret ransmi ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147. 237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i SSi
2.54.178.62  |Israel 147.237.72. 166 |aka. i df . g =g vl i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
109. 66. 17. 230 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
192. 243. 55. 133 |Domi ni ca 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
2.54.0.144 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55. 136 B ock 2
208.115.113. 89 |Lhited Sates [147.237. 77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df . il/1283- 15665- en/ dover . aspx B ock 1
173.55.77.252 |Wited Sates [147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - (pen Mde None 1
40. 77. 167. 68 Lhited Sates [147. 237.0. 16 nlyl_ kosher -kravi . df Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112745, pdf Bl ock 1
84.108.88.60 |Israel 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to nmaarachot . idf.il/xnirpc. php B ock 1
217.23.39.106 |Jordan 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
174.61.16.52 |lhited Sates |147.237.72. 166 |aka. i df.il Uhaut hori zed Method HEAD for aka.idf.il/mai n/ gi yus/ def aul t. aspx B ock 1
66.249.64. 17 I srael 147.237.77. 176 [nat pash. i df . i | murcgggt.ziegf .L?I_/ ﬁg(e:zfeilsi L?or nat i on/ i dkoni mi pages/ 14001112010. aspx Bl ock !
Uhaut hori zed URL Access to
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il v |l aw i df.il/tenpl ates/ getfilel/getfile. aspx?fil enane=xhl | yt ayl t awns5kb |Bl ock 1
2n=& nf ocent eri t en¥t rue
87.139.80.210 |Ger many 147.237.77.216|dover.idf .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
37.142.68.1 | srael 147.237.77. 176 |mat pash. i df . i | Ostributed PHP At enpt B ock 1
176.13.7.43  |Israel 147. 237.77. 216 |dover . i df . i | mﬁt gf(fri'lffinpﬁ (fcs/iisrrixl ;’eco ntrol s/ generi o Bl ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
87.139.94. 177 |Ger many 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
37.142.68. 1 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xnirpc. php B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | www; i df . i |/ hebr ew or gani zat i on/ honef r ont / kkkkkkk=cd078036kkkkk |Bl ock 1
kk cd078036
68.180. 228. 175 |Lhited ates |147.237.76.42 |refuah.idf.il ﬂ?nggf ;2?22/[’:1}3:;?2:/ ;r?ar ed/ user cont r ol s/ header upper/ Bl ock !
192.243.55. 136 |Doninica  |147. 237. 77. 216 |dover . i df . i | wf‘st/h;r;rztiayﬁ mpjgjasjslitni_midf'”/ 1283-19122-en/ dover. aspx g oy 1
99.238.9. 59 Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
38.111. 147. 84 |Wited Sates |147.237.77. 216 |dover. i df .i |l Unaut hori zed URL Access to ww i df.il/894-he B ock 1
185. 82. 200. 91 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
84.108.88.60 |Israel 147.237.77. 170 |n@ar achot . i df . i | Distributed PP Attenpt B ock 1
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