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03-09-2016-00:04:00 to 03-09-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3
141. 255. 164. 234 S tzerl and 147. 237. 8. 50 e.tikshuv.idf.il Bock Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bock Np Al Net drop 1
185.94.111.1 147.237.0. 33 idf il Bl ock Udp All Nets drop 1
141. 255. 164. 234 Sni t zerl and 147.237.0. 35 akaws. i df.il B ock Np Al _Net drop 1
71.6.135.131 Lhited Sates 147.237. 76. 38 eenetav.idf.il B ock_Wp Al _Nets drop 1
141. 255. 164. 234 Swi t zerl and 147.237.72. 166 aka.idf.il B ock Np All _Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.77. 216 dover.idf.il Bock Np Al Net drop 1
185. 130. 5. 224 147. 237. 72. 156 aman. i dof i | Bl ock Udp All Nets dr op 1
141. 255. 164. 234 Sni tzerl and 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al Net drop 1
141. 255. 164. 234 Sni t zerl and 147.237.77.179 e.nazi.idf.il B ock Np Al _Net drop 1
116. 48. 235. 20 Hong Kong 147.237.76. 199 e. nakchal .idf.il B ock_Wp Al _Nets drop 1
141. 255. 164. 234 Swi t zerl and 147.237. 8. 46 e.chinuch.idf.il B ock Np All _Net drop 1
98. 27. 225. 40 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
141. 255. 164. 234 S tzerl and 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
136. 243. 48. 82 CGer many 147.237.77. 233 atal.idf.il JLM Under _Attack Con Htp drop 1




03-09-2016-00:04:00 to 03-09-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnature Devi ce Action |Count
66. 249. 93. 117 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 9
98. 126. 130. 202 Lhited Sates 147.237.77.216 |dover.idf.il |0854: HITP. upl oad* Access B ock 8
37.26.149. 197 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 6
66. 249. 93. 121 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 5
66. 249. 93. 125 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 5
61. 135. 189. 69 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 4
66. 249. 93. 117 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
5.29.224. 142 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 93. 121 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
5.9.85.4 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
188. 165. 15. 234 France 147.237.77.216  |dover.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.201 |e.atal .idf.il |13840: TLS enSSL Heartbeat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1




03-09-2016-00:04:00 to 03-09-2016-01:04:00

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
218.57.11.7 147. 237. 0. 200 Chi na . i df il ET SCAN Potential SSH Scan 1
199. 255. 137. 113 147.237.77.19 Bel gi um | aw forumidf.il ET SCAN NMVAP -sS w ndow 4096 1
218.57.11.7 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76. 31 Chi na nakchal . i df . il ET SCAN Potential SSH Scan 1
202. 71. 25. 29 147.237.72. 14 I ndi a dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
198. 20. 69. 74 147.237.76. 201 Lhited Sates e.atal.idf.il ET DROP Dshiel d B ock Listed Source 1
179. 43. 141. 234 147.237.77. 243 S t zer| and nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
218.57.11.7 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1




03-09-2016-00:04:00 to 03-09-2016-01:04:00

|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
Sreamng Engine: TCP Invalid i i SSi
188. 120. 154. 11 |I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. g 57
Ret ransnm ssi on Packet dropped.
66.249.93.121 |lLhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 40
66.249.93.117 |lhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SN drop 31
172.56.31.251 |Wited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
190. 46.50.45 |chile 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
66.249.93.125 |Lhited Sates 147.237.0.34 |tikshuv.idf.il  |drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109. 65. 181. 217 |I srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
2.54. 15. 67 I 'srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.85.236 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
46.19.85.236 [lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.6.119. 234 ?cf;ilg(ljan Territory,ly 47 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.236 [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
188. 120. 154. 11 |I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber nonitor (6
185. 32. 179. 231 |I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
37.142.64.31 |Israel 147.237. 77. 216 [dover. i df i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19.86.169 |lIsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.15. 67 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (5
80.187.113.51 |Ger many 147.237.77.234 |hal ag.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
149. 88. 102. 247 |I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
46.19.85.170 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19.86.42  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.53.221 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
84.110.108. 49 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.20.60 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
82. 166. 214. 176 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125. 29 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |marachot . i f .l |Bad TCP sequence SYNRACK retransmt with monitor |3
di fferent w ndow scal e
. o SYN+tACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf .il  |Bad TCP sequence different vi ndow scal e monitor 3
Sreamng Engine: TCP Invalid i i SSi
31.154. 254.60 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.

o SYN+tACXK retransmt wth .
84.108.73.73 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence different vi ndow scal e nonitor |2
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence noni t or
209. 140. 44.20 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 132 |Doni ni ca 147.237.77. 170 |marachot . i f .l |Bad TCP sequence SYNRACK retransmt with monitor |2

di fferent w ndow scal e
. o SYNtACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal e nonitor |2
46.19.85.170  [lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence moni tor |2
87.70.21.224 |Israel 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
183. 206. 168. 57 |Chi na 147.237.77.74 |lawidf.il dr op SAMrul e drop 2
46.19.85.170 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |2
84.108.73.73 |lIsrael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
185. 3. 147. 108 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi
66. 249. 64. 190 |United Sates 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 2
Ret ransn ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Invalid ACK nunber noni t or 2
. . SYNtAXK retransmt with .
87.70.21.224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2
192. 243. 55. 137 |Doni ni ca 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Inval i d AK nunber noni t or
94. 159. 209. 119 |1 srael 147.237.77. 170 [nmarachot . i df .i1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber moni tor |1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 85. 209 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 106
98.126. 130. 202 |[Lhited Sates 147.237.77.216|dover.i df . il Ml tiple Unhauthori zed URL Access from 98. 126. 130. 202 B ock 25
79.183.115. 195 |[Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from79.183.115.195 |B ock 19
94.230.86.70  [Israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR. on Bl ock 9
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
94. 230. 86. 70 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 94. 230. 86. 70 B ock 3
94.230.86.70 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 3
wwn aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
46.19. 86. 2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2. 54. 30. 60 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 144. 73 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
. . D stributed Unaut hori zed Method for Known URL on
94. 230. 93. 13 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ nai v i yus/ general . aspx Bl ock 2
94. 230. 93. 112 | srael 147. 237.72. 166 |aka. i df . i | Distri bgt ed_U"nauT hor_l zed Method for Known URL on B ock 2
wn aka. i df . i |/ mai n/ gi yus/ gener al . aspx
. . Unaut hori zed Met hod HEAD f or
94. 230. 86. 70 I srael 147.237.72. 166 |aka. i df . i | v aka, i f i |/ mai 1V gi yus/ def aul t . aspx Bl ock 2
94.230.93.10 | srael 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 2
wan aka. i df . i |/ mai n/ gi yus/ gener al . aspx
. . D stributed Unaut hori zed Method for Known URL on
94. 230. 86. 70 I srael 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 2
94. 230. 93. 58 I srael 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
54.197.175.188 |Lited Sates 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.i|/894-en/i df gdover. aspx Bl ock 1
188. 165. 15. 234 |France 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
24.228.134.50 [lhited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx Bl ock 1
109. 253. 147. 1461 srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
. . Unaut hori zed Met hod HEAD f or
94.230.93.122 [Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai 1 gi yus/ gener al . aspx Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-he/ at al . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
94.230.93. 77 | sr ael 147.237.72. 166 aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsel ect quest i onnai r e. aspx Bl ock !
37.142. 68. 55 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx Bl ock 1
185. 82. 200. 91 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock 1
94. 230. 93. 39 I srael 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
94. 230. 93. 0 I srael 147. 237.72. 166 |aka. i df . i | tnautt hor | zed Met hod HEAD f or B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
109. 64. 102. 148 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
94.59. 135. 79 ;il]rtaetdesﬁrab 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
. ] Unaut hori zed Met hod HEAD f or
94. 230. 93. 61 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ nai 1V gi yus/ gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 3 I srael 147.237.76.86 |[navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
194. 72.238.241 |United Kingdom |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/xyzzy B ock 1
141. 212. 122. 209|Wnited Sates 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ B ock 1
94. 230. 93. 16 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka.idf.il/nai n/ gi yus/ B ock 1
31.154.254.60 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx Bl ock 1
97.32. 140. 22 Lhited Sates 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw i df . il/navy/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 137 I srael 147.237.77.74 (lawidf.il 147, 237.77. 741 924- 2744 he/ pat zar . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
94. 230. 93. 80 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rmai v i yus/ pni ot fi ndansver . aspx Bl ock 1
40. 77. 167. 82 Lhited Sates 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
188.24.109.28 |Ronani a 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
94. 230. 93. 48 I srael 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
94.230.93.0 I srael 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
109. 65. 181. 217 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
94.230.93.119 [Israel 147.237.72. 166 |aka. i df . i | v aka, i f i |/ mai 1V gi yus/ def aul t . aspx Bl ock 1
94.230. 93. 61 | srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
198.58.102. 117 |lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock 1
37.26.146.246 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 176 [nat pash. i df .i| |Miltiple Wauthorized URL Access from 183.206. 160. 57 B ock 1
. . D stributed Unaut hori zed Method for Known URL on
94. 230. 93. 23 | srael 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 1
98. 126. 130. 202 |lhited Sates 147.237.77. 216 |dover.idf.i |l Mil tipl e Admin Bl ocking from 98. 126. 130. 202 B ock 1
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