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Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
82.145.221. 12 Eur ope 147.237.77. 216 dover.idf.il B ock | p Vb In dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 2
217.146. 91. 36 Uni ted Ki ngdom 147.237.72. 14 dover.idf.il (ol d) Bock Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il B ock Np Al Net drop 1
218.77.14. 202 Chi na 147.237.77. 19 lawforumidf.il Bl ock_UWp Al _Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.76. 202 e.halag.idf.il B ock Np Al _Net drop 1
217.146. 91. 36 Uni ted Ki ngdom 147.237.76. 177 ncore.idf.il B ock Np Al Net dr op 1
104. 156. 246. 165 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il Bock Np Al Net drop 1
162.216. 114. 158 Lhited Sates 147.237.77. 235 sviva.idf.il B ock_Udp Al Nets drop 1
217.146. 91. 36 Uni ted Ki ngdom 147.237.76. 201 eatal.idf.il B ock Np Al Net drop 1
104. 156. 246. 165 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.8. 24 elifestyle.idf.il Bl ock_UWp Al _Nets drop 1
217.146. 91. 36 Uni ted Ki ngdom 147.237.77. 233 atal.idf.il B ock Np Al Net dr op 1
104. 156. 246. 165 Lhited Sates 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
46.117. 230. 191 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 8
213. 8. 204. 27 I srael 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the LRL B ock 6
61. 135. 189. 69 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 4
69. 30. 234. 186 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
46.4.123.172 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. majestic bot B ock 2
79.181. 187. 38 | srael 147.237.0. 34 tikshuv.idf.il[Cl000138: HTTP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
177.185.194. 138 |Brazil 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
62.128. 48. 46 I srael 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
106. 120. 173. 102 |China 147.237.76. 42 refuah.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
221.226. 31. 210 147.237.0.34 Chi na tikshuv.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237.76. 196 Chi na esvivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 71. 25. 29 147. 237.77. 176 India nmat pash. i df . i | ET SCAN NMVAP -sS w ndow 1024 1
104. 128. 144. 131 147.237.0.17 Canada m ny- kosher - kravi .i df il ET SCAN NVAP -f -sS 1
94. 102. 53. 233 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.179. 60. 212 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
221.226. 31. 210 147.237.0.34 Chi na tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
218. 246. 0. 97 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
202. 71. 25. 29 147. 237.77. 176 India nmat pash. i df . i | ET SCAN NVAP -sS w ndow 2048 1
202. 71. 25. 29 147.237.77. 176 I ndi a nat pash. i df . i | ET SCAN NVAP -f -sS 1
104. 128. 144. 131 147.237.0.17 Canada mny- kosher -kravi . i df.il ET SCAN NMVAP -sS w ndow 2048 1
94. 102. 53. 233 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 53. 233 147.237.0. 16 Net her | ands ny- kosher -kravi .i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
50. 191. 78. 108 147.237.77.216  |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

2.52.133.237 I srael 147.237.72. 166 |aka. i df i Ret r ansmi ssi on Packet dr opped. drop 27
2.54.55. 244 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 12
172.58.24.166 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
109. 186. 27. 114 |Israel 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.52.128.129 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
2.54.204. 93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19. 85. 212 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 8
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or 7
208.54.85.180 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
5.22.135. 124 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i sSi
46.19.85.179  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.26.147.135 |Israel 147.237.77. 243 |rbit e i i1 |7 €AMNg Enginer TCP Invalid finvalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 67. 130. 217 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.180.29.182 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
5.102.242.221 |lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
79.180.38.150 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 91 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 91 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber moni t or 6
188. 120. 148. 109! srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
5.102. 195. 193 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 85. 91 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
149. 78. 242. 254 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
96.242.131.202 |lnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 109 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
96.242.131. 202 |lLhited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
Sreaming Engine: TGP Invalid i i ssi
131.253.25.166 |lited Sates  |147.237.76.200 [eitan aka.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.142.68.28  |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
2.54.19.110 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 116 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
100. 127. 2. 13 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 85. 33 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 3
46.121.71. 23 I srael 147. 237. 76. 147 [chi nuch. aka.i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109.66.31.20  |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
82.80.179.95 |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  ivalid segnent retransmssion. |, op 3
Ret ransni ssi on Packet dropped.
5.22.135. 116 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.179.224.19  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.187. 26 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.102.195.193 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.132.112 |Z o 147.237.72. 166 |aka. i df i Ret r ansmi ssi on Packet dr opped. drop 3
213.57.173.76 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
87.71.24.207  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 226. 103 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.8.124 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.230.228. 41 | srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.177.29.194 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
185. 3. 144. 80 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
2.54.145. 51 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
5.102.195.159 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 3
190. 163. 219. 164|Chil e 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 160
2.52.133.2 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed LRL Access from2.52.133.2 B ock 7
2.54.191. 107 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 6
95. 86.127.232 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from95. 86. 127. 232 B ock 3
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 95. 86. 127. 232 Bl ock 3
95. 86.127.232 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from95.86.127. 232 B ock 3
161. 185. 161. 90 gq;:eeg 147.237.77. 216 (dover. i df .i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 3
109. 253.212.0 |l srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode Bl ock 3
37.26.146.219 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13. 2. 67 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 2
95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP \ersion from95. 86. 127. 232 Bl ock 2
2.52.133.2 I'sr ael 147.237.77. 243 |nobi | e. i df . i | Wnaut hori zed URL Access to Bock |2

nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1431
Miltiple Ill1egal Byte Gode Character in Header Nane from
95. 86. 127. 232

Lhtraceabl e SS. Sessi ons: Protocol violation

95.86.127.232 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2

95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | B ock 2

Lhi ted

66.102. 7. 226 Sates 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed LRL Access on wwidf.il/error. htm Bl ock 2

66. 102. 7. 233 g‘;:ﬁd 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm Bl ock 2

95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 95. 86. 127. 232 Bl ock 2
Uhaut hori zed URL Access to

94. 230. 93. 79 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ ¢l i ent scri pt s/ i magevi deogal | eryl obby/ i magevi deog |B ock 1
allerylobby.js

50. 254. 218. 250 g‘;:ﬁd 147.237.77.216|dover.i df . il Par anet er Type M ol ati on PageNumin waw i df . il/1393-en/ dover . aspx Bl ock 1

95. 86. 127.232  |Israel 147.237.72. 166 |aka. i df . i | NLL Character in URL B ock 1

. . DO stributed Unaut hori zed URL Access on
94. 230. 93. 34 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ scr ptr esour ce. axd B ock 1
95.86.127.232 |Israel 147.237.72. 166 |aka. i df . i | I1Tegal Byte Qode Gracter in WL M[#9 [ #211[#Y]1[#8]1d [ g |y

I [[#29)] | ey [#31)]1 B[ [ > #7[[]]#6°/ 1] B 034 [ —fb] ] 124 [ Lupf{m
Unknown Par anet er

94.230.86.137 |Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

Lhi ted

66. 102. 7. 240 Sates 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
109. 160. 206. 202 ]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
94.230.93. 111 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ 1. he/ 960. css B ock 1
95. 86.127.232 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nane from 95. 86. 127. 232 B ock 1
94. 230. 93. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css  |B ock 1
. . Unaut hori zed URL Access to
94.230. 93. 18 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ shar edi cl | ent scr pt s/ sa_swf obj ect .j s B ock 1
Unaut hori zed URL Access to
. ] wwy | aws i df . i1/ 942-5061- he/ pat zar . aspx&sa=u&ed=0ahukewj xr nvg8
212.76.96. 142 I srael 147.237.77.74 |lawidf. il 7hl ahubj ni khg8j akeqf ggl mae&usg=af gj cnh_i ddvdzk1i o6xr Oni nl t anlbyn Bl ock !
a
95. 86.127.232 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Header Line from 95.86.127. 232 B ock
95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod Bl ock
87.71.45.222 | srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed LRL Access to waw arman. i df.il/https:/ww aman.idf.il/ |B ock 1
i m ny- kosher - kravi . i
141. 212. 122. 209 g‘;tt:: 147.237.0. 17 of niyl Unaut hori zed URL Access to 147.237.0.17/ B ock 1

. . Uhaut hori zed URL Access to
94. 230. 93. 82 I srael 147.237.76.42 |refuah.idf.il 147, 237,76, 42/ shared/ ol i ent scri pts/ ¢l i ent scri pts. | s B ock 1

50. 254. 218. 250 gq;:eeg 147.237.77.216|dover. i df . i | Paraneter Type Molation SortDr in v idf.il/1393-en/ dover. aspx B ock 1
. . SS. Lhtraceabl e Gnnection - Protocol viol ation

95.86.127.232 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

37.26.147.135 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 1

94.230.93.37  |israel 147.237.76.42 |refuah.idf.il tnaut hor | zed LR Access to Bock |1

147.237. 76. 42/ shared/ cl i ent scri pt s/ j query/ expand. j s
Il11egal HITP \ersion

95.86.127.232 |[Israel 147.237.72. 166 |aka. i df . i | TOo[ [#28] ] =-/[[#6]1[[#0]1[[#26]1[[#11]]j - uK 27" B .\[[#18]] BARE[[ [B ock 1
#27) ) vzq [#3]] r A [[#2]] [ [#14] | Al°[ [ [#23]] FE =
. . Unaut hori zed URL Access to

94.230.93.2 | sr ael 147.237.76.42 |refuah.idf. il 147.237.76. 42/ shared/ cl i entscripts/jquery/jquery-1.4.2.nn.js Bl ock !
DO stributed Unaut hori zed URL Access on

176.13.7.8 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1

66.102. 8. 233 ;q;:ee: 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1

109. 186. 185. 117]I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df . il/nai n/ sachar/about.aspx |B ock 1

94.230.93.114 |[lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
. . Uhaut hori zed URL Access to

94.230.93. 63 | srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ styl e/ 1. he/ scrol | er/j query. j car ousel . css Bl ock !

46. 19. 85. 104 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx Bl ock 1
. . Uhaut hori zed URL Access to

94.230.93. 21 | sr ael 147.237.76.42 |refuah.idf. il 147. 237. 76. 42/ styl e/ 1. he/ scrol | er/ ski n. css Bl ock !

213.57.57.169 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/kamar/ml ui nday. asp B ock 1
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