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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.182.162. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
212.143. 254. 66 I srael 147. 237.76. 86 navy. i df .i | Bl ock Udp All Nets drop 2
222.186.52. 140 Chi na 147.237.0. 17 m ny- kosher -kravi .i df . il JLM Under Attack _Con_Tcp drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
223.197.242.78 Hong Kong 147.237.0. 17 mny- kosher -kravi .idf . il B ock_Wp Al _Nets drop 1
104. 156. 246. 165 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Np All _Net dr op 1
104. 156. 246. 165 Lhited Sates 147.237.77. 234 hal ag.idf.il Bock Np Al Net drop 1
180. 17. 42. 114 Japan 147.237.77. 212 e.dover.idf.il Bl ock Udp All Nets drop 1
104. 156. 246. 165 Lhited Sates 147. 237.72. 217 eidf.il Block Np Al Net drop 1
185.94. 111. 1 147.237.8. 28 e.nobil e-ks.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Count |
46.117.233.201 |[Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 17
83.130.108.116 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 11
5.29.32.142 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
149. 78. 89. 121 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 4
61. 135. 189. 69 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
10.0.0.7 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
109. 64. 94. 55 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 2
84.94.187.102 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 58. 86. 209 Lhited Sates 147.237.72.156 |anan.idf.il C1000074: HTTP. maj estic bot B ock 2
188. 165. 15. 41 France 147.237.72.167 |ishurimaka.idf.il C1000146: HTTP. AhrefBot craw er Bl ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 97 France 147.237.72.166 |aka.idf.il C1000146: HTTP. AhrefBot craw er Bl ock 1
188. 165. 15. 212 |France 147.237.77.226 |waw, chamat z. aka. i df . i| |CL0O00146: HTTP. AhrefBot craw er B ock 1
123.126.113.80 |[China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
54.186.138.241 |Lhited Sates 147.237.77.74 |lawidf.il 22280: HITP. Joonha (bject Injection Mulnerability  |Bl ock 1
106. 38.241.106  |China 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
212. 235. 40. 29 | srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38.241.106  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
CGountry

Signature

80. 246. 130. 207 |147. 237. 77. 233 |I srael atal.idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 7
attack
195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93. 117 |147.237.76.86 |Lnited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249.93.32  [147.237.72.166 |Lhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
176. 13. 4. 97 147.237.0.19 |Israel madi matal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Qaw 2
79.181. 117. 234 (147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8.204.58  |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
14.161.5.248  |147.237.76. 199 [ et nam e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 3072 1
192. 243. 55. 137 [147. 237. 77. 216 |Doni ni ca dover.idf.il portscan: TCP O stributed Portscan 1
149. 88. 240. 166 |147. 237. 72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
104. 45.210. 69 |147.237.76. 147 [Lnited Sates  |chinuch. aka.idf.il|ET SCAN NMAP -sS w ndow 4096 1
93.189.26.18  |147.237.77.176 |Austria nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 165 |147. 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
79.183.11. 248 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
68. 180. 229. 239 [147.237.72. 166 |Lhited Sates  |aka idf.il portscan: TCP O stributed Portscan 1
2.54.187.182  |147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
112. 124. 10. 141 |147. 237. 72. 167 |Chi na ishurimaka.idf.ill[ET SCAN NVAP -sS w ndow 1024 1
93.189.26.18  |147.237.77. 205 |Austria prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
93.189.26.18  |147.237.76.42 |Austria refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
176. 13. 4. 97 I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 90
Sreanming Engine: TCP Invalid i i ssi
79.180. 60. 234 | srael 147. 237. 77. 243 |nubi l e.i df . i 9 =g Invalid segnent retransmssion. 66
Ret ransni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
176.13.4.114  |israel 147. 237.72. 167 |t shuri maka i o || S2M NG ENgine: TQP Invalid invalid segnent retransnissi on, drop 60
Ret ransm ssi on Packet dropped.
176.13. 4. 97 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d AGK nunber alert 45
167.206.174.75 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
Sreamng Engine: TCP Invalid i i SSi
109. 65. 197. 155 |I srael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g nvalid segnent retransmssi on. drop 24
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.12. 145 |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
85. 65. 153. 239 [l srael 147.237.76.31 |nakchal .idf.il 9 =g nvalid segnent retransmssi on. drop 16
Ret ransni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 15
reanming BEngine: TCP Invali i i ssi
84.94.194.236 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret ransmi ssi on Packet dropped.
80. 246. 130. 207 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
188.29. 165. 152 |United Ki ngdom|147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i SSi
66.249.64.169 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 10
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.66.16.97  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
81.218.140. 114 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi
66.249.64.163 |United Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. -y 8
Ret ransni ssi on Packet dropped.
46. 19. 85. 180 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 130. 207 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert
e SN retransmit wth different .
79.180. 60. 234 |l srael 147.237. 77. 243 |mobil e.i df .i | Bad TCP sequence wi ndow scal @ noni t or 7
195. 60. 232.57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149.226 |[lsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i ssi
109. 253. 143. 169|1 srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.179.190.55 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 6
reanmn ine: TCP Invali i i ssi
80.178.19.92  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
176.13.12.145 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
reaning BEngine: TCP Invali i i ssi
185.3.144.76 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
. . SYNVACK retransmt wth different .
37.26.146.201 |[lIsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence wi ndow scal e noni t or 6
reaning BEngine: TCP Invali i i ssi
109. 64.16.14  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
87.71.104.125 |l srael 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i ssi
79.177.190.85 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 102 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber noni t or 6
Russi an s Sreamng Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 e ot on 147.237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 6
79.178.102.48 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
85.130.221.12 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
72.9.148.10 Lhited Sates  [147.237.77.176 |natpash.icf.il  |drop SAMrule drop 4
37.26.149.200 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
211.23.251.92 |Tai wan 147.237. 72. 166 |aka. i df . il dr op SAMrul e drop 4
Sreamng Engine: TCP Invalid i i SSi
94.230.86.72  [Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243.55. 133 |Donini ca 147. 237. 77. 216 |dover i of . i Bad TCP sequence SAXK retransmt with different 1opniior [
w ndow scal e
192. 243.55. 138 |Doni ni ca 147. 237.77. 216 |dover i df . Bad TCP sequence SINAK retransmt with different |y o g
w ndow scal e
89.139.186.11 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
91.219.122. 4 Pol and 147.237.72. 166 |aka i df .i | drop SAMrule drop 4
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
217.70.44.165 |Sweden 147.237.72. 166 |aka. i df .il dr op SAMrul e drop 4
37.26.147.248 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
185. 120. 126. 62 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.46.39. 82 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |4
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176.13. 4. 97 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 160
5. 29. 60. 97 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 94
46.19. 85. 145 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code Bl ock 53
109. 253. 215. 193]l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 50
37.142.222.84 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 29
185. 3. 144. 76 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 10
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 208. 115. 113. 88 B ock 6
96. 56. 9. 210 Lhited Sates [147. 237. 77. 216 |dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 6
2.54.20.34 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code Bl ock 6
37.142.64. 80 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
109. 253. 150. 57 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
183. 206. 160. 57 |Chi na 147.237.77. 216 |dover.i df .i | Ml tipl e Unhaut hori zed URL Access from 183. 206. 160. 57 Bl ock 2
46. 19. 85. 69 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
101. 226. 168. 200|Chi na 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
220.255.97.58 |9 ngapore 147.237.77. 216 |dover.i df .i | Ostributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 1
68. 180. 229. 239 |lhited Sates[147.237.72. 166 |aka. i df. il Unaut hori zed URL Access to waw aka.idf.il/main/rabanut/62312 B ock 1
207. 46. 13. 37 Lhited Sates [147. 237. 77. 216 |dover.i df .i | Abnornal |y Long Request URL B ock 1
85. 250. 138. 6 I 'srael 147.237.72. 166 [aka. i df . i | m”;(“;‘_iﬁf?ﬁ’fﬁn,i;fficfgazszE';ﬁ;fcphsamar$°t' 67in None 1
208.115. 113. 89 |[Lhited Sates|147.237. 77.216 |dover.idf.il Unaut hori zed LRL Access to www i df.il/1283- 17060- en/ dover. aspx>. |B ock 1
183.206. 160. 57 |Chi na 147.237.77. 176 |nat pash. i df . | m“é(g;'_ izsfd_ iﬁnﬁfﬁszj/ftciedi cor/edi tor/ Bock |1
105. 157. 254. 150|Mor occo 147.237.77.216|dover.i df .i | O stributed Unauthorized URL Access on wanidf.il/arr/ B ock 1
79. 180. 60. 234 |Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/sip storagel/files/ B ock 1
207. 46. 13. 99 Lhited Sates[147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/1132-8613- he/ navy. aspx. aspx |B ock 1
5.29.203. 30 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517-he/ at al . aspx B ock 1
149.78.194.94  |Israel 147.237.72.166 |aka. i df . i | \Zarwa’:i;e: f??lomﬂfv\;a?hjri/?r;giisr;raﬂom yor o r o st . aspx None 1
86. 31. 127. 203 zint:gom 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 66. 249. 64. 190 B ock 1
213.57.37.251 | srael 147.237.77. 234 |hal ag. i df . i | i;t ;'33“73‘1Zg;‘;":’;:(;:;iiaﬁlﬁffi 1‘_’% . Bock |1
109. 65.51.190 |Israel 147.237.77. 216 |dover.i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
80. 246. 130. 116 |[Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1437-he/atal . aspx B ock 1
207.46.13.100 |Uhited Sates[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
156. 199. 76. 2 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
93.173. 32. 63 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66.249. 65. 224 |l srael 147.237.77. 216 |dover. i df . | mu: gl?r: szgnéﬁ_sﬁfs:};;nitzoati on/ ar nor ed/ bar ak. st mp></ i ></ ul > Bl ock !
Uhaut hori zed URL Access to
213.151.47.162 |[Israel 147.237.72. 156 [aman. i df . i | ww. aman. i df . i | / &a=u&ed=0ahukewi nopl | 4r hl ahxdwhgkhqg7dl ngf g |B ock 1
gunae&usg=af gqj cnexunbxt ap6f aj r xy3kwnzuhyj gi g
183. 206. 160. 57 |Chi na 147.237. 77. 226 mlchamt Sl ot ohomt o 2k 1 1111 ncl s/ f cked ot/ ec tor/ Bock |1
109. 160. 170. 210|I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i | / mai n/ sachar/ B ock 1
84.94.194.236 |Israel 147.237.77. 216 |dover.i df .i | O stributed Whaut hori zed URL Access on wwyidf.il/https:/wanidf.il/ |B ock 1
156. 199. 76. 2 147.237.77.216|dover.i df .i | Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php Bl ock 1
217.132.106. 88 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed LRL Access to wwidf.il/nmvtza B ock 1
66.249. 65. 237 |Israel 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
84.229.133.22 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df . i |/ nai n/ gi yus/ Bl ock 1
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to navy.idf.il/edi myonan/ yoran. asp B ock 1
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