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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
71.6.165. 200 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al Net dr op 1
23.228.114.2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
71.6.216. 41 Lhited Sates 147. 237.76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1
23.228.114.2 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock Up Al Nets drop 1
71. 6. 33. 147 Lhited Sates 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1
188. 138. 102. 50 Cer many 147.237.72. 14 dover.idf.il (ol d) ock Wdp Al _Nets drop 1




03-08-2016-17:04:03 to 03-08-2016-18:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
213.57.197. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 14
46.117. 45. 188 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 7
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 7
5.29. 26. 41 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
5.28.174.114 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
2.52.162. 34 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
46.120. 53. 37 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
46. 19. 85. 49 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
2.54.29.241 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
109. 64. 89. 47 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.183.234. 8 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
79.180.192. 222 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 148 |United Sates |gqcenter.aka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
66. 102. 8. 250 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
194. 90. 244.58  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.139.27.231 |147.237.76.197 |Netherlands  |e.hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
192, 117. 127. 193|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.139.27.231 |147.237.76. 176 |Net her| ands test.ncore.idf.il [ET SCAN NVAP -sS w ndow 1024 1
185.72.179. 221 (147.237.8.46 e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26.149.171  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
151. 66. 56. 84 147.237.77.216|Italy dover.idf.il portscan: TCP D stributed Portscan 1
37.1.209. 203 147.237.72. 217 [Lhited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 67. 191. 253 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
88.247.137.156 |[147.237.8.45 |Turkey e.eitanidf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
79.181.237.44  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.199. 151. 86 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.170. 138 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
207.232.27.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.40. 36 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
192.118.11. 120 |147.237.72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
37.139.27.231 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 114. 23. 209 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
37.60. 42. 104 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
185.3.147.111  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
37. 1. 209. 203 147.237.72. 217 |Wnited Sates |e.idf.il ET SCAN Potential SSH Scan 1
109. 253. 194. 124|147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

176.13.16. 111 |Israel 147. 237. 77. 243 |nobi l e.i df . | > dro 24
Ret r ansni ssi on Packet dr opped. P
Sreanming Engine: TCP Invalid i i ssi
173.32.96.78  |canada 147. 237. 77. 176 |nat pash. i df . i | g =g nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
46.19. 85. 43 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber noni t or 16
46. 19. 85. 165 I srael 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 14
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 14
217.35. 100. 40 E?';;gom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid sequence nunber noni t or 13
46. 19. 85. 138 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TQP Invalid i i SSi
37.26.146.206 | srael 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82. 166. 212. 250 |Israel 147. 237.72. 166 |aka. i f .11 g =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.179.228. 134 | srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.8.177  |israel 147. 237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
31.168.225. 242 |israel 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
46. 19. 86. 2 | srael 147.237.72. 167 [i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 165 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 8
46.19. 85. 113 | srael 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 8
46. 19. 85. 43 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber alert 8
46. 210. 184. 124 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
77.127.163. 149 |lsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.44.136 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 7
2.52.37.59 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
87.71.90.94 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 85. 113 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 200 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
212.179. 226. 186|I srael 147. 237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
82.80.144.64  |israel 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 109. 239 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.178.240. 140 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.215  |israel 147. 237.72. 166 |aka i f .11 g =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249. 64.188 |lhited Sates |[147.237.0.19 |nadimatal.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 154 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber alert 6
46. 19. 85. 154 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning BEngine: TCP Invalid i i SSi
176.13.16.201 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 138 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
2.54.29.241 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 138 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 24. 207.52  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82.102. 169. 113 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
66.102. 8. 137 Lhited Sates |147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 5
37.48.53. 98 g‘;‘gﬂc 147. 237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
5.22.131.85 | srael 147.237.72. 156 |anan. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.29.241 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 4
66. 102. 9. 68 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
91.200.12.7 kr ai ne 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 4
79.179.110. 63  |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.29.241 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 85. 232 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACGK nunber alert 4
72.9.148.10 Lhited Sates |147.237.77.176|natpash.idf.il drop SAMrul e drop 4
188. 120. 148. 153]I srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.29. 241 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 78. 85. 39 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 258
2. 54. 40. 167 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 68
109. 253.212.0 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 28
46.19. 86. 190 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.0. 194 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
212.179. 226. 186l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wn aka.idf.il/gius B ock 3
84.108. 235. 107 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.16. 111 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
86. 106. 18. 51 Rormani a 147.237.77.216|dover.i df .il D stributed Suspicious Response Code B ock 3
5.22.131.85 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v idf.il/aman Bl ock 3
134.191. 232. 69 |l srael 147.237.77.216|dover.i df .i | Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 2
. - Unaut hori zed URL Access to
212.179.21. 194 |l srael 147.237.77.74 |lawidf.il vow g, i df i1 /i nages/ 1. hel i nf ocent er i t en B ock 1
79.181. 109. 239 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
188. 43. 123. 70 RJSf;:I”i o |147-237.77. 216 |dover . i df .i Parameter Type M ol ation PageNumin waw idf.il/1398-en/dover.aspx  |Hock |1
37.26.146.240 |lsrael 147.237.72. 156 [arman. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
137.226.113.7 |Germany 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Unauthorized URL Access on 147.237.76. 147/ B ock 1
80. 246.130. 176 |[lIsrael 147.237.77.216|dover.i df .il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249. 66. 176 [l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
. - Unknown Paraneter anp;t in
192. 198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | vown aka, i off . i 1/ i v har edi nf scri pt resour ce. axd None 1
46.19. 85. 94 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
89.139.237.34 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/personal details Bl ock 1
79.181.210. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 181. 210. 106 B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
188. 43. 123. 70 stﬁ::ﬂ on 147.237.77.216|dover . i df . i Paraneter Type Molation SortDr in vwwidf.il/1398- en/ dover. aspx B ock 1
37.26.148.200 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212. 122. 209|lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i| [Uhauthorized URL Access to 147.237.76. 147/ Bl ock 1
197. 163.92. 151 |Egypt 147.237.77.216|dover . i df . il PHP At t enpt B ock 1
66. 249. 69. 41 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 8/ 106938. pdf  |B ock 1
46. 19. 85. 232 I srael 147.237.77. 216 |dover.i df.i |l Mil tiple Abnormal |y Long Request from 46. 19. 85. 232 Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.54.149. 71 I srael 147.237.72. 156 |arman. i df . i | (SSL OONN LI ENT FELLO) None 1
79.181.210. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/main/giyus/|ogin. aspx |B ock 1
wwwv, chamat z. aka. i i
66.249. 64, 153 I srael 147.237.77.226| .. thaut hori zed UR. Access to . Bock |1
af.il v chamat z. aka. i df . i | /tenpl at es/ news/ news. i n. aspx
188. 43.123. 70 RJF Sﬁ::ﬂ on 147.237.77.216|dover.i df .i | Paraneter Type Mol ation lang in v idf.il/1398-en/ dover. aspx B ock 1
38.98.125.162 |lhited Sates [147.237.72.167]i shurimaka.idf.il |Utraceable SS. Sessions: (pen Mde None 1
197.163. 92. 151 |Egypt 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
’ . . Unaut hori zed URL Access to
68.180. 228. 112 |Uhited Sates |147.237.77. 216|dover . i df . i wwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
185. 82. 200. 91 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock 1
46.19. 85. 232 I srael 147.237.77.216|dover.idf .il Mil tiple Ml formed URL from 46. 19. 85. 232 B ock 1
79.181.231. 203 |israel 147.237.77. 216 |dover . i df . i | tnauthori zed URL Access to . Bock |1
vwwy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
66. 249. 65. 223 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
190. 229. 126. 84 |Argentina 147.237.77. 216 |dover.i df.il Unt raceabl e SSL Sessi ons: (pen Mbde None
157. 55. 2. 163 Wited Sates |147.237.77.216|dover.idf.il Whaut hori zed URL Access to waw idf.il/error.htm B ock
] . . Unaut hori zed URL Access to
40.77.167. 82 Lhited Sates [147.237.77.216|dover.idf.il vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
87. 69. 62. 227 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df . i |/ nain/giyus/ Bl ock 1
207. 46. 13. 87 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/chinuch/ niktzoa/ defaul t. asp None 1
] - . Paranet er Type M ol ati on PageNumin
68.180.230.29 [Wited Sates [147.237.77.176 |nat pash.idf.il v cogat . i df . i 1/ 2113- he/ cogat . asp Bock |1
wwwv, chamat z. aka. i .
185. 112. 248. 32 147.237. 77. 226 df il Unaut hori zed URL Access to 147.237.77.226/ B ock 1
46.19. 85. 232 I srael 147.237.77.216|dover.idf .l Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 232 B ock 1
Unaut hori zed URL Access to
waw, i df . i |/ arr/&=uaghyd1x0&nc=azmi af hi x46vmiyxyr di kucev99ae3|
31.13.112.117 |ireland 147.237.77. 216 |dover.idf.i |l sosj i vbaybpi nr | epi ovaxf gebbkkzvt 87yf ni zeqnt g4l nyaazbxzqgb7pc0l v4j u |B ock 1
ukef f Opnvti f 9xf dbywt i xzngynmgnk1_eQj zzxdj 8hpozqvvcrt hkvbzzr 5ne6l
1zcenth3bhf 0e9eqv- - t zI i 0016sqf b40i c&s=1
134.191.232. 72 |Israel 147.237.77.216|dover.idf .il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
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