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03-08-2016-12:04:05 to 03-08-2016-13:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
82.145.211.7 Eur ope 147. 237.72. 166 aka.idf.il Bl ock_Ip V¢b I n drop 14

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
185.94.111.1 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1

71. 6. 216. 49 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il Bl ock Udp All Nets drop 1

198. 20. 70. 114 Lhited Sates 147.237.77. 227 e. hanaz. i of .i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgna1ure Devi ce Action |Count |
79.178.11. 93 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 9
46.19. 86. 30 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
42.101.152.49 |China 147.237.77.176 |mat pash.idf.il [13764: HTTP: China Chopper Malware Communi cation Aftenpt B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
182.18.9. 215 Chi na 147.237.77.216 |dover.idf.il 22280: HITP. Jooma (bject Injection Wl nerability Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1




03-08-2016-12:04:05 to 03-08-2016-13:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
89. 138. 99. 89 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
82.102. 172. 34 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
80.178.145.148  [147.237.77.216 |Israel dover.idf.il portscan: TQP Distributed Portscan 1
193. 34. 57. 101 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
62.90. 234. 76 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 58. 65. 174 147.237.77.216 |Palestinian Territory, Qcupied |dover.idf.il portscan: TGP Distributed Portscan 1
45. 35, 64. 142 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
118. 165. 16. 34 147.237.76.42  |Taiwan refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 218 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
109. 65. 119. 15 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
37.8.116. 117 147.237.77.216 |Palestinian Territory, Geeupied  |dover.idf.il portscan: TCP O stributed Portscan 1
94. 230. 93. 43 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
89. 139. 180. 13 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
87.70.97. 97 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 146. 47 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
79.178. 127. 70 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 24. 207. 34 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
52. 87.243. 150 147.237.77.226 |Wited Sates wi chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
138.134.192.10 |147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.142. 154. 53 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
117.220.34.110 [147.237.77.216 |[India dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 147. 157 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
95. 35. 175. 44 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
2.54.163. 47 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
93.173.174.13 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Ret r ansnm ssi on

Packet dr opped.

reamn ine: TCP Invali i i ssi
46.19.86.188 |l srael 147, 237, 76. 200 |ei tan. aka. i o i1 | " S2M NG Engi ne: TCP alid invalid segnent retransnissi on drop 96
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
77.125.159. 102 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 84
Ret r ansn ssi on Packet dr opped.
85.250. 81. 245 I srael 147.237.77. 233 |atal i df .i | Bad TCP sequence SWretransmt with different monitor |41
w ndow scal e
83. 149. 34. 189 gj:;;”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
reamn ine: TCP Invali i i ssi
176.13.20.36  |Israel 147. 237,77, 243 |t 1o i i1 | €M NG Engine: TQP alid invalid segnent retransnission drop 15
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
85. 65. 34. 24 I srael 147.237.76.31 |nakchal .idf. il 9 =g nval i d segnent retransmssi on. drop 14
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.22.135.205  |israel 147.237. 72. 166 |aka i df .i 1 Strean 9 E'?g e T Invalid finvalid segnent retransmission drop 12
Ret r ansn ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
reamng BEngine: TCP Invali i i ssi
2.54.1.107 I'srael 147.237. 77, 243 |t 1 e o1 |27 €AMNG Engine: TQP Invalid finvalid segnent retransmissi on drop 12
Ret ransm ssi on Packet dr opped.
46. 19. 85. 70 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
2. 54. 52. 66 I srael 147.237.77.243|mobi le.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 12
5.102.232.236 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
185.32.179.67 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.147.231 |israel 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
195. 160. 242. 40 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
2.54. 56. 88 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i sSi
37.26.147.147 |israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
93.173. 244. 197 |Israel 147. 237. 72. 156 |aman. i of . i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i SSi
82.81.30.163  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i sSi
2.54.141.118  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansnm ssi on Packet dr opped.
62.90.221.127 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
reamng BEngine: TCP Invali i i sSi
109. 64. 227. 223 | srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
87.71.139.229 | srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 145. 83 | srael 147. 237. 77. 243 |nobi | e. i of . | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.182.28.130 | srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.177.41.134 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
83. 149. 34. 189 stls;;”ion 147.237.77. 216 |dover.i of . i Bad TCP sequence Invali d sequence nunber monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
83.149. 34. 189 R‘Sf:;”ion 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber monitor |5
195. 160. 242. 40 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
62.90. 221. 127 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
212.29. 225. 214 | srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 4
Ret r ansnm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.140  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.38  |lnited Sates  |147.237.77. 243 |nobile.idf il 9 =g Invalid segnent retransmssion. g, 3
Ret r ansnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
109.64.158.3  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.15. 151 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 3
Ret r ansnm ssi on Packet dropped.
46. 19. 85.173 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreanmng Engine: TCP Invalid i i ssi
147. 236. 232. 2521 sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
62.219. 165. 105 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.181.55.168 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
93.172.180.76 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.21.149  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
46.19.85.195  |israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreaming Engine: TGP Invalid i i sSi
2.54.130.105  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 3
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A tacker .
Attacker Address count ry Target Address |[Ste Signature
Sreanming Engine: TGP Invalid i i ssi
62.90.35.105 [l srael 147.237.72. 166 |aka. i of .i | 9 =g nval i d segnent retransmssi on. drop
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
109. 64. 203. 165 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.179.61.210 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
31.168.153.79 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 138, 114 ]I srael 147.237.72. 166 |aka. i df .i | 9 =g Invalid segent retransmssion. drop

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
37.26.149.176 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 14
185.32.179. 192 |[lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 9
37.26.148.140 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 7
176.13.10. 158 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 5
37.26.146.169 |Israel 147.237.77.243|nobi l e. i df . i | Ml tipl e Uhaut hori zed URL Access from 37. 26. 146. 169 B ock 4
81.218.97.114 [ srael 147.237.72. 166 |aka. i df . i | m“;kf::gf’ﬂ /Ln’:j‘nfcgicﬁtstspzt/‘; pservi ce. i panel . co.i 1/l ck Bock |4
2.54.1.107 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
5.102.241.150 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 86. 193 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82. 80. 28. 123 I 'srael 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
Pal esti ni an
176.58.65.174 |Territory, 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
Qccupi ed
84.108. 88. 60 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 108. 88. 60 Bl ock 2
176.13.1.128 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
192.116. 92. 131 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 2
84.108. 88. 60 I srael 147.237.76. 42 |refuah.idf.il Distributed PHP Attenpt Bl ock 2
80.178. 227. 165 |l srael 147.237.77. 216 |dover.i df . i | Ostributed Lhauthori zed UR. Access on ww idf.il/error. htm Bl ock 2
84. 108. 88. 60 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xmrpc. php B ock 2
192. 116. 92. 133 |l srael 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
213. 151. 35. 220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
109. 253. 208. 176/l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
84.108. 88. 60 I srael 147.237.0.34 |tikshuv.idf.il Distributed PHP Attenpt Bl ock 2
37.26.148.197 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 |lawforumidf.il Illegal Byte Qde Character in Mthod GYSA [#5]]! B ock 1
82.80.193.240 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
216.218.206.67 |Uited Sates  |147.237.0.17 irr;]{ryi—lkosher- KIaVi. | ot hori zed LR Access to 147, 237.0. 17/ Bock |1
68.180. 228. 112 |[Wnited Sates 147.237.77. 216 |dover.idf .il Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
185. 89. 217. 234 147.237.77. 216 |dover.i df . il Dstributed Lhaut hori zed UR. Access on wwidf.il/error. htm B ock 1
137.226.113.7 |Germany 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ B ock 1
87.69.77.61 I srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css [B ock 1
62.82.117.117 |Spain 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
2.52. 35. 180 I'srael 147.237.72. 166 |aka. i df . i | m”;’k‘“; izaf“.?rl'ftn:.r Ncéggﬁiit;aggffE:l'v:;;f‘:phsa"har Setl 33 in None 1
42.101.152.49 |China 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwn cogat . i df . il/dxyyl ¢/ md5. php Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 226 \S:W\i/'fhanat z. aka.i Mil tiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
37.26.147.201 [Israel 147.237.77.233|atal . i df .i| e Jhaut horized R _Agggis on Bock |1
169.229. 3. 91 Lhited Sates 147.237.76.30 |hi nush.idf.il Miltiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
79.177.58.128 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ 960. css |Bl ock 1
212.29.210. 245 |israel 147.237.77. 233 atal . i df . | L e ot horized (R pessuls Bock |1
2.54.19.209 [Israel 147.237.77. 234 |hal ag. i df . i | o rz'sl;”;‘;dzg;‘f‘:’;:‘;re'sfiiarﬁlﬁ‘fﬁ‘fsef frg‘]i . Bock |1
Uhaut hori zed URL Access to
95.86.101.126 I srael 147.237.72.166 |aka. i df . i | m’;“i fk? dil fﬁi&éf&fﬁiﬁéﬁgﬁﬁ ;Lj'z‘f;/geégogg’:;(;d;rfzf:gf‘éi?;z%‘;ﬁ"g Bock |1
kzzri -fob-0a
66.249.64.233 |Wited Sates 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
46.19. 86. 96 I srael 147.237.72. 166 |aka. i df . i | %ﬁﬁﬁfﬁfﬁ:f& - Protocol violation None |1
84.108. 88. 60 I srael 147. 237.77. 226 \é\:w}/'fha”at z. aka. i PHP At tenpt B ock 1
Unknown Par arret er
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphivai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
169. 229. 3. 91 Lhited Sates 147.237.77.19 [lawforumidf.il Mal forned URL Bl ock 1
68. 180. 230. 226 |Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to 147.237. 77. 216/ robot s. t xt B ock 1
31.168.23.59 [Israel 147. 237.77. 216 |dover . i df . i | chaut for | 2ed piﬂ;‘ofg;;isl s ong Bock |1
141.212.122. 209|thited Sates 147.237.72.167|i shurimaka. i df . il |Unauthorized URL Access to 147.237.72.167/ B ock 1
2.52.35. 180 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.152.213.24 |Portugal 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw idf.il/aman B ock 1
Uhaut hori zed URL Access to
66. 249. 64. 17 Lhited Sates 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nformat i on/ i dkoni ni pages/ 12012011yezu. |Bl ock 1

aspx
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