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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |

81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 109
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
146. 185. 239. 100 Russi an Federation 147.237.72. 167 i shurimaka.idf.il bl ock-sp-trafl forward 2
184. 105. 139. 122 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |Bock Np Al Net drop 1
185. 130. 5. 224 147. 237. 77. 227 e. hanaz. i df .il Bl ock Udp All Nets drop 1
185.94. 111. 1 147.237. 76. 200 eitan. aka.idf.il B ock Up Al _Nets drop 1
185. 130. 5. 224 147.237.0. 35 akaws. idf.il Bl ock_UWp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
184. 105. 139. 86 Lhited Sates 147.237.77.212 e. dover.idf.il Bock Np Al Net drop 1
185. 130. 5. 224 147. 237. 76. 148 gocenter.aka.idf.il [Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count
93.173.37. 164 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 19
66. 249. 93. 125 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
80. 246. 130. 48 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
93. 173. 244. 222 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
80. 179. 207. 59 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
85. 250. 88. 198 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 4
66. 249. 93. 121 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 3
66.249. 93. 117 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
46. 19. 85. 80 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
66. 249. 93. 121 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 93. 125 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
66. 249. 93. 117 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
182.18.9. 215 Chi na 147.237.77.216 |dover.idf.il |22280. HITP. Joomha hject Injection Ml nerability B ock 1
188. 165. 15. 117 France 147.237.77.216  |dover.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 69. 87 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

31.168.209.93 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 2
176.13.13.180 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
89.138. 124. 87  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
84.228.196. 190 |147.237.72.166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
80.179. 125. 162 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80.178.239.19 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 70 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237.0.33 [China idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.149. 236 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237.0.19 |Wited Sates  |nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 111. 218 |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
85. 64. 19. 149 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.110. 210. 208 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80.178. 239. 56 |147. 237 77 2331 57 ael atal id il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 1

att ack

79.180. 251. 127 |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
216.72.40.186  [147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.29.225.214 |147.237.72.166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi
46.19.86.119 [ srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.1. 164 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
46.19.85.123  |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.195  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
77.125.140. 230 |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
80.178.114.18 |[Israel 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
82.80.176.80  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
212. 143. 138. 230|I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an . L Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
130. 193. 37. 16 Federati on 147.237.0.34 |tikshuv.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 3
84.108. 98. 49 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.179.126.77 |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
82.81. 1. 231 I'sr ael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
87.71.4.131 I srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.179.162.84 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.166.85.172 |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
147.236.33. 241 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.131 | srael 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
84.94.200.35 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
212.179.21.194 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
209. 88. 157. 163 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.1.235  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
2.54.151.48 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 2
2.54.128.192 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.54.151.48 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |2
79.177.219. 122 |Israel 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 2
46. 19. 86. 125 | srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 2
2.54.151.48 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni tor |2
o SN retransmit wth different .
93.173.37.164 |[lIsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 2
77.93.203. 35 Czech Republic |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.54.151. 48 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80.246.139.99 [Israel 147.237.72. 167 [i shurimaka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 2
62.0.236. 1 I srael 147.237.72. 166 |aka.i of .i | drop First packet isn't SN drop 2
2.54.151. 48 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.102.235.104 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
77.126. 43. 49 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.14 |UWited Sates [147.237.77.205|prishaidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
37.142.143.119 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
2.54.165. 186 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.28 Lhited Sates |[147.237.76.202|e. halag.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
176.13.7.25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
118.98. 74. 138  |I ndonesi a 147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.102.235.104 |israel 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
2.54.57. 74 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber alert 1
64.125.239.32 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
146. 185. 239. 102 R‘F Sf:;”ion 147.237.72. 167 |i shuri maka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85.25 I'srael 147.237.77. 226 |} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor |1
2.54.177.175 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
2.54.131. 89 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176.13.11.126 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 124
2.54.178.125 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 67
185.32.179.54 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 33
176.13.9.35 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 33
2.54.184. 195 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 11
2.52.148. 41 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 6
109. 253. 144. 221 |1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
81.218.56.171 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 81.218.56. 171 B ock 5
176. 13. 0. 207 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
109. 67. 167. 199 |l srael 147.237.0.19 |nadimatal .idf.il naci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 3
46.19. 85. 227 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
82.166.204.82 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U B ock 3
46.19. 86. 14 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unauthori zed URL Access from 81.218. 241. 26 B ock 3
46. 19. 86. 119 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 3
109. 253. 210. 189l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.117.101.67 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
109. 253.131. 20 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
183. 206. 168. 57 |Chi na 147. 237.77. 234 |hal ag. idf.il Mul tipl e Whaut horized URL Access from 183. 206. 168. 57 Bl ock 2
183. 206. 160. 57 |Chi na 147.237.77. 216 |dover.idf .i | Ostributed Admin B ocki ng B ock 2
84.109.89.188 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
183. 206. 160. 57 |Chi na 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 183. 206. 160. 57 B ock 2
183. 206. 168. 57 |Chi na 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 183. 206. 168. 57 B ock 2
84.109. 241. 204 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock 2
82.166.204.82 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized LR Access from 82.166. 204. 82 B ock 1
, www. chanat z. aka. i d _ _
183. 206. 160. 57 |Chi na 147.237.77. 226 £l Adm n Bl ocki ng Bl ock 1
81.218.56.171 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter wb48617274 in . . . None 1
wwn aka. i df . i |/ mai n/ kapat z/ r esour ces/ i nages/ mai npage/ i con3. gi f
37.26.146.217 |[Israel 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79 177. 200. 193 |1 srael 147. 237.72. 166 |aka. i df .i | Unknown _Par :_;met er ctl 00sct | 00$$:phMa| n$cphSachar $ct| 17 in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
’ - - Unaut hori zed URL Access to
66.249.64. 124 |lhited Sates [147.237.76.86 |navy.idf.il navy. i of i |/ mai 1 gi yus/ i yus/ gener al . asp Bl ock 1
183. 206. 168. 57 |Chi na 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/admin/fckeditor/editor/ |B ock 1
. . Distributed Lhaut hori zed URL Access on
85. 65.126. 164 |l srael 147.237.77. 216 |dover.i df . i | ww i o i1/t tps: /v cf i1/ Bl ock 1
183. 206. 160. 57 [Chi na 147.237.77. 176 |mat pash. i df . i | Distributed Adnmin B ocki ng B ock 1
81.218.56.171 |[lIsrael 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized LRL Access from 81.218.56. 171 Bl ock 1
. . Unaut hori zed URL Access to
81.218.56.171 |[Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ nai v kapat 2/ r esour ces/ i nages/ si t es- head. | pg B ock 1
212.235.68.118 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unaut hori zed URL Access to
110.84.34. 163 |China 147.237.77.74 [lawidf. il wwy | aw i df . il /adm n/ edit or/ asset manager / asset nanager . asp B ock !
' . . Unaut hori zed URL Access to
68.180. 228.175 |[Lhited Sates [147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994~ 8913- he/ r ef uah. aspx Bl ock 1
183. 206. 168. 57 |Chi na 147.237.77.234|hal ag.i df . i | Mil tiple Admn B ocking from 183. 206. 168. 57 Bl ock 1
- . Distributed Uhaut hori zed URL Access on
93.173.37.164 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
46.117.101. 67 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal .idf.il/sip storage/files/2/ |B ock 1
. W, chamat z. aka. i d |unaut hori zed URL Access to
183. 206. 160. 57 (Chi na 147.237.77. 226 vawn charat z. aka. i df . i 1/ adri v f ckedi t or / edi tor/ B ock !
37.26.146.243 |[Israel 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
176. 13. 8. 193 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel 111 es/ 9/ si ze100x0/ 3469, pg Bl ock 1
Unknown Par aret er wh48617274 in
81.218.56.171 |[lIsrael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ kapat z/ r esour ces/ i mages/ mai npage/ r ed- i con2. g [None 1
if
79 183. 169. 121 |1 srael 147. 237.72. 166 |aka. i df .i | Unknown _Par :_;met er ctl 00sct | 00$$:phMa| n$cphSachar $ct | 51 in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
185. 82. 200. 91 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
] . . Unaut hori zed URL Access to
66.249.64. 131 |Lhited Sates [147.237.72. 166 |aka. i df .i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
183. 206. 168. 57 |Chi na 147.237.77. 170 |n@ar achot . i df . i | D stributed Adnin B ocking B ock 1
87.70.82.137  |israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df i1/ @i n/hone/ dej cr, B ock 1
vj ankf aul t. aspx
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