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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
212.199. 154. 194 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 704
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 508
109. 253. 132. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
109. 253. 132. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
147. 236. 31. 246 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
184. 105. 139. 82 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Block Np All _Net drop 1
85. 25. 43. 218 Ger nany 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 90 Lhited Sates 147.237.77.176 nat pash. i df .i | B ock Np Al _Net dr op 1
184. 105. 139. 74 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Block Np All Net drop 1
66. 240. 192. 138 Lhited Sates 147.237. 0. 34 ti kshuv. i df .i | Bl ock Udp All Nets drop 1
184. 105. 139. 118 Lhited Sates 147. 237. 8. 50 e. tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.77.121 e.navy.idf.il Block Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Np Al _Net dr op 1
79.176.139. 126 | srael 147.237. 0. 200 mdu. i df il Bl ock Udp All Nets drop 1
184. 105. 139. 90 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il Bock Np Al Net drop 1
184.105. 139. 114 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .il Block Np All _Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.77. 243 nobi | e.idf il Block Np Al Net drop 1
79.183. 152. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
184. 105. 139. 90 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock Np Al _Net dr op 1
184.105. 139. 118 Lhited Sates 147.237. 8. 45 eetanidf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
79.177. 115. 236 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 11
134. 249. 53. 96 Wkrai ne 147.237.77.74 lawidf.il C1000016: HITP. adninistrator in R B ock 2
66. 249. 69. 95 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
37.187.94.2 France 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 8 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
93.173.37. 164 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 36 United Ki ngdom 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 52 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
208. 67. 1. 57 147. 237. 76. 86 Wited Sates navy. i df.il ET SCAN Potential SSH Scan 1
176.13. 18. 112 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
95. 86. 77. 87 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.19. 85. 132 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
37.26. 149. 250 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37. 1. 209. 203 147.237. 76. 199 Lhited Sates e.nakchal .idf .il ET SCAN NVAP -sS w ndow 1024 1
5.102. 247. 227 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
176.13.0.5 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 114 147.237. 8. 46 kr ai ne e. chi nuch. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 89 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37. 1. 209. 203 147, 237. 76. 200 Wited Sates eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37. 1. 209. 203 147.237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.52.30. 197 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker ountry|Target Address |Ste Signature Action ‘Count
212.199. 154. 194|l srael 147. 237. 72. 167 |i shurimaka. i df .i | dr op Frst packet isn't SN drop 45
Sreamng Engine: TCP Invalid i i ssi
109. 253. 212. 43 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.179.28.208 | srael 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 21
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 186. 130 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
81.218.251. 252 |israel 147.237.76. 200 |ei tan. aka. i of .1 g =g Invalid segnent retransmssion. | o 20
Ret ransm ssi on Packet dropped.
2.52.34.124 I srael 147. 237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreaning Engine: TGP Invalid i i ssi
2.54. 23. 26 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 12
Ret ransm ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf il drop SAMrule drop 12
46. 19. 86. 98 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11
193. 43. 245. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
91.200.12.136 |kraine 147.237.77. 216 |dover.idf il drop SAMrule drop 8
37.46.39. 37 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |7
31.210. 186. 154 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
2.54.62.137 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
109. 65. 73. 43 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TCP Invalid i i ssi
82. 81. 44. 24 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
2.54.151. 238 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46.19. 85. 129 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
2.54.53.121 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
109. 253. 147. 176l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
109. 253. 147. 176! srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 5
46.19. 85. 129 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
85. 130. 223. 241 |lIsrael 147.237. 76. 147 |chi nuch. aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
176.13.13. 18 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46.19. 85. 215 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
80. 246. 133. 255 || srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 30 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
89.138.205.4  |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46.19. 85. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
85.130. 223. 241 |l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | dr op First packet isn't SN drop 4
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.52.28.215 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.151  |Israel 147.237.77. 226 "“i"l"“ha”atz'aka"df drop First packet ismt SWN drop 4
91.200.12.136 |lkrai ne 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 4
91.200.12.136 |lkrai ne 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
85. 130. 223. 241 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
109. 67. 138. 249 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i sSi
192. 117. 103. 140|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 229. 122 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i sSi
176.13.23.50  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 179 | srael 147.237.76.31 [nakchal .idf.il drop First packet isn't SYN drop
79.177.115. 236 |lsrael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
87.71.137.118 | srael 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.22.129.133  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Li byan Arab . . -
41.254.2.132 3 iriya 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
2.54.148.108  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.178.132.190 |israel 147. 237.72. 166 |aka.i df .1 9 59 Invalid segment retransmssion. . 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 86. 145 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 278
37.26.149.230 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 156
109. 253. 144. 221 ]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 49
109. 253. 212. 43 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
109. 253. 193. 206|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
109. 253. 198. 49 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 15
46. 19. 85. 208 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
176.13.9. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
176.13.13.130 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 8
109. 253. 197. 95 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46. 19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.180.229.122 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 3
89.139. 48. 245 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.24. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253.196. 11 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 66. 17. 105 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
134.191.232.70 |l srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
183.240.92.17 |thina 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 2
134.249.53.96 |lkraine 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 2
46. 19. 85. 158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 220. 145]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
212. 143. 173. 198|I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www idf.il/inages/ 1. he/trigger. png B ock 1
Unhaut hori zed URL Access to
95. 86. 110. 98 I srael 147.237.72. 156 [aman. i df . i | waw. aman. i df . i | / &a=u8ved=0ahukewj 5zsdoybdl ahueazokhvj abzqqf gg|[B ock 1
umaed&usg=af gj cnexunbxt ap6f aj r xy3kwnzuhyj gi g
81.218.241.26 |[Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 81.218. 241. 26 Bl ock 1
185. 82. 200. 91 147.237.0. 17 $ niyl- kosher - kravi . i Unaut hori zed URL Access to 147.237.0.17/ B ock 1
134.249.53.96 |lkrai ne 147.237.77.74 |lawidf .il Unaut hori zed URL Access to ww nag. i df . il/wp-1o0gin. php B ock 1
79.177.122.17 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 124 g;g: 147.237.76.86 |navy.idf.il nma\?)tljt ihglf .i izle/dgiﬁ‘s/?cocrisn‘;‘ ats(r)J/sho o orumasp Bock |1
217.194.207. 80 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwy aka. i df.il/main/ B ock 1
207. 46. 13. 100 g‘;tt:: 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
85. 250. 208. 101 I srael 147.237.77. 176 |nat pash. i df . i | m“é:gc;i.f?j‘fjl iLF/LsiA:_Csetsosrath/fi | est &/ 4629 g Bock |1
37.26.146.184 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80.178.101.40 |Israel 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from 80.178. 101. 40 (Qpen Mde) None
66. 249. 65. 37 ;“;Itee: 147.237.77.74 |lawidf.il me?zlwﬁ)aéﬁ‘ﬁtf;g‘ﬁipg ::raf;gi’(t in None 1
134.191. 232.68 |Israel 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
212.179.22.6  [Israel 147.237.76.42 |refuah.idf.il ot ted et horized gaﬁcgizi o Bock |1
82. 81. 90. 82 I srael 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to ww i df.il/inages/ 1. he/t opcap. gi f Bl ock 1
37.46.39.37 I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
185. 82. 200. 91 147.237.76.39 |nobile.neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ B ock 1
5.22.131.101 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
134.249.131.0 |Wraine 147.237.77. 216 |dover . i df . i | Erwaﬁtferl J);pfn;f;’t'i/' ;’gn;t i endl sendtof ri end. aspx Bl ock 1
79.177.169. 232 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw idf.il/anan B ock 1
66. 249. 64. 182 g;g: 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. ht m B ock 1
46.19. 85. 96 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
207.232.29.213 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
87.69.158.111 |[lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock 1
37.26.146.239 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.178.101.40 [Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180. 228.109 |11 147.237.0.34  |tikshuv.idf.i Parane of Tvpe M f'lgto'l‘_’?]e'ﬁ?iﬁr&';spx Hock |1
109. 186. 162. 66 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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