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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 6
185. 130. 5. 224 147.237.77. 227 e hanaz.idf.il B ock_Up Al _Nets drop 1
71.6.216.51 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1
197.211. 44. 107 N geria 147.237.0. 16 ny- kosher-kravi .idf .il L4 Source or Dest Port Zero drop 1
71.6.216. 61 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il B ock Np Al Net drop 1
71.6.216. 49 Lhited Sates 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1
71.6.216. 50 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1




03-08-2016-08:04:04 to 03-08-2016-09:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site ‘Sgnature Devi ce Action |Oount ‘
2.52.32.227 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 8
147.235.185.74 |Israel 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 6
79.177.115.236 |lsrael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 4
185. 24. 76. 158 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 3
85.17.112. 142 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 3
94.23.19.178 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
162.210.196. 97 |lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
94.23.19.178 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
69. 30. 201. 98 Lhited Sates 147.237.77.216 |dover.idf.il |Cl000074: HTTP. najestic bot B ock 2
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
42.101. 152. 49 Chi na 147.237.77.176 |mat pash. i df.il [13764: HITP: China Chopper Malware Conmuni cation Attenpt B ock 1
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 69. 95 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 1
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
94. 230. 93. 89 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
94. 230. 93. 99 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 1
31.168. 99. 234 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL Bl ock 1
134. 249. 53. 96 Lkr ai ne 147.237.77.216 |dover.idf.il |Cl000016: HTTP. adninistrator in WR B ock 1




03-08-2016-08:04:04 to 03-08-2016-09:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77.216  [Austria dover.idf.il Tehila - Perl LW with fake user agent 2
149. 78. 109. 141 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
115. 214. 64. 243 147.237.72. 14 Chi na dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 3072 1
109. 67. 102. 242 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 181. 106. 42 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
37.26.149. 218 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
2.54.176. 94 147.237.77.216  |israel dover.idf.il portscan: TCP O stri buted Portscan 1
212.179.21. 194 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
209.126.116. 147  |147.237.76. 30 Wited Sates hi nush. i df il ET SCAN NVAP -sS wi ndow 1024 1
185. 72. 179. 221 147. 237. 76. 201 e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.199. 128. 167  |147.237.72.156 [ ngapore anan. i of . il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
112. 124. 10. 141 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 198. 34 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
46.117. 239. 214 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
31. 210. 186. 154 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
212.25. 85. 134 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address [Ste Signature
72.9.148. 10 Wited Sates 147.237.77. 216 |dover. i df .i | dr op SMrul e drop 16
106. 208. 42.23 [India 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i Ssi
79. 183. 125. 180 |I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alidjinval i d segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.139 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
62.219.143.30 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alidjinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.223 |israel 147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.135.68  |Israel 147.237.77. 243\ e. i1 | SAM NG Engine: TCP I nval idinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
_ o S reamng Engi ne: TCP TCP segnent out of maxi mum
66.129. 239. 13 [Lhited Sates 147.237.76.86 |[navy.idf.il Segent Linit Enforcement |alloed sequence. Packet dropped drop 4
66.249. 93. 252 |Israel 147.237.76.202|e.halag.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enforcenent  [drop
46.19.85.8 I st ael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i Ssi
46. 210. 201. 221 |I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alidjinvali d segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Iran, Islamc . o .
79.127.43.100 | b of 147.237.0.34 |tikshw.icf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
2.54.25. 44 I st ael 147.237.72. 167 [i shurimaka.i of .i|Bad TCP sequence I'nval i d ACK nunber noni t or
89.139. 251. 52 |[Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i SSi
212.235.59.83 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
66.129.239.13 |lLhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
85.130.176. 11 |l srael 147. 237. 77. 216 |dover.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
reaming BEngine: TCP Invali i i SSi
194.90.15.61 |israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i djinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Iran, Islamc . . . . )
79.127. 43. 100 Republ i ¢ of 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
89.139. 251. 52 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber monitor (3
Sreaming Engine: TCP Invalid ' i ssi
62. 219. 115. 209 |I srael 147. 237.72. 166 |aka i df .i 9 =g Invali d segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
80. 178. 126. 230 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
37.26.147.140 |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.9.112 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
2.54.52.11 I srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 65. 230. 210 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
2.52.128.170 |Isradl 147. 237.72. 166 |aka i df .i 9 =g Invali d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
87.70.35.89  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
37.26.147.243 |Israel 147. 237.72. 166 |aka i df .11 g =g Ivalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
81.218.202. 61 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
46.19.85.158 |Israel 147. 237.72. 166 |aka. i f .11 g =g Ivalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.56.222  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
85. 65. 145. 157 |l srael 147.237.72. 167 |ishurimaka i df .i|Bad TCP sequence Invalid ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i Ssi
185. 120. 125. 57 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
77.125. 105. 201 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
109. 253. 143.6 | srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i SSi
2.54. 1. 164 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
46.19.85.123 |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
66.249.93.252 |lhited Sates 147.237.76.202|e.halag.idf.il  |[Geo-| ocati on enf or cenent Geo-l ocation i nbound enforcenent  |drop
82.80.33.138 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
79.183.52. 234 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i Ssi
212. 235. 40. 111 |1 srael 147. 237.72. 166 |aka. i f .11 g =g Ivalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
66.129.239.13 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber mnitor |3
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Target Address
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Signature

85.130. 176. 11 [l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Pal esti ni an e ' .
37.8.87.53 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
2.54.176. 94 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d ACK nunber aert
72.9.148.10 Wited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop
185.3.144.26  |Israel 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 53 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 161
176.13.12. 112 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 150
46.19. 85. 161 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 74
109. 253. 199. 131 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 39
176. 13. 3. 160 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 34
109. 253. 208. 50 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.52.146. 182 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 18
46. 19. 85. 158 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
137.135.176. 175|Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
176.13.22. 144  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.19. 85. 161 I srael 147.237.0.19 |nadi matal .idf.il|Untraceabl e SSL Sessions: Qpen Mde None 2
220. 255. 148. 65 |9 ngapore 147.237.77. 216 |dover.idf . il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 2
2.54.8.72 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54.24. 254 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 120. 126. 10 147.237.76. 42 |refuah.idf.il Mil ti pl e Unhaut hori zed LRL Access from 185. 120. 126. 10 B ock 1
46. 19. 85. 227 | srael 147.237.77. 216 |dover. i df . i | Mal formed URL __ at uvc=0 Bl ock 1
138.134.192. 10 |[lsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LR Access to wawidf.il/milnet B ock 1
40.77.167. 72 Lhited Sates [147.237.72.156 [anan. i df.il D stributed Whaut horized URL Access on list.ips.gov.il/robots.txt B ock 1
87.69.158. 111 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat.idf.il/xnirpc. php B ock 1
66.249.64.119 |nited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/giyus/forumasp/ showf orumasp |B ock 1
195. 154. 173. 103|France 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww i df.il/nazi B ock 1
5.22.134.215 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i[D stributed PHP At enpt Bl ock 1
68.180.228.112 |Lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwwyidf.il/1395-en/ dover. aspx B ock 1
185. 120. 126. 10 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock 1
46.19.85.227  |israel 147. 237.77. 216 |dover . i df . i | m:tnfxzomp Request Method 6116225.1456116225.; in LR Bl ock 1
42.101.152.49 |China 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt Bl ock 1
173.247.228.10 |Lnited Sates [147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df . i|/1503-en/ dover. aspx. B ock 1
66.249.64.131 |lLnited Sates |147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/tfasi maspx  |B ock 1
203.127.96. 252 |9 ngapore 147.237.77.216|dover.idf .i | Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
180. 76. 15. 19 Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/atal 1/ i zkor/ nai n. asp B ock 1
134.249.53.96 |lkraine 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
5.22.134.215  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i x\j\fgﬁﬁ;ss aulz:.”itgf'rii lzlef mﬁcﬁfsss on Bl ock 1
68.180.228.112 |nited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwy i df.il/1824- he/ dover . aspx B ock

185. 120. 126. 10 147.237.76.86 |navy.idf.il Ml tipl e Unhauthorized URL Access from 185. 120. 126. 10 B ock

51.254. 44. 137 E?i;;gom 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
42.101.152.49 |[China 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat . i df.il/pl us/ 90sec. php B ock 1
173.247.228.10 |nited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/wp-1ogin. php B ock 1
109. 64. 114. 11 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wan i df.il/https:/wwnidf.il/ B ock 1
66.249.64.195 |lLhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/hinuch B ock 1
185. 82. 200. 91 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
46. 19. 85. 227 | srael 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request net hod B ock 1
134.249.53.96 |lkraine 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wwu i df.i|/wp-1ogin. php B ock 1
31.168.31.178 |[Israel 147.237.77.233|atal .idf.il Dstributed PH> A tenpt B ock 1
84.110.7.167 | srael 147.237.77. 234 |hal ag.i df .| mﬂtog?rs'tizii LR fecess sti(:n_st oragel {1 es! 4 i 2633840/ 1584, pq Bl ock 1
194.90.106.30 |Israel 147.237.72. 166 |aka. i df . i | :)L'ri%"’:/ i%"ageeg’?in(g:ag:g;féoijgcﬁi’ fm’i W kapat 2/ res#012 B ock 1
54.162.124.221 |hited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 64. 139. 205 |l srael 147.237.72.166 |aka. i df . i | m”;k":i zfrﬁ';e;amgnmﬁgfmm in None 1
66. 249. 64. 230 Lhited Sates |147.237.77.216(|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
185. 120. 126. 10 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
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