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|Target Address

Site
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Device Action

Count

71.6.216. 46 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.76. 197 e. hinush.idf.il B ock Np Al Net dr op 1
71.6.216. 52 Lhited Sates 147.237.77. 176 nat pash. i df . i | Bock Np Al Net drop 1
184. 105. 247. 252 Lhited Sates 147.237.8.14 e.orchot.idf.il B ock_Udp Al Nets drop 1
185.94.111. 1 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
31.168. 99. 234 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
192. 118. 12. 102 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
107. 150. 56. 254 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
176. 13. 22. 140 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 119 Italy 147.237.0. 34 tikshuv.idf.il [Cl000146: HTTP. AhrefBot craw er Bl ock 1
66. 249. 69. 79 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 128 Italy 147.237.0. 34 tikshuv.idf.il |[Cl000146: HTTP. AhrefBot craw er Bl ock 1
69. 64. 36. 190 Lhited Sates 147.237.72.166 |aka.idf.il 22280: HITP. Joonha Qhject Injection Wil nerability B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 129 Italy 147.237.77.234 |hal ag.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
104. 168. 147. 242  |Uhited Sates 147.237.77. 74 lawidf.il 22280: HITP. Joonha Qhject Injection Wil nerability B ock 1
104. 168. 147.242 |Wited Sates 147.237.77.216 |dover.idf.il 22280: HITP. Joonmha (bj ect |njection Vil nerability B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 64. 97 147.237.77.170|Whited Sates  [maarachot.idf.il |ET SCAN NVAP -sA (2) 4
213.204. 105. 29 |[147.237.76.86 |Lebanon navy. i df.il ET SCAN NVAP -sA (2) 2
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
80. 246. 130. 204 |147.237.77. 233 |I srael atal .idf.il 1
at t ack
66. 249. 93. 24 147.237.72.167 |Lhited Sates  |ishurimaka idf.i|ET SCAN NVAP -sA (2) 1
46.116. 44.243  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
218.246. 0. 97 147.237.0.34 |China tikshuv.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179.77  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
- ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
80.246.130. 22  |147.237.77. 233 |Israel atal .idf.il 1
att ack
2.54.186. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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A tacker
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2.52.33.7 I srael 147.237.76.42 |refuah.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 25
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 16
66. 102. 9. 16 Lhited Sates 147.237.77. 234 |hal ag.idf .il drop First packet isn't SYN drop 7
46.19.85.167  |Israel 147.237.77. 216 |dover.idf il |Bad TCP sequence SINHAXK retransmt with different | oo
w ndow scal e
213. 186. 167. 67 [Jordan 147.237.77. 176 |matpash.icf.il |Bad TCP sequence Invalid sequence nunber noni t or
213. 186. 167. 67 |Jordan 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or
84.94.158.202 |lsrael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunier noni t or
Sreaming Engine: TGP Invalid i i ssi
37.26.148.196 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TQP Invalid i i ssi
79.178.59.186 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
66.102.9.5 Lhited Sates 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 6
46.19. 86. 21 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
72.9.148.10 Lhited Sates |147.237.77.176 |natpash.icf.il |drop SAMrul e drop 4
185. 3. 146. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
185.32.179. 123 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.54.149. 216 I srael 147.237.72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
37.26.148.225 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 148. 201 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
46.19. 85. 36 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82. 80. 64. 2 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
176.13.2. 42 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.229  |israel 147. 237.77. 243 |nobi l e i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.199 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
37.26.149.219 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.54. 20, 232 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.102.1  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.52.7 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 215. 1301 srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
212.199.169. 20 |Israel 147.237.77.234|halag.icf il |Bad TCP sequence SNretransmt wth different mnitor |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
81. 218. 205. 139 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
213. 204. 105. 29 |Lebanon 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
199.30.25.60  |Wited Sates |147.237.76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
5.102.195.127 |[lIsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval id ACK nunber noni t or 2
8.37.228.77 g”&;ymus 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Response out of state monitor  [2
2.54.161. 144 I sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
209.140.32.7 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
2.54.16. 234 I srael 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
) . . SYNVAXK retransmit with different .
82.102. 169. 113 [l srael 147.237.0.19 |nadimatal .idf.i|Bad TCP sequence i ndow scal 6 noni t or 2
70.39.186.218 |Satellite Provi d147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
149. 78. 26. 56 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
213.204. 105. 29 |Lebanon 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
5.28.131.167  |Israel 147.237.72. 166 |aka. i df . Bad TOP sequence SINHAK retransmt with different oo 5
w ndow scal e
70.39.186.222 |Satellite Provid{147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
212.199.169. 20 |Israel 147.237.77.233|atal .icf.il  |Bad TCP sequence SNretransmt wth different mnitor |2
w ndow scal e
Anonynous S . .
8.37.227.69 Pr oxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state nmoni t or 2
Sreanming Engine: TCP Invalid i i ssi
157.55.2.163  |Wiited Sates |147.237.76.200 |eitan aka i df.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.
72.9.148.10 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop 2
2.52.30. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 222 I srael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.108.185.15 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
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46. 19. 86. 161 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 131
109. 253. 196. 47 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 58
82.102.169. 113 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 51
46. 19. 86. 251 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 43
37.26.149.210 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
82. 80. 137. 14 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/8 |B ock 3
176.13.16. 166 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 120 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2. 54. 46. 240 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.64.233 |Wited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
109. 253. 132. 2021 srael 147.237.72. 166 |aka. i df . i | \Twagfae:f?f/?a:ifv\;a?haaﬂiﬁggii;ratiOnw yor dl e ster. aspx None 1
68.180.229. 239 [Lnited Sates  [147.237.72.166|aka. i df . il m“;i‘gii jfedl Iﬁn'zcofejiotrzl doc. ot/ general . aspx B ock 1
197.44.174.32 |Egypt 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
173.247.228.10 |Uhited Sates  |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock 1
5.29.54.102  [Israel 147.237.77. 234 |hal ag. i df . i | ﬁ?fégg?;i?gsﬁmpggssssh;oe d/bul et L. i B ock 1
212.143.38.222 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php B ock 1
Uhaut hori zed URL Access to
66. 249. 65. 37 Uited Sates [147.237.77.74 |lawidf.il ww | aw i df i | /tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t em|B ock 1
/
37.142.64.96 | srael 147.237.77.234|hal ag.i df . i | Dstributed PHP Attenpt B ock 1
185. 120. 126. 10 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwurefua. atal.idf.il/xmrpc. php B ock 1
68.180.230.29 |lhited Sates  |147.237.77.176 |nat pash. i df .i | D stributed Suspici ous Response Code B ock 1
46.71.221.15 Arneni a 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
203. 106. 159. 163 |Mil aysi a 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 1
5.255.253. 122 :32::1”' on 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
212.199.169.20 Israel 147.237.77.233|at al . i df . i | ks Seirlasni aspx Bl ock 1
66.249.66.64  |lnited Sates  |147.237.77.233|atal .idf.il i;‘)‘(‘tg;g;:;mﬁl Access to waw atal . idf.il/1119-he/o000n P gy () 1
37.142. 64. 96 I srael 147.237.77.234|hal ag.i df . i | Lhaut hori zed URL Access to ww | ogistics.atal.idf.il/xmrpc.php [B ock 1
185. 120. 126. 10 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed PHP Attenpt B ock 1
110.92.98.1 9 ngapor e 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
80.246.133.28 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
203. 106. 159. 163 |\l aysi a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.i|/xmrpc. php B ock 1
46.71.221.15  |Armenia 147.237.77. 176 |nat pash. i df . i | E”;Vt (';'Og:tt eld dfuql""lu/t:r?,nrr' ;(Sdpf:?_ Access on B ock 1
184.105. 139. 67 |[Wnited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
31.168.31.178 [Israel 147.237.76.200(ei tan. aka. i df . il Distributed PHP Attenpt B ock 1
85. 65. 185. 40 I srael 147.237.77.234|hal ag.i df . i | D stributed PHP Attenpt Bl ock 1
68.180.228.175 |Lhited Sates |147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
185. 120. 126. 10 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/xmrpc. php |B ock 1
157.55.39.183 |Uhited Sates  [147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None 1
82.80.137. 14 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 82.80. 137. 14 B ock 1
207.46.13.70  |thited Sates  |147.237.77.176 [nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
66.249. 64. 143 [United Sates  |147.237.72. 166 |aka. i df .i | Llﬂi;ugggr ;Z?‘L;gf‘mﬁf‘;s?ut;gener o aspx B ock 1
185. 112. 248. 32 147.237.0.17 ;‘nlnly kosher -kravi . id Unaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
31.168.31.178 |[lIsrael 147.237.76.200(ei tan. aka. i df.i | Unaut hori zed LRL Access to waw ei tan. aka.idf.il/xmrpc. php Bl ock 1
85.65.185.40  |Israel 147.237.77. 234 |hal ag. i df . i | mlré;ft?isﬂa;t.F}O(;filzif?xﬁpf:ﬁ;s on B ock 1
68.180.229.62 |[Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
197.44.174.32  |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
173.247.228.10 |Uited Sates  |147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 1
82. 80. 137. 14 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 1
212.143.38.222 |lIsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
185. 120. 126. 10 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 1

03-08-2016-07:04:00 to 03-08-2016-08:04:00




