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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
82. 145. 221. 66 Eur ope 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 7
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
119.93. 247. 4 Phi | i ppi nes 147.237.0. 200 ndu. i df . i | JLM Under Attack Con_Tcp drop 2
184. 105. 139. 84 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np All _Net drop 1
62. 75. 207. 109 Ger many 147.237.0. 35 akaws. i df. il B ock Wp Al Nets drop 1
185.94. 111. 1 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1
66. 240. 236. 119 Lhited Sates 147.237.77. 176 nat pash. i df i | Bl ock Udp All Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il Bock Np Al _Net drop 1
180. 97. 106. 37 Chi na 147.237. 76. 196 e.svivaidf.il B ock_Udp Al _Nets drop 1
62. 75. 207. 109 Ger nany 147.237.0. 17 m ny- kosher -kravi .i df . il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Devi ce Action ‘Count |
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
178. 203. 146. 227  |Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
178. 203. 146. 227 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 36 France 147.237.0.15 kosher-kravi.idf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
106. 120. 173.102 |China 147.237. 76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 201. 236. 113 147.237.77. 235 krai ne sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.77.97.123 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
40.77.97.123 147. 237.76. 38 Lhited Sates eenetav.idf.il ET SCAN Potential SSH Scan 1
40.77.97.123 147.237.0. 15 Lhited Sates kosher -kravi .i df .i ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147. 237.76. 148 Lhited Sates gqcent er . aka. i df .i | ET DRCP Dshi el d B ock Li sted Source 1
183. 56. 166. 188 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.77.97.123 147. 237.76. 201 Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
40.77.97. 123 147. 237. 76. 148 Lhited Sates ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
40.77.97.123 147. 237.76. 30 Lhited Sates hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
72.9.148. 10 Lhited Sates |147.237.77. 216 |dover.idf.il drop SAMrule drop 16
46.19. 85. 251 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
72.9.148. 10 Lhited Sates |147.237.77. 176 |nat pash. i df .i | drop SAMrule drop
Sreamng Engine: TCP Invalid i i ssi
164.138. 112. 96 |Israel 147.237.77. 243 |nubi 1 e.i o i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
46.19.85.114  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i Ssi
79.181. 141. 169 |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i Ssi
46.19.86.118  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
85.250.217.21 |[lIsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
212.199. 251. 235|l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.117.57.120 |israel 147.237.77. 216 |dover.idf i1 drop First packet isn't SN drop 2
220.253.50.81 |Australia 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber moni tor |2
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.190 |lnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
46.19.85.236  |Israel 147.237.77. 226 | chanatz.aka.idf-1 1oy TCP sequence Inval i d ACK nurber moni tor  [2
: o SYNtACK retransmt wth .
24.24.223.241 |Uited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vindow scal & monitor |2
72.9.148. 10 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 2
212.199. 251. 235|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 2
212.199. 251. 227 |l srael 147.237.77. 216 |dover.idf .il SYN At ack rej ect 2
37.26.147.255 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105.139. 84 |[lhited Sates |147.237.77. 121 |e. navy.idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 231|wnited Sates  [147.237.0.17 qunly kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
. . s . Geo- | ocati on i nbound
159. 226. 95. 66  |Chi na 147.237.8.24 le.lifestyle.idf.il Geo- | ocati on enf or cenment enf or cenent drop 1
74.82. 47. 50 Lhited Sates |147.237.0.200 |[rdu.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
51. 254. 44. 137 LKTIr:;gom 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.199. 251. 227|1 srael 147.237.77. 216 |dover.idf i1 drop First packet isn't SN drop 1
184.105.139. 94 |Uhited Sates |147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
93.172.168.71 |[lIsrael 147. 237. 77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
213.57.136.75 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
51. 254. 44, 137 LKTI;;gom 147.237.0.17 ;"I”Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 232|Wnited Sates  [147.237. 77. 227 |e. haraz. i of . Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.56 Lhited Sates |[147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
220.253.50.81 |Australia 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
212.199. 251. 227|1 srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber moni tor |1
184.105.139.95 |Wited Sates [147.237.0.33 |[idf.il drop drop 1
137.116.71.170 |wited Sates [147.237.77. 212 |e. dover. i of .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.15 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 123|lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
51.254. 44,137 |Wted 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Ki ngdom enf or cenent
198. 20. 69. 98 Lhited Sates |147.237.77. 170 |maar achot . i df . il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
2.54.42.104 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . . SYNWAXK retransmt with .
220.253.50.81 |Australia 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
70. 198. 8. 232 Uhited Sates |147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
212.199. 251. 227 I srael 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
184. 105. 139. 120|wnited Sates  [147. 237. 0. 17 ;"I”Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Wited Sates |147.237.77. 227 |e. haraz. i f . Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
220.253.50.81 |Australia 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 1
51.254. 44,137 |Wted 147. 237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Ki ngdom enf or cenent
184.105.139. 84 |Lhited Sates [147.237.72. 156 |anman.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
176.13. 22. 144 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 30
176.13.22. 144 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 18
46.19.85.199 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 4
31.210.186.23 [Israel 147.237.77. 216 |dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm  |B ock 4
37.142.64.95 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
185. 89. 217. 227 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed LRL Access on wawidf.il/error.htm  |B ock 2
183. 206. 160. 57 |Chi na 147.237.77. 216 |dover.i df .i | Mul tipl e Whaut horized URL Access from 183. 206. 160. 57 B ock 2
183. 206. 168. 57 [Chi na 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 183. 206. 168. 57 B ock 1
149. 125. 70. 175 |Uhited Sates |147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.230.29 [Uited Sates [147.237.77. 176 |nat pash. i df . i | Paranet er Type Vol at | on Pagehum i n Bt ock 1
waw cogat . i df . i | / 1038- he/ cogat . aspx

, wn chamat z. aka. i df . i [unaut hori zed URL Access to
183. 206. 160. 57 |Chi na 147.237.77. 226 | vy chanat 2. aka. i o i 1/ ckedi t or/ edi tor/ Bl ock 1
94.230.93.50 |lsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on wanidf.il/error.htm  |B ock 1

) . . Unaut hori zed URL Access to
66.249.64.131 |[Lhited Sates |147.237.72.166|aka.idf.il 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
183. 206. 168. 57 |Chi na 147.237.77.234|hal ag. i df . il Ml tipl e Unaut horized URL Access from 183. 206. 168. 57 Bl ock 1
68.196.162.2 |wited Sates |147.237.77. 216 |dover.idf.il walt;e')pl e Untraceabl e SS. Sessions from 68. 196. 162. 2 (Cpen None 1
185. 89. 217. 229 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed LRL Access on wawidf.il/error.htm  |B ock 1
183. 206. 168. 57 |Chi na 147.237.77.74 |lawidf.il Mul tiple Whaut horized URL Access from 183. 206. 168. 57 B ock 1
94.230.93.63 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on wawidf.il/error.htm  |B ock 1
66.249.64.233 |lnited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed LRL Access on wawidf.il/error.htm  |B ock 1
183. 206. 168. 57 |Chi na 147.237.77. 243 |nobi | e.i df . i | Mul tiple Whaut horized URL Access from 183. 206. 168. 57 B ock 1
24.196.156.28 |[Lhited Sates [147.237.77.74 |lawidf.il PHP At t enpt B ock 1
68.196.162.2 |lnited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1

' m ny- kosher - kr avi . i df
51.254, 44, 137 |\ ted 147.237.0.17 | Unaut hor i zed URL Access to / B ock 1

Ki ngdom R

212.143.38. 222 || srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
183. 206. 168. 57 |Chi na 147.237.77.74 [lawidf.il Lhaut hori zed LRL Access to waw nmag. i df.il/fckeditor/editor/ Bl ock
94.230.93.69 |[Israel 147.237.77.216|dover.idf .i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm  |B ock

) . ., |Dstributed Unauthorized URL Access on
66.249.69.11 [Lhited Sates [147.237.0.16  [ny-kosher-kravi.idf.il |- " ny- kosher - kr avi i df i1/ Bl ock 1
185. 82. 200. 91 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
24.196.156.28 |[lLhited Sates [147.237.77.74 |lawidf.il Lhaut hori zed LRL Access to waw nag.idf.il/xmrpc. php B ock 1
183. 206. 160. 57 |Chi na 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to www cogat.idf.il/fckeditor/editor/ |B ock 1
84.108.237.95 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/1/ |B ock 1
51.254. 44. 137 E?';;gom 147.237.76.200|ei tan. aka. i df .i | Lhaut hori zed URL Access to / B ock 1
212.143.38. 222 [Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/xmrpc. php Bl ock 1
183. 206. 168. 57 |Chi na 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/fckeditor/editor/ B ock 1
138. 134. 192. 10 |l srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/nilnet B ock 1
68.180.229. 239 |Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to waw aka. i df . il/mai n/rabanut/61998 |B ock 1
185. 82. 200. 91 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
94.230.93.24 |[Israel 147.237.77. 216 |dover.idf .i | Dstributed Uhaut hori zed LRL Access on wawidf.il/error.htm  |B ock 1
51.254. 4. 137 E?'rfggom 147. 237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to / B ock 1
220.253.50.81 |Australia 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
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