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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
71.6.216. 37 Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il B ock_Udp Al _Nets dr op 1
184.105. 139. 112 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.77.19 | awforumidf.il B ock Np Al _Net drop 1
185. 130. 5. 224 147.237. 8. 45 e.eitanidf.il B ock_Udp Al Nets drop 1
184. 105. 139. 104 Lhited Sates 147. 237. 77. 234 hal ag. i df i | Bock Np Al Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.0. 34 ti kshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net dr op 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il B ock Wdp Al Nets drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 121 e.navy.idf.il Block Np All Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al Net drop 1
184. 105. 139. 116 Lhited Sates 147. 237.77. 170 naar achot . i of . i | Bock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
188. 138. 17. 205 France 147.237.0. 19 nadi matal .idf.il B ock_Udp All _Nets dr op 1
184. 105. 139. 108 Lhited Sates 147.237.77. 179 e.nazi.idf.il Bock Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.72. 156 anan. i df.il Bock Np Al _Net drop 1
185. 35. 62. 143 Sni t zerl and 147.237.72. 167 ishurimaka.idf.il B ock_Udp Al Nets drop 1
184. 105. 139. 104 Lhited Sates 147. 237.72. 166 aka.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |Sgnature Devi ce Action |Oount
5.9.87.111 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 111 Italy 147.237.76. 31 nakchal .idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
37.187.94. 101 France 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 149 Italy 147.237.76. 42 refuah.idf.il |[Cl000146: HITP. AhrefBot craw er B ock 1
37.187.94.214 France 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106.120.173. 102  |Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
176. 9. 131. 69 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 1
37.187.94. 241 France 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 120.173.159 |thina 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 47 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP.  AhrefBot craw er B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 64. 50 147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
61.244.49.137 [147.237.0.33 |Hong Kong idf.il ET SCAN Potential SSH Scan 1
208.67.1.57 147.237.8.27 |lhited Sates |e.nadimatal.idf.il ET SCAN Potential SSH Scan 1
61.244.49.137 |[147.237.0.16 |Hong Kong ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.77.61 |Gte DIvoire |e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
185.130.5.231 [147.237.77.170 maar achot . i df . i | ET SCAN Potential SSH Scan 1
185.130. 5. 231  |147. 237. 76. 147 chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
72.252.24.133 |147.237.8.45 |Janai ca e.etanidf.il ET SCAN NVAP -sS wi ndow 4096 1
61.244.49.137 [147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 72. 14 |lhited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
61.244.49.137 |[147.237.0.19 |Hong Kong nadi matal .idf.il ET SCAN Potential SSH Scan 1
201 172, 102. 1641147 237 0.32  |hsxi co Cikshov. idf i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.77.61 |Gte DIvoire |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
37. 1. 209. 203 147.237.77.233|Whited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.231 |147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 231  |147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
117.5. 89. 36 147. 237. 77. 205 [\ et nam prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 93. 5. 66 147.237.76.31 |Ger many nakchal .i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
72.9.148. 10 Lhited Sates |147.237.77. 216 |dover.idf.il drop SMrule drop 16
46. 19. 85. 247 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
Sreaming Engine: TGP Invalid i i ssi
157.55.2.150  |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
’ . . SYNtAXK retransmt with .
106. 196. 241. 174|Indi a 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
37.26.147.224 |israel 147.237.72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 247 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
72.9.148. 10 Lhited Sates |147.237. 77. 176 |nat pash. i df .i | drop SAMrule drop
Sreaning Engine: TGP Invalid i i ssi
109. 253. 209. 92 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
80.218. 11. 69 S tzerl and 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i SSi
66.249.64.190 |tited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199.30.25.98  |Wnited Sates |147.237.76. 200 |ei tan. aka.idf . il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrule drop 2
. R SWNretransnmit wth different .
222.64.2. 40 Chi na 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e nonitor |2
24.13. 150. 70 Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
146. 185. 239, 102 R‘Sf;:t”i o 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 1
216.218.206.92 |Wited Sates |147.237.8.27 |emadimatal.idf.il |Geo-location enfor cenent Sﬁ?o'rzgﬁg'nf”  nbound drop 1
s SYN+tACXK retransmt wth .
186. 188. 105. 202|Venezuel a 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
141.212.122. 150|Whited Sates |147.237.8.46 |e.chinuch.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
222.64.2.40 Chi na 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow monitor |1
50.93.198.232 |Whited Sates 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
37.26.147.158 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 [Lnited States  [147.287.77.226| 1" chanat z. aka. 1AM 14r oy SAMrule drop 1
216.218.206. 120|Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
190.232.113.6 |Reru 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 151|Uited Sates |147.237.8.46 e chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates |147.237.76.200|eitan. aka.idf.il drop SAMrul e drop 1
212.96.50.6 Hungary 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 1
180. 76. 15. 27 Chi na 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates |147.237.77.233|atal .idf.il drop SAMrule drop 1
218.22.211.69 |China 147.237.0.35 |akavs.idf.il dr op drop 1
50.93.198.232 |lhited Sates |147.237.0.34 |[tikshuv.idf.il drop SAMrule drop 1
190.232.113.6  |Peru 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122. 158|Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
212.96.50.6 Hungary 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nvalid ACK nunber noni t or 1
37.46.41.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
184.105. 139. 114|nited Sates |147.237.72. 166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 51. 73 R‘Sf:;”ion 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
Lhi ted e
51.254.44.137 . ngdom 147.237.0.33 [idf.il drop drop 1
222.64.2. 40 Chi na 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
50.93.198.232 |Whited Sates 147.237. 72. 156 |anan. i df . il dr op SAMrul e drop 1
190.232.113.6  |Reru 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt with monitor |1
di fferent w ndow scal e
141,212,122, 159|United Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.93.198.232 |lhited Sates |147.237.77. 176 |nat pash.idf.il drop SAMrule drop 1
184. 105. 247. 239|Wnited Sates  |147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
137.116.71. 170 |Wited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cenment gﬁfolggﬁ;‘fn i nbound drop 1
51.254. 44,137 |Wted 147. 237. 72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

Ki ngdom
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
196. 46. 186. 134 |South Africa [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/wordpress/wp-adnin/ Bl ock 1
) . . - Unknown Paraneter SortDr in
68.180.229. 121 |Lhited Sates |147.237.76.200|eitan. aka.idf.il Wi ei tan. aka i df i1/ 1103-en/ ei t an. aspx None 1
) ny- kosher - kravi . i df . ) o
40.77. 167. 36 Lhited Sates [147.237.0.16 i Unaut hori zed URL Access to waw ny- kosher-kravi .idf.il/ B ock 1
166.62.35. 111 |Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/test/wp-adnmin/ B ock 1
66.249.64. 61 |lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
222.64.2.40  |China 147. 237.77. 216 |dover . i df . i | WL i's Above Foot Directory B ock 1
wwy i df.il/../shared/ usercontrol s/ header upper/
107.6.153.58 |Netherlands  [147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 107. 6. 153. 58 B ock 1
40.77.167.75 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
183. 111. 174. 4 gﬁa oo |147.287.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ B ock 1
. W chanat z. aka. i d Unaut hori zed lR_ Ac_cess to _ _ _ _
66.249. 64. 153 |lhited Sates |147.237.77.226|, . wwn chanat z. aka. i df . i 1/tenpl at es/ i magevi deogal | eryl obby/ i nagevi deo |Bl ock 1
f.il gal | eryl obby. aspx
107.6.153.58 |Netherlands  [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
46. 118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
185. 45. 13. 162 |Ronani a 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 64.233 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
122.2.110.50  |Phili ppines 147.237.77.216|dover.idf .| Ostributed PHP At tenpt B ock 1
. . . D stributed Unaut hori zed LRL Access on
46. 118. 155. 216 |Lkrai ne 147.237.77. 176 [nat pash. i df . i | vaw cogat . i dff i 1/ xmhr pe. php Bl ock 1
. . . Lhaut hori zed URL Access to
195.138. 85. 250 | Lkral ne 147.237.77. 216 dover . i df . i | ww i df . i1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
66.249.73.190 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
37.26.149. 244 |Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/error. htm B ock 1
122.2.110.50  |Pnili ppines 147.237.77.216|dover.idf . il Distributed Unauthorized URL Access on waw i df .il/xmrpc. php Bl ock 1
46. 118. 155. 216 |krai ne 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 46. 118. 155. 216 Bl ock 1
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