03-08-2016-04:04:05 to 03-08-2016-05:04:05

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nat pash. i df i |

Wiawid.il
Nummber M tikshuv.idf.il
Atticks Weitan aka. idf.il

[ refuah.idf.il

Meatal.idf.il
e.nakchal .idf.il

M chi nuch. aka. i df . i

Top Tar get

W 72.9.148.10
82. 145. 222. 249
I 46.19. 85. 223
212.142. 148. 244

N”'éber M 46.19.85.1
Attacks M 207. 46. 13. 187

[0 51. 254. 44. 137

M 207. 46. 13. 127
212.143. 142. 56

M 157.55. 39. 183

Top Attackers



03-08-2016-04:04:05 to 03-08-2016-05:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
82. 145. 222. 249 Eur ope 147.237.77. 216 dover.idf.il ock Ip Vb In drop 18
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6

81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 3

184. 105. 247. 234 Lhited Sates 147. 237. 0. 200 ndu.idf i Block Udp All Nets drop 1

216. 218. 206. 71 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Site Sgnature Devi ce Action |Count |
69. 30. 213. 82 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
69. 30. 213. 82 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
69. 64. 36. 190 Lhited Sates 147.237.72.166 |aka.idf.il 22280: HITP. Joonha (hj ect |njection il nerability B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 86 United Kingdom |[147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 145 Italy 147.237.77.170 |nmaarachot.idf.il |ClL000146: HTTP. AhrefBot crawl er B ock 1
66. 249. 69. 95 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
37.187.95. 120 France 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 48 United Kingdom |147.237.77.74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
106. 120. 173. 159 |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 49 United Kingdom [147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212. 142. 148. 244 147. 237. 76. 201 Sai n eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
212. 142. 148. 244 147. 237. 76. 148 Spai n ggcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 2
212.142. 148. 244 147. 237. 76. 202 Sai n e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
212.142. 148. 244 147.237. 76. 199 Spain e. nakchal .i df .i | ET SCAN Potential SSH Scan 2
212. 142. 148. 244 147. 237. 76. 147 Spai n chi nuch. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 98 147.237.76. 44 Lhited Sates e.refuah.idf.il ET DRCP Dshield B ock Listed Source 1
37.139.27.231 147.237.0. 35 Net her | ands akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.139. 27. 231 147.237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
212. 142. 148. 244 147. 237. 76. 199 Sain e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212. 142. 148. 244 147. 237. 76. 197 Spai n e. himush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237. 76. 200 Lhited Sates eitan. aka. idf.il ET DRP Dshiel d B ock Listed Source 1
185. 130. 5. 231 147. 237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
37.139. 27. 231 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212. 142. 148. 244 147. 237. 76. 201 Sain eata.idf.il ET SCAN Potential SSH Scan 1
212. 142. 148. 244 147. 237.76. 176 Spai n test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
72.9.148.10 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 16
Sreaning Engi ne: TCP
207.46.13.187 |lhited Sates |147.237.72.166|aka. idf.il . 9 9 L. Invalid segnent retransmssion. Packet dropped. |drop 10
Inval i d Ret ransm ssi on
46. 19. 85. 223 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaning Engi ne: TCP
207.46.13.127 |Whited Sates 147.237.72. 166 |aka.idf. il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 6
Inval i d Retransnission
46.19.85. 1 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19.85.1 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid AGK nunber noni tor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
72.9.148.10 Lhited Sates |147.237.77. 176 |nat pash. i df . il dr op SAMrul e drop 4
Sream ng Engi ne: TCP
157.55.39.183 |lhited Sates 147.237.72. 166 |aka.idf. il . 9 9 L. Invalid segnent retransmssion. Packet dropped. |drop 4
Inval i d Retransni ssion
L Sreamng Engi ne: TCP _ -
46. 19. 85. 223 | srael 147.237.72. 166 |aka.idf . il . .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransnission
Russi an L S ream ng Engi ne: TCP _ o
5. 255. 253. 81 . 147.237.72. 166 |aka.idf. il . L. Invalid segnent retransmssion. Packet dropped. |drop 3
Federation Inval i d Retransni ssion
_ L Sreamng Engi ne: TCP _ .
104.197.77.72 |lhited Sates 147.237.72. 166 |aka.idf . il . .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransnission
212.142. 148. 244|Spai n 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 149 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
72.9.148. 10 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop
51. 254. 44, 137 LKJ?Ir:;gom 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 82. 200. 91 147.237.76.34 |yohal an.idf.il dr op drop 1
158. 69. 201. 229 |lhited Sates [147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow noni tor |1
93.189. 114. 202 |Hungary 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
i Geo-1 ocati on
51. 254. 44. 137 gm ted 147.237.8.27 |e.nadimatal .idf.i Geo- | ocat i on i nbound enf or cenent drop 1
Ki ngdom enf or cenent
184.105.139.91 |Uhited Sates [147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
141.212.122. 146|Uhited Sates [147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
81.17.16.51 Swi t zerl and 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow monitor |1
i Geo- | ocati on
51. 254. 44. 137 u.“ ted 147.237.77. 212 |e. dover.idf.il Geo- | ocation i nbound enf or cenent drop 1
Ki ngdom enf or cenent
185. 100. 85. 138 147.237.77. 216 |dover.idf .i | D rectory Traversal directory traversal overflow noni tor |1
159. 226. 95. 66  |Chi na 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 48.193  |Net her| ands 147.237. 72. 156 |aman.i df .i | dr op SAMrul e drop 1
51. 254. 44. 137 z";;gom 147.237.76.31 |nekchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST reject |1
184.105. 139. 124|Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 147|United Sates [147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
89. 234. 157. 254 |France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow monitor |1
Geo- | ocati on
66.240.192. 138 |lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on i nbound enf or cenent drop 1
enf or cenent
185. 112. 157. 135 147.237.77. 216 |dover.i df .i | D rectory Traversal directory traversal overflow noni tor |1
Bl ock HTTP Non i : HITP
46.19.85.223  |Israel 147.237.77. 216 |dover. i df .i | . 11egal header fornat detected: Miforned moni tor |1
Corrp| | ant prot ocol nane in I equest
162. 244. 25. 249 |Canada 147.237.77. 216 |dover.idf il Drectory Traversal directory traversal overflow nonitor |1
2.187.253.17 'Féx'bl :z'?c 147.237.76.200|eitan.aka idf.il |Bad TCP sequence Inval i d ACK nunber dert |1
94.230.86.207 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
72.198.222.160 |[Wited Sates |147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
207.46.13.161 |lUited Sates [147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Lhited R
51.254.44.137 . ngdom 147.237.76.34 |yohalan.idf.il drop drop 1
184. 105. 247. 251 |Uhited Sates [147.237.8.45 |e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 88.127.66 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni tor |1
93. 115. 95. 206 érnoc;r;ynnus 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow nonitor |1
216.218.206. 122|lnited Sates [147.237.72. 167 |ishurimaka. idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Non- conpl i ant TCP packets comi ng from
S reanmng Engi ne: TCP i i
66. 249. 66. 129 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g mitiple external sources were detected This |, 1
anormal y det ect ed may result frompotential network configuration
pr obl em
193. 200. 241. 195|Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 1
51. 254. 44. 137 LK!i“r:gegom 147.237.0.34 |[tikshwv.icf.il  |SYN Attack SYN -> SYN-ACK -> RST reject |1
176.10.99. 205 [Sntzerland 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversa overflow nonitor |1
2.187.253 17 |1 IS1aMC 1,47 937 76. 200 [eitan aka ich.il |Bad TCP sequence Invalid ACK nunber moni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.46.13.191 |Lhited Sates |[147.237.77.176|mat pash.idf.il Mil ti pl e UWnaut hori zed URL Access from 207.46.13. 191 Bl ock 2
142.4.215.116 [Canada 147.237.77. 216 |dover . i df .i | Ml tipl e Unhauthorized URL Access from 142. 4. 215. 116 B ock 1
46.19. 85. 223 I srael 147.237.77.216|dover. i df . il Mal formed URL 08 B ock 1
207.46.13.127 |lnited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None 1
176. 120. 174. 228|Sai n 147.237.77. 176 [nat pash. i df . i | Dstributed PHP Attenpt B ock 1
66.249.64.190 |lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None 1
’ . . Mil tiple Uhtraceabl e SSL Sessi ons from 212. 142. 148. 244 (Prot ocol
212. 142. 148. 244|Spai n 147.237.76.42 |refuah.idf.il viol ation (SS. GON QLI ENT HELLO)) None 1
203. 106. 159. 163|Ml aysi a 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
. - Uhaut hori zed URL Access to
142.4.215.116 |Canada 147.237.77.216|dover.i df .| Wi df i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
46. 19. 85. 223 I srael 147.237.77. 216 |dover . i df .i | Unknown HTTP Request Method ue, in URL B ock 1
: . . Unaut hori zed URL Access to
207.46.13.182 |lnited Sates |147.237.77.176|nat pash.idf.il W cogat . i df i |/ ecr i ti nf or nat i on f aq/ pages/ def aul t . aspx Bl ock 1
176. 120. 174. 228|pai n 147.237.77. 176 |mat pash. i df . i | D stributed Unhaut hori zed URL Access on waw cogat . idf.il/xnrpc. php Bl ock 1
66.249.64.230 |lLnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock
216.218.206.66 [lLited Sates |[147.237.72.167|i shuri maka. i df.i|Unauthorized URL Access to 147.237.72.167/ B ock
] . ; . DOstributed Paraneter Type Mol ation on
40.77.167. 82 Uited Sates |[147.237.0.34 |tikshuv.idf.il W ti kshuv. i o i | /i t el cont act us. aspx_paraneter cat | d Bl ock 1
203. 106. 159. 163 |\l aysi a 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock
157.55.39.183 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/sachar/forns/ downl oadf ormasp |B ock
51. 254. 44, 137 z‘;;gom 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to / B ock 1
207.46.13.187 |lLited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/banmachane B ock 1
194. 72. 238. 241 E?';gegom 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to / B ock 1
80. 82. 65. 82 Netherlands  [147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 80. 82. 65. 82 B ock 1
46. 19. 85. 223 | srael 147.237.77.216|dover . i df . i | Abnormal |y Long Request request version Bl ock 1
} . . D stributed Uhauthorized URL Access on
207.46.13.127 |lWited Sates [147.237.72.166|aka.idf.il aka. i df .i |/ sachar/ f or ns/ downl oadf or m asp Bl ock 1
157.55.39.225 |lhited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wawtikshuv.idf.il/site/contactus.aspx |B ock 1
51. 254. 44. 137 Ei“'ntgegom 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to / B ock 1
201. 106. 157. 39 |Mexi co 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/gen204 B ock 1
80. 82. 65. 82 Netherlands  [147.237.77.216|dover.idf. il thaut hor | zed URL Access to B ock 1
vy i df . i | / shar ed/ user cont r ol s/ header upper /
46.19. 85. 223 I srael 147.237.77.216|dover. i df .i | I11egal HTTP Version Mar 2016 01:11: 34 GVI B ock
207.46.13.127 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/mluind/tenpl ates/ mai n. asp B ock
. . URL is Above Root Directory
162.244. 25249 |Canada 147.237.77. 216 |dover . i df . i1 v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js B ock !
66.249.64.137 |lLnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
} . . Uhaut hori zed URL Access to
207.46.13.191 |thited Sates |147.237.77.176|nat pash.idf.il W cogat i o i 1/ usef ul i nf or mat i on/ i dkoni i Bl ock 1
201.106. 157. 39 |Mexi co 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

03-08-2016-04:04:05 to 03-08-2016-05:04:05




