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|Top Attackers | n DDoS- Def ence |

Attacker Address Device Action Count

|Attacker Country

Target Address Site Signature

82. 145. 210. 238 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 5
114.79.28.7 | ndonesi a 147.237.77. 74 lawidf.il Bl ock | p_ V¢b In dr op 3
114.79.28. 70 | ndonesi a 147.237. 76. 86 navy.idf.il Block Ip Véb In drop 3
81.218. 65. 210 | srael 147.237.77.216 dover.idf.il Bl ock Udp All _Nets dr op 3
114.79. 28. 134 | ndonesi a 147.237.77. 216 dover.idf.il Block Ip Vb In drop 3
114. 79. 28. 198 | ndonesi a 147.237.72. 156 anan.idf.il Bl ock Ip V¢b In drop 2
114. 79. 28. 198 | ndonesi a 147.237.72. 166 aka.idf.il Bl ock_Ip Véb In drop 2
114.79.28. 70 | ndonesi a 147.237.77. 170 naar achot . i df . il Bl ock | p_ V¢b In dr op 2
185.94.111.1 147. 237. 8. 27 e nadi matal .idf.il Bl ock Udp All Nets drop 1
216.218. 206. 123 Lhited Sates 147.237.0. 200 mu. i df i | Bl ock Udp All _Nets dr op 1
71.6.216. 38 Lhited Sates 147. 237. 0. 200 . i df . i | B ock Udp Al _Nets dr op 1
210. 6. 215. 37 Hong Kong 147.237. 76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1
210. 6. 215. 37 Hong Kong 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 247. 234 Lhited Sates 147.237. 8. 45 eeitanidf.il Bl ock_Udp All _Nets dr op 1
210. 6. 215. 37 Hong Kong 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.72.166  |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |[ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 102 Chi na 147.237.76. 42 refuah.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
212.142. 148. 244|147. 237. 76. 42 |pain refuah.idf.il ) . 18
deni al of service attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
132.252.173.4  [147.237.77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
104. 197. 254. 53 |147.237.77.212|United Sates e dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
72.252.24.133 |147.237. 72. 217 |Janai ca eidf.il ET SCAN NVAP -f -sS 1
212. 142. 148. 244|147. 237.76. 42 |Sain refuah.idf.il ET SCAN NMAP -sS w ndow 1024 1
40. 76. 95. 41 147.237.0.33 [lhited Sates [idf.il ET SCAN NVAP -sS wi ndow 4096 1
212. 142. 148. 244|147. 237.76.39 [ain nobi | e.nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
40.76.95. 41 147.237.0.33 |wnited Sates |[idf.il ET SCAN NVAP -f -sS 1
212.142. 148. 244|147. 237.76.38 |Fain eemtav.id.il [ET SCAN NVAP -sS w ndow 1024 1
212. 142. 148. 244|147. 237.76.34 [Fain yohal an. i df . il ET SCAN NMAP -sS w ndow 1024 1
212. 142. 148. 244|147. 237.76.30 [ain hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
209. 126. 116. 147|147.237.76.30 |lhited Sates [hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMVAP -sS w ndow 1024 1
72.252.24.133 |147.237. 72. 217 |Janai ca e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
212. 142. 148. 244|147. 237. 76. 42 |Spain refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.244.49.137 [147.237.8.14 |Hong Kong e.orchot.idf.il ET SCAN Potential SSH Scan 1
212. 142. 148. 244|147. 237.76.39 [Sain nobi | e.nei tav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
40. 76. 95. 41 147.237.0.33 [lhited Sates [idf.il ET SCAN NVAP -sS wi ndow 2048 1
212.142. 148. 244|147. 237. 76. 38 |Spain eemitav.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
212. 142. 148. 244|147. 237.76.34 |Sain yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.142. 148. 244|147. 237. 76. 31 |Spain nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147.237. 76. 42 |Wnited Sates |refuah.idf.il ET SCAN NMVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
72.9.148. 10 Lhited Sates  [147.237.77.216|dover.idf.il dr op SAMrule drop 15
91.47.254. 187 |Ger many 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i ssi
68.105. 166. 106 |Lhited Sates  |147.237. 76.200 [eitan. aka.idf. il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.64.119 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 124 |lnited Sates |147.237.76.86 |navy.icf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop
190. 190. 101. 146|Argenti na 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
66.249.66.129 |lhited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. |y 4
Ret ransm ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df . i drop SAMrul e drop 4
Sreaning Engine: TGP Invalid i i ssi
66. 249. 64. 3 Lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Russi an C o Streaming Bngine: TCP Invalid |invalid segnent retransnission.
93. 158. 152. 83 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.178.106.12 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an C o Streamng Engine: TCP Invalid |invalid segnent retransnission.
130. 193. 51. 69 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
208.54.80.241 |lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
38.111.147.86 |Lhited Sates [147.237. 77. 216 |dover.idf.i | dr op drop
Sreanming Engine: TP Invalid i i ssi
68.180.228. 112 [Lhited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
66.249.64.190 |lWhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dr opped.
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrule drop 2
Sreaning Engine: TGP Invalid i i ssi
66.249.66. 133 |lhited Sates  |147.237. 76.200 [eitan. aka. idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
212. 142. 148. 244|%pai n 147.237.76.34 |yohalan.idf.il drop drop 2
132.252.173.4  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 155|Uhited Sates  |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212. 142. 148. 244|%pai n 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 62. 53. 168 RJSf;:I”ion 147.237.77. 233 atal i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
132.252.173.4 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.208.155. 105 |Whited Sates  |147.237.76.201 |e atal .idf.il Geo- | ocati on enf or cenent gﬁ?o'rggi'mon I nbound drop 1
208.54.80.241 [lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence SINAK retransmt with different |ovor |1
w ndow scal e
159. 226.95.66  |hi na 147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocation enf or cenent Geo-locati on i nbound drop 1
enf or cenent
51.254. 44.137 |United K ngdom|147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.54.80.241 |Lhited Sates  [147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 1
141.212.122. 144|Wited Sates  |147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
209.126. 116. 147|Wited Sates |147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
. C e . Geo- | ocati on i nbound
159. 226. 95. 66  |Chi na 147.237.77. 121 |e.navy.idf il Geo-1 ocati on enf or cement enf or cement drop 1
123.126.113.80 |China 147.237.72. 166 |aka.i df .i | dr op SAMrul e drop 1
217.78.141. 141 |Ger many 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.72.70.2 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.54.80.241 |lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 145|Whited Sates  |147.237. 77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.111.52.202 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
209. 126. 116. 147|lhited S ates 147.237.8.46 |e.chinuch.idf.il |drop SAMrul e drop 1
184.56.214. 197 |wnited Sates |147.237. 77. 216 |dover. i df.i | Bad TCP sequence Invalid ACK nunber noni t or 1
208.54.80.241 |Wiited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber nmoni t or 1
141.212.122. 154|Uhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.111.52.202 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
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Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
: . . Uhaut hori zed URL Access to
66.249.64.119 |lhited Sates [147.237.76.86 [navy.idf.il nawy. i of . i 1/ shar ed/ aj ax! set val | erycont rol . aspx Bl ock 2
185. 82. 200. 91 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to 147.237.76. 200/ B ock 1
70.197. 72. 64 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wa i df.il/aman B ock
! . . Uhaut hori zed URL Access to
66. 249. 64. 53 Lhited Sates |147.237.77.170|maarachot.idf .il 147.237. 7. 1700 pelf /11 es/ 2/ 112222, pe B ock 1
134.191.232. 71 |israel 147.237.77.216|dover.i df .i | D stributed Uhaut horized URL Access on waw i df.il/error.htm |B ock 1
66.249. 64.233 |lLhited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df.il/error.htm |B ock 1
37.142.68.133 |Israel 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
185. 112. 248. 32 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0.19/ B ock 1
94. 10. 27. 96 Wi ted 147.237.77.74 |lawidf.il PHP At tenpt B ock 1
Ki ngdom
134.191.232. 72 |Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wan i df.il/error.htm |B ock
66. 249. 69. 3 Lhited Sates [147.237.0.16 [ny-kosher-kravi.idf. il |[Uhauthorized URL Access to wan ny-kosher-kravi.idf.il/ B ock
37.142.68.133 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/xnrpc. php B ock
. . . S Whtraceabl e Gonnection - Protocol violation
212. 142. 148. 244|Spai n 147.237.76.42 |refuah.idf.il (SSL CONN LI ENT FELLO) None 1
94.10. 27. 96 LKJ?Ir:;éjom 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
. . . Uhaut hori zed URL Access to
66.249.64.131 |lhited Sates |147.237.72.166|aka.idf.il 147. 237. 72. 166/ si p. st or agel {1 es/ 4/ 70284. pf B ock 1
157. 55. 2. 146 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df.il/error.htm |B ock 1
67. 68.240. 127 |Canada 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
40.77. 167. 10 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
134.191.232.69 |Israel 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm |B ock 1
66.249.64.137 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
172.56.37.229 |Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.230.29 [lnited Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Miolation PageNimin Bl ock 1
wanw cogat . i df . i | /1927- he/ cogat . aspx
51. 254. 44. 137 Ei"";gegom 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to / B ock 1
134.191.232.70 |Israel 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
wwy, chamat z. aka. i df . i
66.249. 64. 165 |United Sates |147.237.77. 226 Whaut hori zed LRL Access to B ock 1

wawn chanat z. aka. i df . i 1/tenpl at es/ fag/ f ag. aspx
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