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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
204. 42. 253. 130 Lhited Sates 147.237.8. 14 e.orchot.idf.il ock_Udp All _Nets drop 2
117.190. 233. 21 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLM Under Attack Con Tcp drop 2
71.6.135. 131 Lhited Sates 147.237.77.176 nat pash. i df . il Bl ock Udp All Nets drop 1
185. 130. 5. 224 147.237.77.121 e.navy.idf.il Bl ock_Udp Al _Nets drop 1
188. 138. 17. 205 France 147.237. 76. 31 nakchal .idf.il B ock Np Al _Net drop 1
199. 233. 236. 98 Lhited Sates 147.237. 76. 42 refuah.idf.il Invalid L4 Header Length drop 1
124, 232. 150. 230 Chi na 147.237. 8. 27 e.nadi matal .idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site ‘Sgnaiure Devi ce Action |Oount ‘
212.199. 205.69 |[lIsrael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 5
162.210.196.97 |United Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
162.210.196. 98 |Lhited Sates 147.237.77.216 |dover.idf.il |Cl000074: HTTP. najestic bot B ock 2
106. 38.241. 106  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
42.101. 152. 49 Chi na 147.237.77.176 |mat pash. i df.il [13764: HITP: China Chopper Ml ware Conmuni cation Attenpt B ock 1
106. 120. 173. 102 |China 147.237.76.42 |refuah.idf.il [CL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 69. 87 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 1
104. 168. 147. 242 |Wited Sates 147.237.77.176 |mat pash. i df . il [22280: HITP. Joomha bject Injection Vil nerability B ock 1
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
183. 60. 243. 188 |Chi na 147.237.77.176 |nat pash. i df.i| [C1000003: HTTP: phpM/Adnin access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
222.186.15.120 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
208.67.1.57 147.237.77.226 |Wited Sates |ww chanatz.aka.idf.il [ET SCAN Potential SSH Scan 1
183. 60. 243. 188 |147. 237. 77. 176 |Chi na mat pash. i df .i | SERVER APACHE Apache Toreat Véb Appl i cation Minager 1
access
117.190.233.21 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
52.11. 169. 89 147.237.77.226 |Whited Sates |wwchanatz.aka.idf.il [ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 227 |Wited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.67.1.57 147.237.77.19 |tnited Sates [lawforumidf.il ET SCAN Potential SSH Scan 1
183. 60. 243. 188 [147.237. 77. 176 |Chi na nat pash. i df .i | SERVER- WEBAPP admi n. php access 1
183. 60. 243. 188 |147.237.77. 176 |Chi na nat pash. i df .i | GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
66.249. 64. 253 [147.237.72. 166 |Lhited Sates |aka.idf.il SER\/ER APAO—E_Apache mod_ssl non-SSL connection to S8 port 1
deni al of service attenpt
52.11. 169. 89 147.237.72. 156 |Lhited Sates [aman.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
2.52.190. 199 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 13
2.52.190. 199 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.i| drop First packet isn't SN drop 7
2.52.190. 199 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |7
2.52.190. 199 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
88. 253.43. 30 Tur key 147. 237. 76. 147 |chi nuch. aka. i df . i drop SAMrul e drop 7
46.19. 86. 176 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
109. 65. 189. 142 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id |imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 176 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert
2.52.190.199 | srael 147.237.76.86 |navy.idf.il SYN Attack rej ect
8.37.227. 68 g”&;y”ous 147. 237. 7. 216 |dover. i f . | Bl ock HTTP Non Conpliant  |Response out of state monitor |5
2.52.190. 199 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
72.9.148. 10 Lhited Sates |147.237.77. 176 |nat pash. i df .i | drop SAMrule drop 4
46.19. 86. 176 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 86. 176 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.52.190. 199 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover. i of . B ock HTTP Non Conpl i ant Response out of state monitor |3
5.22.135.147  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalidinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
94. 230. 86. 137 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 2
80. 246. 136. 20 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
72.9.148. 10 Lhited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 2
5.22.135. 147 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
8. 37.227.81 g”&;ymus 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |2
68.180.229. 121 [hited Sates [147.237.76.200 [ei tan. aka.i dof.i Streaning Engi ne: TCP I nval idinvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
94.102.48.193  |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df .i | dr op SAMrul e drop 1
69. 146. 204. 128 |lhited Sates [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 152|lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|thited Sates |147.237.76.39 |nobile. neitav.idf.il drop SAMrul e drop 1
123.126.113.80 |China 147.237.72. 166 |aka. i df .i | drop SAMrule drop 1
94.102.48.193 |Netherlands 147.237.76. 148 |ggcent er. aka. i df . i | drop SAMrul e drop 1
46. 19. 86. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
174. 44.94. 36 Lhited Sates [147.237.77. 216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.190. 199 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
97.40.192.253 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier alert 1
85.65.134. 211 [l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 1
51. 254, 44, 137 zi;;éjom 147.237.77.19 [lanforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 144|Wnited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.190. 199 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 1
94.102. 48.193  |Net her| ands 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
195. 62. 53. 168 giiztr‘ion 147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
97.40.192.253 |lhited States  [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
85.65.134. 211 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or
51. 254. 44. 137 E?ir:gegom 147. 237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
141.212.122. 145|hited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.190. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
94.102.48.193 |Netherlands  |147.237.76. 197 |e. hi nush.idf.il Geo- | ocati on enf or cenent ﬁ?olr ggﬁi'mo n i nbound drop 1
207. 46.13. 98 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

183. 60. 243. 188 |Chi na 147.237.77. 176 |nat pash. i df . i | Ml tipl e Lnhaut horized URL Access from 183. 60. 243. 188 Bl ock 166
183. 60. 243. 188 |Chi na 147.237.77. 176 |mat pash. i df . i | Ml tiple Admin B ocking from 183. 60. 243. 188 B ock 27
183. 60. 243. 188 [Chi na 147.237.77. 176 |mat pash. i df .i| |Dstributed PP At enpt Bl ock 18
184. 154. 48. 210 |Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Uhaut horized URL Access from 184. 154. 48. 210 B ock 5
46.118. 155. 216 |krai ne 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
93.160. 60. 22  |Denmar k 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
66.102.8.238 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
194. 166.89. 60 |Austria 147.237.72. 156 |anan. i df . i | Mil tipl e Untraceabl e SSL Sessions from 194. 166. 89. 60 (Qpen Mde) None 1
66.249. 64.233 [Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
46. 118. 155. 216 |krai ne 147.237.77.216|dover. i df .i | Distributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
185. 82. 200. 91 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
131. 253. 25. 231 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
66.249.64.48 |Uited Sates [147.237.77.170|n@arachot.idf.i| |Miltiple Wauthorized URL Access from 66.249. 64. 48 B ock 1
194. 166.89. 60 |Austria 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249. 64.233 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
46. 118. 155. 216 |Wkrai ne 147.237.77.216 |dover. i df . i | Mil tipl e Uhaut horized URL Access from 46. 118. 155. 216 B ock 1
185. 112. 248. 32 147.237.72.167|i shuri maka. i df . i|{uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
133. 130. 63. 178 |Japan 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.64.53 |lhited Sates |[147.237.77.170|m@arachot.idf.il |Wauthorized URL Access to 147.237.77.170/ pdf/fil es/ 6/ 112296. pdf Bl ock 1
66.249. 64. 253 |lhited Sates |147.237.72.166|aka. i df . il ?ﬂ;ﬂf’ﬁéﬁiﬂ_ﬁ;ﬁsg ons from66. 249.64. 253 (Protocol violation |y o 1
51. 254. 44. 137 t?intggom 147.237.77.19 [lawforumidf.il |Uhauthorized URL Access to / B ock 1
189. 244. 33. 226 [Mexi co 147.237.77. 176 |nat pash. i df .i|  |Dstributed PHP Atenpt B ock 1
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | mtih;r.l |ZTX/j 1Lﬁ_4ﬁ§is450-tr?e/ kkkkkkk=5b618702kkkkkkk 5b618702  |B °K !
66.249.64.58 |Wited Sates |[147.237.77.170|mmarachot.idf.i| |Uhauthorized UR. Access to 147.237.77. 170/ pdf/fil es/ 4/ 109194. pdf B ock 1
183. 60. 243. 188 |(hi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/issnall B ock 1
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i|/1397-en/ dover . aspx B ock 1
51. 254. 44. 137 z.“i;:gom 147.237.77. 170 [m@ar achot . i df . i | |Uhaut hori zed URL Access to / Bl ock 1
189. 244. 33. 226 |Mexi co 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php B ock 1
183. 60. 243. 188 |Chi na 147.237.77. 176 |mat pash. i df . i | Adnin B ocki ng B ock 1
66.249. 64.233 |lLited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
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