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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
82. 145. 223. 77 Eur ope 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4
79.176.197. 214 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
185. 97. 254. 50 147.237.76. 196 e.sviva.idf.il |Bock Wp All Nets drop 1
185. 130. 5. 224 147.237.77.121 e.navy.idf.il Bl ock_Udp Al _Nets drop 1
222.186.21.112 Chi na 147.237.0. 35 akavs. i df.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site ‘Sgnature Devi ce Action |Oount ‘
212.199. 205.69 |[lIsrael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 6
144.76. 7. 107 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
66. 249. 69. 87 I srael 147.237.0.34  [tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the LR B ock 2
144.76.7. 107 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
144.76. 7. 107 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot B ock 2
144.76.7.107 Ger nmany 147.237.77.176 |nat pash. i df. il |C1000074: HITP: najestic bot Bl ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
185. 3. 147. 223 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 1
88. 253. 43. 30 Tur key 147.237.77.233 |atal .idf.il C1000016: HITP. administrator in UR Bl ock 1
188. 165. 15. 66 France 147.237.77.74 |lawidf.il C1000146: HITP. AnrefBot craw er B ock 1
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
42.101. 152. 49 Chi na 147.237.77.176 |nat pash. i df . il [13764: HTTP: China Chopper Mal ware Communi cation Aftenpt B ock 1
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. . SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 64. 253  |147.237.72.166 |Lhited Sates akaidf.il ) . — 2
deni al of service attenpt
46.59. 252. 185  [147.237. 77. 216 |Ger many dover.idf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 114 [147.237. 76. 201 |krai ne eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244.49.137 |147.237.72.166 |Hong Kong aka.idf.il ET SCAN Potential SSH Scan 1
188. 136. 144. 104[147. 237. 0. 15 :%fzgi)”'z'i’fmc kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 2048 1
. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
187. 245. 56. 142 |147.237.77. 227 |Mexi co e hanaz.idf.il .
Potential Scan or Brute Force
219.92. 36. 38 147.237.77. 61 [\l aysia e cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
188. 136. 144. 104|147. 237. 0. 15 :%ZSH:E'?C kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
Iran, Islamc A,
188. 136. 144. 104|147. 237.0. 15 Republ i ¢ of kosher-kravi.idf.i|ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
5. 44. 38. 105 Azerbai j an 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
72.9.148.10 Lhited Sates  [147.237.77.216 |dover.idf.il drop SAMrul e drop 16
91.200. 12. 143  |lkrai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 8
91.200.12.136 |Wkraine 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 8
91.200.12.106 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
50. 205. 40. 167 |Wited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 100 I 'srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Inval i d ACK nunber alert 6
109. 65.188. 71 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid  invalid segnent retransmssion drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 100 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
91.200.12. 136  |krai ne 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
72.9.148. 10 Lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op SAMrul e drop 4
91.200. 12. 106  |lkrai ne 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 4
91.200. 12. 106  |krai ne 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
91.200. 12. 143  |lkrai ne 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 4
91.200. 12. 143  |lkrai ne 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
91.200.12.136 |kraine 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 4
89.145.95.42  |United Kingdom|147.237.0.34 [tikshuv.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret ransni ssi on Packet dr opped.
2.54.185.33 I srael 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
185. 3. 147. 223 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
31.154.170.56 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.54.176. 53 I'srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
109. 160. 173. 163|i srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
212.143.147.13 |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 3
Ret ransnm ssi on Packet dr opped.
212.25.83.133 [lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber alert 2
212.25.83.133 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 2
80.246.136.20 |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 34 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
195. 62. 53. 168 :ZZ::FI on 147.237.77. 121 |e. navy.idf.il Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
123.125.71.73 |China 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
213.57.9.23 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
94.16.11. 27 Ger many 147.237. 72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 230 | srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence I'nvali d ACK nunber noni t or 1
141.212. 122. 145|nited Sates  |147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 147. 223 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 1
141.212. 122. 146|nited Sates  |147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
188.138.1.218 [Ger many 147.237.76.30 |himush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 67.152. 49 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
51.254. 44,137 |Wnited Kingdom|147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
37.26.148.210 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 158|nited Sates [147.237.76.38 |e.eneitav.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
89.138.179. 184 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 34 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 1
190. 191. 248. 75 |Argentina 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 1
51.254.44.137 |United Kingdom|147.237.77.227 |e. hanaz.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
141.212. 122. 159|hited Sates  [147.237.76.38 [e.e.neitav.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




03-08-2016-01:12:56 to 03-08-2016-02:12:56

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
88. 253. 43. 30 Tur key 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 88.253. 43. 30 B ock 4
88. 253. 43. 30 Tur key 147.237.77.233|atal .idf.il PHP Att enpt B ock 3
88. 253. 43. 30 Tur key 147.237.77.233|atal .idf.il Mil tipl e Admin B ocking from 88.253. 43. 30 B ock 2
2.52.30.59 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
207. 46. 13. 37 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 2
184.154. 48.210 |Wnited Sates |147.237.72.166|aka.idf .il Mil ti pl e Unaut hori zed LRL Access from 184. 154. 48. 210 B ock 1
78.12.192.93 Italy 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
66. 249. 64. 48 Lhited Sates [147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 5/ 105595, pdf B ock 1
197. 48.72. 82 Egypt 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 1
66. 249. 66. 23 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1245-he/ at al . aspx B ock 1
5.62.199.4 gz::;”i on 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wa i df .il/1283- 13467-en/ dover . aspx' B ock 1
184.154. 48.210 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
78.12.192.93 Italy 147.237.77.216|dover.idf .il Distributed Waut hori zed UR. Access on waw i df .il/xmrpc. php B ock 1
66. 249. 64. 53 Uited Sates |147.237.77.170|nmaar achot . i df . il |Unauthorized URL Access to 147.237.77.170/ pdf/fil es/ 6/ 112296. pdf B ock 1
197. 48.72. 82 Egypt 147.237.77.216|dover . i df . il Distributed PH> A tenpt Bl ock 1
88. 253. 43. 30 Tur key 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/wp-1ogin. php Bl ock 1
66. 249. 66. 29 Lhited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
Unknown Par anet er
37.142.204. 153 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
185. 82. 200. 91 147.237.77. 216 |dover.i df . il Distributed Unhaut horized URL Access on 147.237.77. 216/ Bl ock 1
88. 253. 43. 30 Tur key 147.237.77.233|atal .idf.il Adnin Bl ocki ng B ock 1
66.249.64.235 |[Wited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
197. 48.72. 82 Egypt 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 197.48. 72. 82 B ock 1
109. 186. 172. 166|l srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation inwwaka idf.il/tizmnoret/fag/default.asp [None 1
66.249.73.190 |Wnited Sates [147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 73. 190 B ock 1
41.34.251.100 |Egypt 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
188.138.1.218 [Germany 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to 147.237.76. 30/ robot s. t xt B ock 1
66.249. 64. 253 |Wited Sates |147.237.72. 166 |aka. i df il (Mjééﬂfw&ﬁczﬂ_ﬁqﬁsg ons from66.249.64. 253 (Frotocol violation |\, o 1
202.46.58.164 [China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9366- he/ r ef uah. aspx |Bl ock 1
180. 76. 15. 24 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9238- he/ r ef uah. aspx  |B ock 1
73.143.247.211 |thited Sates |147.237.76.86 [navy.idf.il Gooki e Tanpering on cookie _ atrfs: Expected ab/ None 1
41.34.251.100 |Egypt 147.237.77.216|dover. i df . il Distributed Waut hori zed URL Access on waw i df .il/xmrpc. php B ock 1
197. 48.72. 82 Egypt 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
66.249. 64.253 |[lhited Sates |147.237.72. 166 |aka. i df .|| %&mﬁ&ﬁfﬁfg Frotocol violation None 1
5. 62. 199. 4 gz::;”ion 147. 237. 72. 166 |aka. i df . i | m';r;?(‘g"i ;a:?mt;: maa"g&‘(’fg;”;;::ol di ers. asp None 1
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