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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
212.199. 241. 250 | srael 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 42
79.176.197. 214 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3

81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
71.6.216. 50 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bl ock Udp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Udp All Nets drop 1

71. 6. 216. 37 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Udp All Nets drop 1
71.6.216. 41 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il B ock Np Al _Net drop 1

185. 72.177. 106 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘S gnature Devi ce Action |Count
149. 88. 202. 42 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
86.132. 215. 31 Uhi ted Ki ngdom 147. 237. 76. 86 navy.idf.il C1000074: HITP. naj estic bot B ock 2
212.179. 42. 227 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 69. 79 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

176. 13. 6. 24 147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
31.168. 14. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147. 237. 72. 167 |Whited Sates [ishurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185[147. 237. 77. 176 |Lhited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 98 147.237.76. 197 |Wited Sates |e. hinush.idf.il ET DRCP Dshield B ock Listed Source 1
112. 213. 95. 142 |147. 237. 77. 205 [\ et nam prisha.idf.il ET SCAN NMAP -sS wi ndow 3072 1
112.213.95. 142 |147.237.77. 205 |M et nam prisha.idf.il ET SCAN NVAP -f -sS 1
94.102.48.193 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
61.244.49.137 |147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 77. 121 |Uited Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185|147. 237. 77. 176 [Lhited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
198. 180. 198. 185|147. 237. 77. 176 |Uhited Sates |natpash.idf.il ET SCAN NVAP -f -sS 1
11433, 114. 158|147, 237. 76. 31 |Tai van vekehal i df i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 213. 95. 142 |147. 237. 77. 205 [\ et nam prisha.idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 |[147.237.76.197 |Lhited Sates |e himush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
82.117. 208. 243 |147. 237.76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

SYNretransmt wth different

109. 65. 82. 38 I srael 147.237.77.234|hal ag.idf.il |Bad TCP sequence : noni t or 67
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
89. 138. 215. 136 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion drop 30
Ret r ansmi ssi on Packet dr opped.
72.9.148. 10 Whited Sates  [147.237.77.216|dover.idf.il [drop SAMrule drop 16
e SYNretransmt wth different .
79.182.36.236 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence wi ndow scal e noni t or 14
46.19. 85. 11 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 10
46.19. 85. 197 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaning Engine: TGP Invalid i i ssi
37.26.149.249 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.30. 143 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
46.19. 85. 129 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i ssi
79.176.39.66  |Israel 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Russi an D Streamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni Ssi on Packet dr opped. drop 6
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85. 11 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
2.52.57.48 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
185. 120. 125. 48 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN- ACK -> Ti meout rej ect 4
5.102.193.100 |[lsrael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
196. 217. 169. 106 |Mor occo 147.237.77. 176 |nat pash. i df .i1|dr op drop 4
72.9.148. 10 Lhited Sates 147.237. 77. 176 |nat pash. i of .i | |dr op SAMrul e drop 4
79.181.179.45 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
185. 120. 125. 48 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
77.127.32.122  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
r in ine: TCP Invali i i ssi
109. 65.124.21 |Israel 147.237.72. 166 |aka i or. 11 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
185. 3. 144. 11 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
r ing BEngine: TCP Invali i i ssi
37.26.149.132 |israel 147.237.77. 243 |t e, i o1 [ €@M NG Engi ne: TP Invalid —invalid segnent retransnissi on. dr op 3
Ret ransm ssi on Packet dropped.
93.44.186.255 |[Italy 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 33 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 67.28.161 |l srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.188  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransnssion. dr op 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
87.71. 8. 102 I'srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 120. 126. 49 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
149.88.30.170 |l srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
5.102.254.203 |[lIsrael 147.237.76.31 |nakchal .idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
204.126. 132. 241|Wnited Sates  |147.237. 72. 166 |aka. i df .| g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.12.182 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
188. 120. 148. 123l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
84.108. 216. 152 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
2.54. 47,193 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
5.22.129. 100 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
2.52.190. 49 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
31.210.187. 163 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
2.52.190. 49 | srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 227 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
46.19. 85. 213 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 2
72.9.148. 10 Lhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 2
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 2
79.176.221. 157 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
46.120. 226. 203 |l srael 147.237.76.86 |mavy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6.24 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 522
46. 19. 86. 201 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock 26
109. 253.199. 10 |l srael 147.237.0.19 |[nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46. 19. 86. 175 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
66.249.64.233 |Lited Sates |147.237.77.216|dover.idf.il Ml tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 3
66.249.64.233 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/english/history/born2. htm |[B ock 1
37.26.147.153 | srael 147.237.76.42 |refuah.idf.il i;t ;g?f’;gﬂ;“:t”;hgsi;:rde dL/'?‘e :(:tcissi on B ock 1
194. 72. 238. 241 LKTi;gegom 147.237.77.216|dover.i df.i Unaut hori zed URL Access to waw i df.il/xyzzy Bl ock 1
81.218.2.118  |israel 147.237.72. 166 |aka. i df . i | m“;griidzfe.? I'}‘:Ttmh(;‘/jsgr/f;’gout'aspx B ock 1
52.33.240.114 |lnited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
198.58.103. 160 [lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock
149.78.44.6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
66.249.73.190 |[lhited Sates [147.237.77.74 |lawidf.il ﬂ?_u;gg_ri7;_e$4/L§_pfcstC§rS;g;/ofi | s/ 4/ 444, doc Bl ock 1
197. 48.72. 82 Egypt 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
107.182.230.72 |wnited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
66. 249. 64. 53 Uited Sates |147.237.77.170|maarachot .idf.il Unaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1
204.126.132. 241|Wited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catld in aka.idf.il/nain/giyus/general . aspx None 1
157.55.39. 112 |wnited Sates |[147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.114.132.61 |Romani a 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 1
197. 48.72. 82 Egypt 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
107.182.230.72 |wnited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
66.249.64.58  |Lhited Sates |147.237.77. 170 maar achot . i df .i | ﬂ‘;‘“tzggr '7279‘17;% dﬁclﬁslsest/%/ 110386, pe B ock 1
207.46.13.187 |Wiited Sates |147.237.72. 166 |aka. i df . il mngrg iZ"’f“_ ?Tﬁr;r nlllff:eﬁi?;urt.aspx None 1
79.114.132.61 |Romani a 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock 1
51. 254. 44. 137 LKTi;gegom 147. 237. 76. 39 Irmbl le.neitav.idf. i Unaut hori zed URL Access to / B ock 1
197. 48.72. 82 Egypt 147.237.77. 170 |maar achot . i df . i | PHP Att enpt B ock 1
100.65.82.38  |Israel 147.237.77. 234 |hal ag. i df .i | o rz';;”tﬁd2317:‘;:‘;:;‘;?}@\%@?75; T Bl ock 1
216.113.160. 71 |Wited Sates |147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
185. 112. 248. 32 147.237.77. 234 |hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
79.179. 6. 225 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
52.33.240.114 |Wnited Sates |147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 1
197. 48.72. 82 Egypt 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
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