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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count |

82. 145. 220. 152 Eur ope 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 69
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 6
79.178.125.211 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
79.178.125. 211 | srael 147.237.77. 74 lawidf.il B ock_Udp Al Nets drop 3
85. 25. 43. 94 Ger nany 147.237.77.170 naar achot . i df . il B ock Udp All _Nets_Con_Limt drop 2
185. 35. 62. 149 Sntzerl and 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
193. 222. 63. 122 Rormani a 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 1
185. 35. 62. 114 Swi t zer| and 147.237.0.16 ny- kosher-kravi .i df.il B ock_Up Al _Nets drop 1
198. 48. 92. 104 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 1
185. 35. 62. 144 Sntzerl and 147.237.77.178 e.natpash.idf.il B ock Wp Al Nets drop 1
71.6.216. 44 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il B ock Np Al Net drop 1
198. 48. 92. 104 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
149. 78. 189. 37 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 6
41.185. 31. 40 South Africa 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
216.201.148.210 |Lited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
66. 249. 69. 95 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 2
94.23.19. 178 France 147.237.76.86  |navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
2.54.25. 156 | srael 147.237.0. 34 tikshuv.idf.il[Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 120. 173.102 |China 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.109 |China 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159 |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
109. 64. 188. 175 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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41.185. 31. 40 147.237.77.74 |South Arica [lawidf.il A Injection - Select From 6
216. 201. 148. 210|147. 237. 77. 233 |Whited Sates [atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 102. 9. 10 147.237.72. 166 |Uhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
193. 201. 227. 120(147. 237.0.35  |Ukrai ne akavs. i df . il ET SCAN Potential SSH Scan 1
187 35 169, 150|147 237.8.27  |mrasi| o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 252. 84  |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 2048 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.0.200 [Lhited Sates |rdu.idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 (147.237.0.200 [WLnited Sates |mu.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147.237.8.14 |China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244.49.137 |147.237.77.226|Hong Kong  |ww chamatz. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.14 |lhited Sates [e. orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240.144.65 |[147.237.0.35 |[China akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
194. 187. 249. 70 |147.237.76.86 |Europe navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.19 [China nadi matal .idf.il ET SCAN Potential SSH Scan 1
189. 218, 151, 1261147 237 8. 14 |nexi co o orchot . idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.52.157. 40 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 252. 84  |147.237.72.14 [China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
183. 60. 252. 84 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
105. 154. 192. 163|147. 237. 77. 233 |Mor occo atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119. 105. 221 |147.237.0.200 |Wited Sates [ndu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.244.49.137 [147.237.72.14 |Hong Kong |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
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212.143.222. 47 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret r ansmi ssi on Packet  dr opped. drop 102
66.249.93.127 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SYN drop 49
79.182.36.236 I srael 147.237.76.42 |refush.idf.il  [Bad TCP sequence Vﬂdﬁr:é‘;”lt wth different monitor |48
196. 217. 192. 121|Mor occo 147.237.77. 216 |dover.idf .il drop drop 43
79.179.28.208 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 42
Ret r ansni ssi on Packet dropped.
66.249.93.123 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 22
181. 114. 135. 87 |Argentina 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval id sequence nunber noni t or 16
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 15
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 12
89. 139. 255. 143 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
46.19. 85. 127 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
87.68.250.28  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
188. 120. 148. 112|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
79.176.54.126 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdroitvrsacnasl"lt wth dfferent monitor |8
46. 19. 86. 87 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 215 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 195 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 250. 215. 128 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 251 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.242 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85.0 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 6
46.120. 156. 245 |l srael 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
37.26.147.242 | srael 147.237.77. 233 |atal i of .i Bad TCP sequence SwRaere r:‘nsm wehdifferent | onitor o
5.22.135.113 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
37.26.147.242 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85.0 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
37. 46. 39. 169 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19. 85. 242 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
89. 139. 255. 143 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
79.176.175.14 |israel 147.237. 72. 167 [i surimaka i a1 || €2 NG Engine: TGP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.147.242  |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 195 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
185.3.144. 114 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 65. 142. 146 |l srael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 6
79.182.212.40 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
89. 139. 255. 143 |Israel 147. 237. 72. 166 |aka. i df .1 Bad TOP sequence mﬁsrcztl Lansm wthdifferent ) onitor |6
87.70. 54. 29 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
109. 186. 48. 150 |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mdﬁvrsacn:l"lt With different monitor 6
37.26.147.242 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
132.74.150. 142 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
37.26.147.242 | srael 147. 237.77. 216 |dover i . i Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor o
37.26.147.242 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
37.26.149.222 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 87 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 242 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
37.46.41.182 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
5.102.242.232 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
78.95.97.187 Ronani a 147.237.77. 216 |dover.idf.il Streaning Engi ne: TCP Invalid Invalid checksum Packet dropped. |drop 5
Checksum
46. 19. 85. 242 I 'srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 242 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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176.13.6.24 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 234
176.13.5. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 90
79.176.110. 196 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 73
5.29.123.133 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from5.29.123. 133 [B ock 11
2.54.27.123 I srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 10
80.246.136.52 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 85. 192 | srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response CGode B ock 4
24.45.172.19 Wited Sates |147.237.76.86 |navy.idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 201 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
89. 139. 157. 127 |l srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Gode B ock 2
188. 120. 148. 112|l srael 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 2
5.29.41.7 I srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 2
213. 8. 204. 63 | srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 2
185. 3. 146. 101 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.i|/404. htm B ock 2
66.249.64.233 |lnited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
185. 120. 125. 56 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 2
195. 154. 173. 103|France 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to www i df.il/mazi B ock 2
109. 66. 17. 105 |l srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 2
5.29.123.133 | srael 147.237.72. 166 |aka. i df . i | mu;kr;orl |dfze|d| /'\f;j T}?gazhEaAﬁJe?;ul (. aspx B ock 2
79.181. 165. 227 |[Israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 2
5. 29. 150. 250 I srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 126. 10 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.116.214 |[israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
173.252.90.231 |[thited Sates [147.237.76.86 [navy.idf.il D stributed Suspici ous Response Code B ock 1
66.249.64.163 |nited Sates |[147.237.76.86 |navy.idf.il D stributed Suspici ous Response Gode Bl ock 1
46.120.169.97 |Israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
94.230.93.101 |[Israel 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
78.95. 97. 187 Rormani a 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
142.167.75. 64 |Canada 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
52.37.173.158 |[lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-1ogin. php B ock 1
89.139. 177. 173 |l srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
24.120. 54. 20 Lhited Sates |147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
192.157.245.13 |lnited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il/pricing B ock 1
79.178.0. 211 I srael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
51.254.44. 137 LKTi;gegom 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to / Bl ock 1
94.230.93. 104 |lIsrael 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
84.108. 66.198 |l srael 147.237.76.86 |navy.idf.il D stributed Suspicious Response Code B ock 1
217.132.55. 244 |[Israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
79.176.41.200 |lsrael 147.237.76.86 |navy.idf.il D stributed Suspici ous Response CGode B ock 1
149. 88. 205. 189 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
65.55.210.143 |Wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
89. 139. 255. 143 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.178.114. 153 |lIsrael 147.237.76.86 |navy.idf.il D stributed Suspicious Response Code B ock 1
66.249.69.3  [lnited Sates [147.237.0.16 |n|y kosher -kravi. i df. m“;;_oég szh‘zc:_%vf‘.’fsfi ' cbete. tat Bl ock 1
52.0.19.0 Wited Sates [147.237.77.216|dover. i df .|| oz L e L over aspxcont | 115 B ock 1
84.108.210. 178 [Israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
79.176.54.126 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rzlst;u;(;d2$7T$32572ia%/$772? fgi . Bl ock 1
185. 120. 125. 88 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
149. 88. 205. 189 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66.249.64.3  |[Lhited Qates [147.237.76.86 [navy.idf.il E;;riidt;‘fti T?Sﬁ;‘;’hg;ji‘it % aﬁcecr‘;scso e aspx Bl ock 1
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