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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

37.236.161. 78 Irag 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 3
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
37.236.161. 78 Irag 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
46.19. 85. 133 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
89.248.174. 4 Net her | ands 147.237.76. 198 e.yohalan.idf.il|Bock Np Al Net drop 1
71.6.216. 38 Lhited Sates 147.237.72.217 e.idf.il B ock Np Al _Net dr op 1
212.124. 126. 46 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
78.152. 21. 90 Pol and 147.237.77. 243 nobi l e.idf.il B ock_Udp Al _Nets drop 1
149. 50. 90. 216 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
71.6.216. 38 Lhited Sates 147.237.76. 201 e atal .idf.il B ock Np Al Net drop 1
185. 35. 62. 78 Sn tzerl and 147.237.77.176 natpash.idf.il |B ock Udp All Nets drop 1
78.152. 21. 90 Pol and 147.237.0. 34 tikshuv.idf.il |B ock Udp All Nets drop 1
84.108. 76. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
46. 19. 85. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
185. 130. 5. 224 147.237.77. 233 atal.idf.il B ock Wp Al Nets drop 1
78.152.21. 90 Pol and 147.237.76. 199 e.nakchal .idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 120. 173.109  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 6
82. 166. 69. 222 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
66. 249. 93. 125 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 2
109. 253. 156. 112 |Israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 93. 121 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
217.66.232.187 [147.237.77.176 chis;ii;ijan Territory, | et pash.i . il ET SCAN NVAP -sA (2) 2
162. 213.154. 10 [147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il |[ET SCAN Potenti al SSH Scan 1
104.215.89.20 |147.237.76.34 [Lhited Sates yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.48.193 |147.237.77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210. 212. 236. 235(147. 237. 76. 199 I ndi a e. nakchal .idf.il ET SCAN Potential SSH Scan 1
37. 1. 209. 203 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 212. 236. 235|147.237.0.34 [India tikshuv.idf.il ET SCAN Potential SSH Scan 1
210.212. 236. 235(147.237.0.15 |[India kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
199. 255. 137. 113|147. 237. 77. 226 |Bel gi um waw chanat z. aka. idf i1 [ET SCAN NVAP -sS wi ndow 3072 1
199. 255. 137. 113|147. 237. 77. 226 |Bel gi um waw chanat z. aka. idf i1 |[ET SCAN NVAP -f -sS 1
186. 205. 48. 210 [147.237.76.30 |Brazil hi nush. i df i BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
104.215.89. 20 |147.237.76.34 |Lhited Sates yohal an.i df .i | ET SCAN NMAP -sS wi ndow 3072 1
104.215.89.20 |147.237.76.34 [lthited Sates yohal an. i df . il ET SCAN NVAP -f -sS 1
210. 212. 236. 235(147. 237. 76. 200 [I ndi a eitan aka. idf.il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 212. 236. 235(147. 237. 76. 38 [India eenetav.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.76. 34 |Net her| ands yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.212. 236. 235(147.237.0.16 [India ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237.76. 34 |Lhited Sates yohal an. i df . il ET SCAN Potential SSH Scan 1
199. 255. 137. 113|147. 237. 77. 226 |Bel gi um waw chanat z. aka. idf.i1  [ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address ‘Ste ‘Signature Acti on ‘Oount
37.236.161.78 |lraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23292
37.236.161.78 |lraq 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 1064
37.236.161.78 |iraqg 147.237.77. 216 [dover.idf.il  [dr op drop 200
192. 168. 173. 102 147.237.77. 216 |dover.icr.i1 |0} e ng Engine: TGP Invalid imalid segrent retramsmssion. Pecket |y o 50
Ret r ansni ssi on dr opped.
37.26.147.180 |israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 31
107.167.103.45 [thited Sates |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 23
46.19.85.179  [Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nvalid ACK nunber monitor (17
192. 168. 173. 102 147. 237. 7. 216 |dover ict.i1 || €AM NG Engine: TP TCP segrrent out of naxi mumalloved |, 17
Segnent Limt Enforcenent sequence. Packet dropped.
212.179. 214. 171|I srael 147.237.77. 176 |t pash.iof .| [Bad TCP sequence I'nvalid ACK nunber monitor |15
212.179. 214. 171|l srael 147.237.77. 176 [matpash. i df .i 1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
79.183.207.48 |israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
72.9.148. 10 Lhited Sates |147.237.77. 216 [dover.idf.il [dr op SAMrul e drop 14
37.26.147.180 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
212.179. 214. 171l srael 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 13
46.19. 86. 88 I'srael 147.237.77. 176 |ratpesh. i o i1 || SAM NG ENgine: TGP Inval id invalid segment retransmission. Packet | o 12
Ret r ansni ssi on dr opped.
37.26.147.140 |Israel 147.237.77. 243 |rvi e a1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnissi on. Packet drop 12
Ret r ansni ssi on dr opped.
79.183.207.48 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
37.142.198.183 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SmAde e reanS"ht with different moni tor |11
46.19.85.1 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 11
37.142.198. 183 |[Israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
84.111.108. 176 |Israel 147.237.77. 243 |rvi e a1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnissi on. Packet drop 10
Ret r ansni ssi on dr opped.
46.19.85.179  [israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor (8
46. 19. 85. 179 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
46. 19. 85. 105 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 45 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
79.180.20.13  [israel 147.237.72. 166 |akaiar.i1 |/ ©3MNG Engine: TCP Invalid Jinvalid segnent retransnssion. Packet drop 6
Ret r ansni ssi on dr opped.
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il  [dr op First packet isn't SN drop
37.46.39. 151 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
87.71.82.250 | srael 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid invalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
46. 19. 85. 179 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 105 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert
217.194.193. 26 |Israel 147, 237. 76. 200 |ei tan. aka. i of. | | S N9 Engi ne: TP Invalid finvalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
80. 246. 139. 243 |Israel 147.237.77. 243 |rvi e a1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnissi on. Packet drop 6
Ret r ansni ssi on dr opped.
46.19.85.1 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber al ert 6
141.8.132. 112 |Rssian 147.237.72. 166 |akaiar. i1 |/ S3MNG Engine: TGP Invalid Jinvalid segnent retransmssion. Packet | o 6
Federati on Ret r ansni ssi on dr opped.
37.46. 39. 225 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
84.109. 112. 219 I srael 147.237.77.233|atal .idf.i1  |Bad TOP sequence i;;e”a”s"“ with different wndow —fooivor s
5.102.254.208 |[lIsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 42 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 179 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber monitor |5
5.102.254.208 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
31. 154. 159. 248 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor  [5
31.154. 159. 248 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.86.130  |[israel 147. 237.77. 216 |dover.if .11 |Bad TCP sequence mﬁﬁfs;: reansmt wth different moni tor |5
5.102.254.206 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |5
213.57.196.35 |Israel 147.237.77. 243 |rvi e a1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnissi on. Packet drop 4
Ret r ansni ssi on dr opped.
50.97.138.113 |Wiited Sates |[147.237.76.42 |[refuah.idf.il |dr op SAMrul e drop 4
79.183.202.47 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 4
37.142.231.210 |israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4




03-07-2016-22:04:01 to 03-07-2016-23:04:01

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
84.109. 240.42 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 71
176.13.5. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 60
2.54.173.58 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 44
185.32.179.1  [Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁbﬂ":t o T?’f’fs:cs;f; icﬁgngi‘gﬁio"‘%d in Bl ock 15
109. 253. 157. 248]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 10
66. 249. 64. 50 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 66.249. 64. 50 B ock 10
37.26.149.154 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 50. 60 I srael 147.237.77. 216 |dover.idf .i | Distributed Whaut horized URL Access on waw idf.il/error.htm B ock 3
79.178. 25. 28 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.108.232. 212 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.174. 84 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
82.166.242.20 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
109. 66. 17. 105 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
79.183.207.48 [Israel 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.143.38.222 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
66.249.64.131 |[lnited Sates [147.237.72. 166 |aka. i df . i | Lf;?u;g‘;r ;E?geéﬁmﬁfzis?uts‘/’gener o asp Bl ock 1
109. 160. 207. 184 srael 147.237.72.166 |aka. i df . i | tnknown Par ameter _V EASTATEENCRYPTED i n None 1

wan aka. i df . i |/ mai n/ sachar/ nai | box. aspx
84.109. 112. 219 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
URL is Above Root Drectory

ww i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js
52.37.168.145 |Wiited Sates |147.237.77.170|nmarachot.idf.il Mil ti pl e Unaut horized URL Access from52.37.168. 145 B ock 1
Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $ct 109 in
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

31.168.31.178 [Israel 147. 237.72. 166 |aka. i df . i | pstribured ltf"f‘::nhf;ézsﬁpﬁ Access on Bl ock 1
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n

77.247.181. 162 |Netherlands 147.237.77.216|dover . i df . il B ock 1

94.230.86.136 |lIsrael 147.237.72. 166 |aka. i df . i | None 1

80. 246. 130. 145 |l srael 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i 1/ 1518- he/ ref uah. aspx Bl ock 1
213.57.142.180 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on ww aka. i df.il/main/ B ock 1
66.249.64.233 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df .il/1514-en/ dover. aspx. Bl ock 1
40.77.167. 92 Wited Sates |147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
_ www. chanat z. aka. i d .
52. 37. 168. 145 Lhited Sates |147.237.77.226 £l Dstributed PHP Attenpt Bl ock 1
98.183.230. 213 |lhited Sates |147.237.77.176 |nat pash. i df .i | Distributed PHP Attenpt B ock 1
37.26.148.168 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/ B ock 1
80. 246. 139. 243 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
66.249.64.240 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.117.43.117 |israel 147.237.77. 216 |dover . i df . i | Distributed thauthorized UR. Access on B ock 1
v i df i |/ https: /wwidf.il/
. . D stributed Lhaut hori zed URL Access on
109. 253. 157. 248l sr ael 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
84.110.34.142 |[israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in waw aka.idf.il/main/sachar/fag.aspx |None 1
79.178.175.53  |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
193. 201. 227. 152|kr ai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/1044-he/ishuri maspx [B ock 1
) wwy. chamat z. aka. i d ) o )
52.37.168.145 |lhited Sates [147.237.77.226 £l Unaut hori zed URL Access to waw chamat z. aka. i df . il /wp-1ogin. php |B ock 1
37.26.148.168 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
98.183.230.213 |lhited Sates [147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
’ . . Unaut hori zed URL Access to
66.249.73.190 |Uhited Sates [147.237.77.74 |lawidf.il 147.237. 77,74 si p. st or agel fi | es/ 2/ 242. doc B ock 1
52.37.168.145 |[thited Sates [147.237.0.19 |nadimatal .idf.il Dstributed PHP Attenpt B ock 1
157.55.39. 183 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nain/haredi nigeneral . aspx |None
85. 181. 50. 81 Ger many 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock
8. 37. 230. 115 g”;(;‘lym“s 147.237. 72. 156 [aman. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
79.178.175.53 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df .i|/xmrpc. php B ock
212.143.38.222 [Israel 147.237.77.74 [lawidf.il PHP Attenpt Bl ock
37.26.148.215 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . D stributed Uhauthori zed URL Access on
2.52.157.109  [Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
66.249.73.204 |Uhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
175. 139. 159. 50 |\ aysia 147.237.77.74 |lawidf.i| Wnaut hori zed R Access to B ock 1

www, mag. i df . i |/ 163- 7183- en/ pat zar . aspx+wmv. 163. com
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