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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
79.177.116. 56 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wp Al Nets dr op 6
79.177.116. 56 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
81.218. 65. 210 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3
71.6.216. 60 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bl ock Wp Al Nets drop 1
82.102. 173. 68 | srael 147.237.76. 199 e. nakchal .idf.il Bl ock_UWp Al _Nets drop 1
85. 25. 43. 236 Ger many 147.237. 0. 200 nu.idf.il Bl ock_UWp Al _Nets drop 1
71.6.216. 39 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il B ock_Udp Al _Nets dr op 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
71.6.216. 43 Lhited Sates 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
89. 139. 34. 102 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 8
106. 120. 173. 109 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 7
84. 245, 33. 104 Net her | ands 147.237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
109. 66. 21. 220 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 4
87.70.64.124 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 3
149. 202. 54. 6 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot B ock 2
84.229. 208. 199 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 2
149. 202. 54. 6 Ger nmany 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
149. 202. 54. 6 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. naj estic bot B ock 2
84.228.172.91 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 2
10.0.0.6 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
106. 120. 173. 159  [Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
175. 10. 210. 214 Chi na 147.237.77.176 |natpash.idf.il [22280: HITP. Jooma Qhject Injection Wl nerability B ock 1
66. 249. 69. 79 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

213. 204. 105. 29 [147. 237. 77. 233 |Lebanon atal.idf.il ET SCAN NVAP -sA (2) 10
84.245.33.104 |[147.237.76.42 [Netherl ands refuah.idf.il SQ Injection - Select From 6
66.135.63.82 |147.237.77.74 [lnited Sates |lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. ET SCAN Suspi ci ous User- Agent Contai ning Vb Scan/er, Likely V¢b
137.226.113.7 |147.237. 72. 166 |Ger many aka.idf.il 1
Scanner
109. 65. 207. 155 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
. . |ET SCAN Behavi oral Wwusual |y fast Ternminal Server Traffic, Potential
80.24.45.101 [147.237.0.15 |Sain kosher -kravi . i df.il . 1
Scan or Infection
46.120.70.63  |147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.28.166.109 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 108. 112 [147. 237. 72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 1
109. 67. 135. 125 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102.228.208 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.76. 176 [Chi na test.ncore.idf.il [ET SCAN NMAP -sS w ndow 1024 1
208. 67. 1. 57 147.237.0.15 |hited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 112. 251. 35 [147.237. 76. 31 |Col onbi a nakchal .i df .il , 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
176. 13.17.129 |lsrael 147.237.0.19 |madimatal.idf.il|{Bad TCP sequence Invalid ACK nunber noni t or 272
176.13.17.129 |[lsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber alert 136
Sreamng Engine: TCP Invalid i i ssi
109. 67. 248. 43 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 24
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.28.242  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
80. 179. 197. 188 |l srael 147.237.77. 234 |hal ag. i df .il dr op First packet isn't SYN drop 13
Sreamng Engine: TCP Invalid i i ssi
37.26.148.247 |Israel 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
R SWNretransmit wth different .
80. 179. 197. 188 |I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal e noni t or 12
Sreamng Engine: TCP Invalid i i ssi
79. 181. 223. 216 |1 srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79. 182, 102. 137 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 9
46.19. 85. 13 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 9
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 10 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
213. 204. 105. 29 |Lebanon 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or 7
46.19.85.129  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
62.219. 135. 44 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
94.159. 153. 41 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.122 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19.85.221  |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 46 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
195. 110. 40. 242 |1 srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.58  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.66.39.64  |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber aert 6
46.19.85.229 |lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
41.77.152.171 |South Africa |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.221  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber aert 5
. . SWNretransnit wth different .
5. 28. 166. 109 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 5
5.102. 254. 203 |l srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.129 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
79.176.183.9  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.179. 21. 194 |l srael 147.237.76. 177 |ncore.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
85.64.71.234 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.46.39.177  |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
46.19.85.129  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 4
66. 96. 128. 60 Lhited Sates [147.237.77.74 |lawidf.il dr op SAMrul e drop 4
147.235.8.74  |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 10 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
80.179. 197. 188 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni t or 4
. . SYNHAK retransmit with different .
147.235.8.74 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence vi ndow scal & noni t or 4
Sreanmng Engine: TCP Invalid i i ssi
91.65.252. 211 |Ger nany 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
46. 19. 85. 208 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 4
5.102.195. 3 I 'srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval id ACK nunber noni t or 4
46.19.86.104 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 140. 248 |I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176.13.1.128 |Israel 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 4
5.102.195.90 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19.86.133  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
5.22.129.226 |[lIsrael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
176.13.17.129 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 223
94.159.153. 41 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 4
66.249.64.233 |[Wnited Sates 147.237.77.216|dover . i df . i Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 3
37.26.148.247 |lsrael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 65. 153. 116 |l srael 147.237.77.216|dover. i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 3
46.19.85. 14 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
132.74.95. 21 | srael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to nmaarachot.idf.il/pdf/files/2/109482. pdf  |B ock 2
176.13.1.128 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
82.102.136.65 |[lIsrael 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
2.54.191.51 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
79.182.102. 137 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
37.203.114. 113 i?l:os??la 147.237.77.216|dover. i df .i | D stributed Waut horized UR. Access on www i df.il/xmrpc. php B ock 1
84.229.133.22 |Israel 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod CPTI ONS for waw aka. i df . i |/ nai n/ gi yus/ B ock 1
Unknown Par anet er
5.22.129. 226 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
208.115.113.89 |[wnited Sates 147.237.77.216|dover . i df . i Paraneter Type Mol ation SortDir in wwidf.il/1133-ar/dover. aspx B ock
173.247.228.10 |Uited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock
46.19. 86. 122 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
109.65.77.19  |lsrael 147.237.72. 166 |aka. i df . i mu;:gr ot .d i ﬁafﬁf bhor e;ioml gener al . aspx?doci d=70911 Bock |
80. 179.197. 188 |Israel 147.237.77. 234 |hal ag. i df . i | o ;gl;“;‘;dZgﬁftnzzgzﬂaﬁlﬁﬁﬁ f’;i . Bock |1
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
185. 120. 125. 11 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to waw arman.idf.il/https:/ww aman.idf.il/ |B ock 1
41.77.152.171 |South Africa 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
134.191. 232. 69 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
87.69. 192. 25 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw anan. i df . il/nodiin/ defaul t. aspx' Bl ock 1
5. 28. 166. 109 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
Uhaut hori zed URL Access to
213.151. 48.113 | srael 147.237.0.34 |tikshuv.idf.il ‘&”;V'ntki_'fzhh“m‘; ;ggd};ﬁgé&%ﬁ theC/ ;&ﬁzgi"'ggips”t‘)‘g:;f:n“t‘gg’;gj:?\i‘gﬂﬁ‘ﬁ C‘;] Bock |1
w&usg=af gj cnecui 31pkddhunt1b2sg02j 70gsha
66.249.64.240 |Wited Sates 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
46.116.5.162  |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?f‘tzgg'r;;%ﬁ‘mpggj:h;oe &bl et L. gi Bock |1
37.26.149.165 | srael 147.237.72. 166 |aka. i df . i | u%ﬁiz%t gg?ig;?ﬁﬁ;ﬁg(:ﬁg?&ﬁm Bock |1
2.52.148. 27 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ |None 1
66.102. 8. 238 Lhited Sates 147.237.77.216|dover. i df .il D stributed Lhauthori zed UR. Access on www i df.il/error. htm B ock 1
188. 120. 148. 46 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in wwe aka.idf.il/nain/giyus/ general . aspx None 1
137.226.113.7  |Ger many 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
41.236. 242. 115 |Egypt 147.237.77.216|dover. i df .il Dstributed PHP Attenpt B ock 1
93.223.139. 140 |Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx B ock 1
17.142.156. 109 |Uhited Sates 147.237.77. 216 |dover.idf.i |l Lhaut hori zed URL Access to wwuidf.il/appl e-app-site-association B ock 1
78.108. 161. 226 |Lebanon 147.237.77.216|dover. i df .il Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.116.162.32  |Israel 147.237.77.233atal . i df .i | e ot hor zed R _Aggs)fs on Bock |1
37.26.149.165 |[lsrael 147.237.72. 166 |aka. i df . i | Ml forned HTTP Header Line 1 Bl ock 1
109. 160. 130. 248|1 sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
82.102.136.66 |lIsrael 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
2.54.25. 167 | srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on www i df.il/error.htm B ock 1
66.249.64.50  [Lnited Sates 147.237.72. 166 |aka. i df . i | mnsk‘“:i';ar. f‘rf;;' Nzwui‘/’;;ge:;.aspx None |1
109.50. 148. 211 |thited Sates 147.237.77. 216 |dover . i df . i | m”f Sf?riilz/es? pft‘ofzngfsi Itgs/ o/ i 26220x0] 16069 pg Bock |1
Unknown Par anet er
149.50. 85. 120 |Uhited Sates 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
41.236.242.115 |Egypt 147.237.77.216|dover. i df . il Dstributed Unaut hori zed LRL Access on v i df.il/xnirpc. php B ock 1
37.8.45.254 'Tglrfis:ic;;,an&cupi o |147-287. 77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ Bock |1
79.178.25.222 |israel 147.237.72. 166 |aka. i df . i | mara'itfi ?_‘"‘ﬂ ﬂa}i'n\fso;i;ro?f Oirgot pessvord. aspx None |1
183. 206. 160. 57 |Chi na 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/editorol d/editor/ B ock 1
46.116. 218. 124 |[lIsrael 147.237.77.216|dover. i df .il D stributed Whaut horized UR. Access on waw i df.il/https:/wwidf.il/ |B ock 1
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